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ABSTRACT 

In an era where almost every aspect of life, from paying credit card bills to ordering groceries, 

has shifted to the online domain, individuals increasingly find themselves immersed in digital 

interfaces. This transition has allowed online conglomerates and businesses to craft digital 

user interfaces proficient at subtly influencing individual choices to enhance their financial 

gains. Aptly coined as “Dark Patterns,” these deceptive practices artfully redirect user 

preferences to serve corporate interests. The use of evolving technologies and artificial 

intelligence renders current legal methodologies for identifying deception inadequate. 

Consequently, there is a pressing need to formulate forward-looking laws and regulations to 

protect consumers against unfamiliar and surreptitiously dishonest technologies. While the 

guidelines issued by the Government of India for the regulation of dark patterns are a 

commendable step in the right direction, there is still room for improvement. The paper 

commences with the author analysing the concept of dark patterns in UI/UX interfaces and 

proposing a novel taxonomy to systematically categorize dark patterns, facilitating their 

identification and delineation in the Indian legal context. Subsequently, the paper critically 

examines the existing regulatory framework and recent legal developments in the US and the 

EU to draw inspiration and identify existing lacunae. The paper also scrutinizes the Indian 

legislative structure, to predict forthcoming challenges and highlights extant gaps within the 

current guidelines and other analogous legislations. The paper simultaneously puts forth 

recommendations to rectify these deficiencies, aiming to develop a more comprehensive and 

sustainable regulatory framework in India. 

Keywords: Dark Patterns, User Interface Design, Consumer Protection, Artificial 

Intelligence, Regulatory Framework. 
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I. INTRODUCTION 

Given her demanding role as a busy doctor running her clinic, Ava 

routinely used online shopping platforms for buying groceries and everyday 

necessities. During the Christmas season, the online platform she frequented 

the most presented a limited-time offer: free delivery on all orders for a month 

in exchange of a nominal fee. She excitedly availed the offer, without perusing 

the finer details beneath the promotional announcement, which stipulated 
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automatic enrolment into the platform’s premium subscription beginning the 

second month, and Ava unwittingly found herself committed to a subscription 

service. Seven months passed before Ava discovered that she had been 

incurring charges for the monthly subscription. Attempting to rectify this 

oversight, she endeavoured to cancel the subscription through the platform’s 

website. However, despite multiple email correspondences with the company, 

her efforts were futile, as the company only allowed for the cancellation of 

online subscriptions after a call to customer care through its representatives. 

Ava’s situation closely mirrors that of the American case of ‘Federal Trade 

Commission v. AMG Capital Management.1 This dispute involved the Federal 

Trade Commission (‘FTC’)and a payday lender, Scott Trucker. On Tucker’s 

websites, statements indicated a 30 per cent finance rate for small loans. 

However, in the fine print, customers were presented with two options: 

“decline to renew” and “renewal.” Choosing the “renewal” option incurred 

additional finance charges, along with a $50 monthly penalty. Additionally, 

Tucker defaulted customers to the renewal option, burying information about 

switching to the “decline to renew” option within dense text. 

The issues faced by Ava or those in dispute in Trucker’s case are similar 

to what millions of users in India face online every day. With a concerted effort 

to boost the Digital India initiative, India currently has 1.2 billion Internet 

users across the country, with the figure projected to rise to over 1.6 billion by 

2028.2 However, due to a lack of digital literacy among both the urban and 

rural population in India, individuals often fall prey to user interfaces (UI)3 or 

                                                                 
1 AMG Capital Management, LLC v Federal Trade Commission [2021] 593 US. 
2 ‘Number of internet users in India from 2010 to 2023, with estimates until 2050’ 

<https://www.statista.com/statistics/255146/number-of-internet-users-in-india/> accessed 27 

April 2026. 
3 User interface works as a medium between human and computer procedures. Simply put, it 

enables seamless communication through the visual representation of any app, website, or 

about:blank
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user experience (UX)4 that manipulate them into making certain choices which 

they would not have made otherwise. Such patterns that deceptively influence 

consumer choices by modifying the flow of information or manipulating the 

decision space are referred to as dark patterns. 

The paper addresses the emerging use of dark patterns and focuses on 

providing suggestions to contribute to the regulatory mechanism of dark 

patterns. It is structured into three sections. In Section I, the author describes 

dark patterns and presents a taxonomy curated by them after careful 

examination, based on dark patterns mostly faced by Indian users. In Section 

II of the paper, the author conducts a multi-jurisdictional analysis to present a 

wide array of regulatory measures employed by digitally advanced countries. 

In Section III of the paper, a brief introduction to the regulatory mechanism 

present in India is provided. Subsequently, the author identifies the challenges 

presented by current legislation and concludes by proposing suggestions to 

enhance the regulatory system. 

II. WHAT ARE DARK PATTERNS? 

The term “Dark Patterns” was coined in 2010 by Harry Brignull, to 

describe the intentional subverting of choice architecture5 of websites and 

applications “to make you do things that you didn’t mean to, like buying or 

                                                                 
device. It contains elements like texts, colours, menus, buttons, and videos – everything that 

is visible and usable for users. 
4 User experience determines the kind of interaction the user may encounter with a website, 

application, or platform, depending on the design elements employed. For instance, when a 

website employs design elements which have audio enabled for reading captchas, it facilitates 

a smooth user experience for people who may have difficulty reading the screen. 
5 The term describes how differences in the design of the environment, in which the user is 

presented with options, may influence the user’s decision-making. For instance, before asking 

for a donation online, if a user is presented with sensitive scenarios or videos, it may positively 

influence the user to donate or increase the amount being donated. 
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signing up for something.”6 Dark patterns are ‘interface design choices that 

benefit an online service by coercing, steering, and/or deceiving users into 

making decisions that, if fully informed and capable of selecting alternatives, 

they might not make’.7 

The operations of dark patterns can be broadly understood in a two-fold 

manner in the context of an individual’s reasoning. An individual’s System I 

reasoning makes semi-conscious, involuntary decisions based on visual and 

audio cues. Meanwhile, System II reasoning involves a more controlled and 

deliberative thought process.8 Dark patterns exploit by manipulating 

individuals to suppress System II thinking, while simultaneously triggering 

System I thinking, compelling users to make choices aligned with the 

platform’s preferences.9 At times, dark patterns may be so persuasive and 

detrimental to the consumer that, due to potential financial disadvantages, 

users, instead of opposing them, end up conceding to their influence. Thus, 

dark patterns rely on the exploitation of cognitive and behavioural biases, such 

as specific or heuristic biases, to manipulate consumers into making choices 

that may not be in their best interests but will assuredly result in higher revenue 

for the business.10 

                                                                 
6 Deceptive Design, 'What are deceptive patterns?' <https://www.deceptive.design/> accessed 

28 April 2026. 
7 Mark Leiser, '"Dark patterns": the case for regulatory pluralism' (2020) SSRN Research 

Paper 3625637 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3625637> accessed 18 

June 2026. 
8 The terms System 1 and System 2 thinking were initially introduced by Keith Stanovich and 

Richard West in 2000. However, the distinction between these two cognitive systems has 

regained prominence, particularly due to Daniel Kahneman's use of the terminology in his 

book 'Thinking, Fast and Slow’. 
9 Maximilian Maier and Rikard Harr, ‘Dark Design Patterns: An End-User Perspective’ 

(2020) 16 Human Technology 170 <https://doi.org/10.17011/ht/urn.202008245641> accessed 

18 June 2026. 
10 Jamie Luguri and Lior Strahilevitz, ‘Shining a Light on Dark Patterns’ (2021) 13 Journal 

of Legal Analysis 43 <https://doi.org/10.1093/jla/laaa006> accessed 18 June 2026. 
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Dark patterns can be distinguished from one another based on their 

efficiency in persuading a consumer away from their original preferences. 

Mild dark patterns are characterized by subtlety and exhibit content-agnostic 

traits.11 When a website mandates the acceptance of cookies for better 

functioning and enhanced compatibility, it is a form of mild dark pattern. 

These subtle patterns can be layered simultaneously to significantly influence 

consumer decision-making. However, a juxtaposition exists in the efficacy of 

mild and aggressive dark patterns, with the former sometimes proving as 

effective as the latter or even more so because aggressive dark patterns are 

prone to recognition by users and often result in backlash.12  

Before regulating dark patterns, it is essential for legislators to be able to 

classify them. However, existing taxonomies suffer from several limitations. 

Most frameworks classify dark patterns based on interface design techniques 

or specific consumer harms and were developed in the context of relatively 

static digital environments.13 Consequently, they do not adequately account 

for emerging forms of algorithmic and AI-driven dark patterns that 

dynamically adapt to individual users through personalization, behavioural 

profiling, and micro-targeting. Further, existing classifications are often 

fragmented across consumer protection, data protection, and platform 

governance contexts, making them less suited for a holistic regulatory 

                                                                 
11 Jamie Luguri and Lior Strahilevitz, 'Shining a Light on Dark Patterns' (2021) 13 Journal of 

Legal Analysis 43<https://doi.org/10.1093/jla/laaa006> accessed 18 June 2026. 
12 Thomas Mildner, Albert Inkoom, Rainer Malaka and Jasmin Niess, ‘Hell is Paved with 

Good Intentions: The Intricate Relationship Between Cognitive Biases and Dark Patterns’ 

(arXiv, 12 May 2024) <https://doi.org/10.48550/arXiv.2405.07378> accessed 18 June 2026. 
13 Kadir Deligöz, 'Consumer Manipulation with Artificial Intelligence: Dark Patterns and 

Hidden Techniques' in Özgür Aslan (ed), Consumer, Marketing, AI: Dark Sides and Ethics 

(Özgür Publications 2025) 201 <https://doi.org/10.58830/ozgur.pub710.c3029> accessed 18 

June 2026. 
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assessment.14 Given these limitations, the author proposes a new taxonomy15 

that focuses on the effect of dark patterns on decision-making and user choice, 

with the objective of providing a more future-oriented framework that is 

responsive to contemporary technological developments and the Indian 

regulatory landscape. 

Taxonomy based on the effect of dark patterns on decision-making or 

user’s choice & corresponding subcategories of dark patterns. 

Categories Explanation Sub-types 

D
ec

is
io

n
 m

a
k

in
g
 

Social 

Engineeri

ng 

Urgency 

Imposition of deadlines 

to accelerate decision 

making. 

Fake 

Countdown 

timer 

Limited-time 

messages 

Social 

proof 

Activity 

messages 

                                                                 
14 Susana C Silva, Elena Gasulla-Tortajada and Nuno de Sousa, ‘Dark Patterns: Reclaiming 

Autonomy in Online Shopping in the Age of AI’ in Daniel Diwakar (ed), Encyclopedia of 

Artificial Intelligence in Marketing (Springer 2026) <https://doi.org/10.1007/978-3-031-

75316-9_108-1> accessed 18 June 2026. 
15 The taxonomy classifies dark patterns based on their impact on specific aspects of an 

individual, namely, decision-making and user's choice. While a dark pattern may have 

overlapping influences, the categorization is predicated on the predominantly affected aspect. 

The distinction between decision-making and the user's choice is based on the fact that 

decision-making relies on dark patterns influencing the process by which a conclusion may 

be reached, whereas the user's choice is influenced by dark patterns distorting a person’s 

perception and mindset. 
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Using others’ actions or 

behavior to influence 

users. 

Deceptive 

Testimonials 

Scarcity 

Targets scarcity bias to 

increase the perceived 

value of an item. 

Low-stock 

messages 

High-demand 

messages 

Interface 

Interferen

ce 

Misdirecti

on/Stirring 

Designing visually 

appealing UI/UX to 

exploit cognitive bias 

while diverting users 

from making an 

informed choice. 

Pressured 

Selling 

Aesthetic 

Manipulation 

Cuteness 

Toying with 

Emotions 

Hidden 

Information 
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False 

Hierarchy 

Intermediate 

currency 

Passive 

Misleading 

Omissions 

Depriving users of the 

autonomy to make 

choices by presenting 

options selected by 

default. 

Pre-selection 

Misleading 

Visual 

Interferenc

e 

Misrepresentation of 

pop-ups as favourable 

visual elements to 

generate traffic. 

Disguised 

Advertisemen

ts 

Misleading 

Presentatio

ns 

Usage of misleading 

language that, when 

read carefully, differs 

from what is being 

presented. 

Trick 

Questions 

 
Confirm 

Shaming 
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Nagging 

 

Repeated pop-ups to 

coerce consumers into 

making a choice. 

Repeated 

dialog 

messages/Con

tinuous 

Prompting 

Too many 

options 

Fickle 

Misrepresenting data in 

a convoluted manner to 

influence decision-

making. 

Lacking 

hierarchy 

Decontextuali

zation 

Left in the 

dark 

Misleading users by 

presenting conflicting or 

ambiguous language so 

that users make 

decisions based on the 

leading information 

presented. 

Ambiguous 

wording or 

information 

Conflicting 

information 

Language 

discontinuity 
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Algorithm

ic Dark 

Patterns 

Micro-

targeted 

interfaces 

Using individual user 

vulnerabilities collected 

through big data and 

machine learning to 

manipulate user choices 

for profit or conversion 

maximisation. 

Unique 

recommendati

ons, adds, 

prompts or 

even entire 

websites 

designed in 

real time 

U
se

r’
s 

ch
o
ic

e
 

 

Forced 

action 

Undesirabl

e 

Imposition 

Only providing access 

to any service or 

platform after obtaining 

personal data. 

 

Forced 

Registration 

Forced 

Enrolment 

Social 

Pyramid/A

ddress 

Book 

Leeching 

Using personal data to 

access the user’s 

contacts and networks. 

Friend Spam 

Misuse of 

user’s 

personal 

data 

 

Compelling users to 

provide more 

Gamification 

Privacy 

Zuckering 
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information than is 

necessary. 

 

Obstructi

on/Hinder

ing 

Restricting 

Specific 

Actions 

Prevents the user from 

deleting the existing 

account or retains 

personal data despite 

deletion. 

Immortal 

Accounts 

Hard to 

cancel 

While subscribing to a 

service may be made 

easy, the cancellation 

process is comprised of 

multiple complex steps. 

Roach Motel 

Hiding 

Informatio

n/Skipping 

Deprives the user of the 

right to make an 

informed choice by 

comparing prices of two 

products. 

Price 

Comparison 

Prevention 

Sneaking 
Forced 

Continuity 

Charging credit cards 

without warnings after 

the trial period ends. 

Hidden 

subscription 
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Forced 

Acceptanc

e 

Adding additional 

products to the basket 

without the user’s 

knowledge. 

Disregarding the user’s 

choice by often doing 

the opposite of the 

action selected by the 

user. 

Sneak into 

basket 

Bait and 

Switch 

Delaying 

Provisions 

Increasing the checkout 

price by charging 

additional fees, such as 

service and delivery 

fees, taxes, etc. 

Hidden Costs 

 

III. NAVIGATING INTERNATIONAL JURISDICTIONS 

A. The United State of America 

1. SECTION 5(16), FEDERAL TRADE COMMISSION ACT (FTC)16 

Section 5 of the FTC Act is the major regulation against dark patterns in 

the US. The FTC has the necessary jurisdiction to enforce and investigate “any 

person, partnership, or corporation engaged in or affecting commerce.”17The 

                                                                 
16 Federal Trade Commission Act,1914. 
17 Federal Trade Commission Act 1914, s.46. 
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authority of the FTC is intentionally kept broad, as enforced by the US 

Supreme Court in the case of FTC v. Sperry & Hutchinson Trading Stamp 

Co.18, which acknowledged the FTC’s power to define and prohibit practices 

with adverse effects on consumers.19 

The FTC may consider any material “representation, omission, or 

practice” that is likely to mislead consumers who are acting reasonably under 

the circumstances as deceptive.20 Any information presented as “important to 

consumers and, hence, likely to affect their choice of, or conduct regarding, a 

product,”21 or “any express claims made by a company”22 is considered prima 

facie material. Interestingly, the Commission doesn’t need to prove that a 

majority of consumers were misled, as liability can be established even if a 

significant number of consumers were misled. Furthermore, the FTC doesn’t 

have to demonstrate that defendants intended to deceive consumers; it is 

sufficient that the overall impression of the defendant’s communication is 

misleading.23 

2. CONSUMER FINANCIAL PROTECTION ACT (CFPA)24 

The Consumer Financial Protection Bureau (CFPB) has strongly 

condemned dark patterns through a circular,25 declaring them violative of the 

prohibition on “unfair, deceptive, or abusive acts or practices” stipulated in the 

                                                                 
18 FTC v Sperry & Hutchinson Co, 405 US 233, 244; n 5. 
19 ibid. 
20 Cliffdale Association Inc, 103 FTC 110, 1984 WL 565319 (FTC, 23 March 1984). 
21 FTC v Cyberspace.com LLC, 453 F.3d 1196, 1201 (9th Cir 2006). 
22 FTC v Pantron 1 Corp, 33F.3d 1088 (9th Cir 1994). 
23 Fanning v FTC 821 F.3d 164, 170-171 (1st Cir 2016). 
24 Consumer Financial Protection Act 2010. 
25 Consumer Financial Protection Bureau, ‘Circular 2023-01: Unlawful Negative Option 

Marketing Practices’ (19 January 2023) 

<https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/cfpb_unlawful-

negative-option-marketing-practices-circular_2023-01.pdf> accessed 14 April 2026. 

about:blank
about:blank
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CFPA. The CFPB specifically addresses the prohibition on “abusive conduct”, 

emphasizing that dark patterns constitute a significant hindrance to 

consumers’ comprehension of terms and conditions.26 The CFPB’s definition 

of abusive conduct appears more comprehensive than the FTC’s scope of 

unfair conduct. An abusive practice is one that materially interferes with a 

consumer’s understanding of a term or condition in a financial product or 

service.27 It includes taking advantage of a consumer’s lack of understanding 

regarding risks, costs, or conditions, as well as exploiting their inability to 

safeguard their interests. This provision effectively addresses the manipulation 

of consumers through the exploitation of cognitive biases. 

3. THE RESTORE ONLINE SHOPPERS’ CONFIDENCE ACT (ROSCA)28 

ROSCA29 is another federal law that prohibits third-party sellers from 

charging customers unless the consumer provides informed consent. 

According to this statute, the customer must indicate that they are ready to 

conduct business with the third party30 only after being provided with an open 

and conspicuously visible disclosure outlining all of the important terms of the 

transaction. The purpose of this law is to prevent scenarios in which 

consumers, having completed a desired transaction with a vendor, 

inadvertently sign up for a product or service from a third party. 

                                                                 
26 ibid. 
27 12 US Code, s. 5531. 
28 15 US Code, ss. 8401-05. 
29 Restore Online Shoppers’ Confidence Act 2010, Pub L 111-345, 124 Stat 3618 

<https://www.congress.gov/111/plaws/publ345/PLAW-111publ345.pdf> accessed 13 April 

2026. 
30 15 US Code, s. 8420. 
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4. DECEPTIVE EXPERIENCES TO ONLINE USERS’ REDUCTION 

(DETOUR)31 

In late July 2023, the DETOUR Act was reintroduced in the US Senate to 

prevent online platforms with over 100 million monthly users from using 

“dark patterns” to deceive users into providing personal data.32 It mandates 

platforms to obtain consent for using personal data for research and prohibits 

features that encourage compulsive use by minors.33 It also directs large online 

operators to establish an Internal Review Board for oversight.34 However, 

critics have expressed concerns about the broad authority granted to the FTC, 

fearing it could label almost all major websites as presumptively illegal.35 

Some also highlight the vague language used in the bill, questioning how 

regulators identify a company’s “purpose” for designing a UI, and when the 

effect of such design is deemed “substantial.”36 

B. The European Union (EU) 

                                                                 
31 Deceptive Experiences to Online Users Reduction Act, s 2593, 118th Cong (2023). 
32 Mark R, “Reintroduce Bipartisan Legislation to Ban Manipulative Dark patterns” (Warner 

Press Release, 28 July 2023) 

<https://www.warner.senate.gov/public/index.cfm/2023/7/warner-fischer-lead-bipartisan-

reintroduction-of-legislation-to-ban-manipulative-Dark-patterns> accessed 14 April 2026. 
33 Deceptive Experiences to Online Users Reduction Act, s 1084, 116th Cong (2019). 
34 ibid. 
35 Bhavik Nagda, ‘Dark patterns and Where to Find Them: The DETOUR Act’ (Medium, Aug 

13, 2019) <https://medium.com/@machinesplussociety/Dark-patterns-and-where-to-find-

them-the-detour-act-b42ff61e4e17> accessed on 23 April 2026. 
36 Gregory Day & Abbey Stemler, ‘Are Dark patterns Anticompetitive?’ (2020) 72 Ala L Rev 

1. 
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1.  THE EUROPEAN DATA PROTECTION BOARD (EDPB) 

The European Data Protection Board (‘EDPB’) released guidelines37 to 

address dark patterns in March 202238, exclusively focusing on social media 

interfaces, categorizing them as elements of user interface or user experience 

that may lead users to make “unintended, unwilling, and potentially harmful 

decisions”39 regarding their personal data. Acknowledging dark patterns 

solely within social media interfaces restricts the scope and applicability of the 

guidelines. Nevertheless, the guidelines acknowledge the interdisciplinary 

nature of dark patterns, violating both data protection and consumer protection 

principles. However, it is worth noting that the guidelines explicitly borrow 

definitions from the General Data Protection Regulation (‘GDPR’)40, 

rendering them predominantly data-protection oriented. This orientation is 

evident in the terminology used and the principles advocated, closely aligning 

with data protection concepts. They meticulously categorize dark patterns into 

six distinct types based on their respective effects: overloading, skipping, 

stirring, hindering, fickle, and leaving users in the dark.41 

                                                                 
37 European Data Protection Board, Guidelines 03/2022 on Deceptive Design Patterns in 

Social Media Platform Interfaces: how to recognise and avoid them (14 February 2023) 

https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-032022-

deceptive-design-patterns-social-media_en accessed 18 June 2026. 
38 European Data Protection Board, Guidelines 03/2022 on Deceptive Design Patterns in 

Social Media Platform Interfaces: how to recognise and avoid them (14 February 2023) 

https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-032022-

deceptive-design-patterns-social-media_en accessed 18 June 2026. 
39 ibid. 
40 Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing 

of personal data and on the free movement of such data (General Data Protection Regulation) 

[2016] OJ L 119/1. 
41 ibid. 
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2. THE GENERAL DATA PROTECTION REGULATION (GDPR) 

The GDPR42 was implemented in May 2018 in Europe and requires that 

the companies that process data must adhere to the seven principles of 

protection and accountability as outlined in Article 543. The GDPR plays the 

principal role in the governance of dark patterns; however, the term “dark 

patterns” is not expressly mentioned in the legislative framework. The GDPR 

is focused on the transparent and fair processing of data based on “valid44“ 

consent. According to Article 6(1)(a), processing of data is deemed lawful 

only when the data subject has given specific and informed consent. Therefore, 

consent obtained through nudges45 or dark patterns stands vitiated under the 

GDPR. 

3. THE DIGITAL SERVICES ACT (DSA) 

The DSA46 is the EU’s first legislation to regulate online intermediaries 

within the EU market and provides a legal definition47 for dark patterns. 

                                                                 
42 ibid. 
43 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 

on the protection of natural persons with regard to the processing of personal data and on the 

free movement of such data (General Data Protection Regulation) [2016] OJ L 119/1, art 5. 
44 Intersoft Consulting, ‘Consent’ (GDPR-Info.eu) <https://gdpr-info.eu/issues/consent/> 

accessed 23 April 2026; The basic requirements for the effectiveness of a valid legal consent 

are defined in Article 7 and specified further in recital 32 of the GDPR. 
45 When design elements are used to manipulate consumers and guide their behaviour, it is 

referred to as nudges. Nudging is achieved by making structural changes to the architecture 

of websites, applications, platforms, etc. 
46 Regulation (EU) 2022/2065 on a Single Market For Digital Services (Digital Services Act) 

[2023] OJ L277/1. 
47 By amendment 40, Recital 39a has been added to the Digital Services act, which expressly 

recognizes dark patterns and states that: “Recipients of a service should be able to make a free, 

autonomous and informed decisions or choices when using a service and providers of 

intermediary services shall not use any means, including via its interface, to distort or impair 

that decision-making. However, certain practices typically exploit cognitive biases and 

prompt recipients of the service to purchase goods and services that they do not want or to 

reveal personal information they would prefer not to disclose. Therefore, providers of 

intermediary services should be prohibited from deceiving or nudging recipients of the service 

and from distorting or impairing the autonomy, decision-making, or choice of the recipients 
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Article 25 explicitly prohibits the inclusion of dark patterns in online choice 

architectures on platforms.48 However, a notable limitation of the legislative 

instrument is that it applies only to “online platforms”49. This narrow 

applicability excludes liability for online entities and actors that frequently 

employ dark patterns but do not meet the criteria of “online platforms.” 

Nevertheless, the DSA serves as protective legislation, enhancing the EU’s 

digital design acquis50 to address all types of dark patterns, including those not 

covered by GDPR and UCPD, and any emerging patterns. However, the 

practical applicability of the act is perspicuous due to jurisdictional 

ambiguities. Additionally, the hefty fines and penalties envisioned under the 

DSA serve as an added disincentive for online platforms to engage in activities 

that may contravene the legislation.51 

4. THE DIGITAL MARKETS ACT (DMA) 

The DMA52 addresses the unfair practices of large online platforms which 

are classified into “gatekeepers53“ based on quantitative parameters such as 

                                                                 
of the service via the structure, design or functionalities of an online interface or a part thereof 

(‘dark patterns’).” 
48 Digital Services Act, art 25. 
49 Digital Services Act, art 2. 
50 To combat the rise in the use of dark patterns, EU has an emerging digital design acquis 

consisting of Digital Services Act 2023, the Digital Markets Act 2023, the Data Act 2023 and 

the Proposal for an Artificial Intelligence Act 2021 to regulate such patterns. 
51 Starting from 17 February 2024, the Commission can apply levy fines on online platforms 

upto 6% of their worldwide annual turnover in case of breach of DSA obligations or failure 

to comply with interim measures. 
52 Regulations (EU) 2022/1925 on contestable and fair markets in the digital sector and 

amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) [2023] OJ 

L 265/1. 
53Commission, ‘Digital Markets Act: Commission designates six gatekeepers’ 

<https://ec.europa.eu/commission/presscorner/detail/en/ip_23_4328> accessed 22 April 

2026. Pursuant to this Regulation, a small number of large undertakings providing core 

platform services with considerable economic power are designated as gatekeepers. The 

European Commission under the DMA has designated, six gatekeepers - Alphabet, Amazon, 

Apple, ByteDance, Meta, Microsoft. According to the European Commission, there are three 
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market position, the ability to connect business users with end users, etc. These 

platforms offer a range of services, including search engines, social networks, 

and cloud computing services.54 The identification of gatekeepers, allows 

regulators to rivet platforms that are most likely to engage in unfair trade 

practices or employ dark patterns. Monitoring and auditing by regulators 

disincentivises online platforms from using non-neutral design, or subversion 

of user autonomy, decision-making, or choice through the structure, function, 

or operation of a user interface.55 It is noteworthy that the regulation of dark 

patterns by the DMA is not restricted to “gatekeepers,” but to all online 

platforms. 

5. THE DATA ACT 

The Data Act56 aims to cover a wider range of dark patterns that may 

hinder users from exercising their rights under data protection law, such as 

data access, data portability or data erasure57. It seeks to regulate the sharing 

of data among manufacturers and providers of related services or connected 

products. It largely applies to the data generated by the Internet of Things 

(‘IoT’)58, which requires both business-to-consumer (‘B2C’) and business-to-

                                                                 
main quantitative criteria that create the presumption that a company is a gatekeeper as defined 

in the DMA.” 
54 ibid. 
55 ibid. 
56 Regulation (EU) 2022/868 on European data governance (Data Governance Act) [2022] OJ 

L 152/1. 
57 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 

2023 on harmonised rules on fair access to and use of data (Data Act) [2023] OJ L 2854/1, art 

4(4); It addresses the prohibition of dark patterns in the Data Act as follows: “Data holders 

shall not make the exercise of choices or rights under this Article by the user unduly difficult, 

including by offering choices to the user in a non-neutral manner or by subverting or impairing 

the autonomy, decision-making or choices of the user via the structure, design, function or 

manner of operation of a user digital interface or a part thereof.” 
58The Internet of Things (IoT) encompasses a network of interconnected devices and 

technologies that generate data shared over the cloud. This extensive data sharing aims to 

enhance performance, improve technology, and introduce more advanced devices. For 
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business (‘B2B’) entities to collect and share data. It defines dark patterns as 

“design techniques that push or deceive consumers into decisions that have 

negative consequences for them.”59 This act supplements consumer law while 

recognising the autonomy of users in terms of data sharing and data portability 

as cardinal. It aligns with the GDPR, and the same can be garnered from the 

advocacy of the data minimisation principle in Recital 3460. 

6. UNFAIR COMMERCIAL PRACTICES DIRECTIVE (‘UCPD’) 

The UCPD stands as the cornerstone legislative instrument in the 

European Union’s consumer law, regulating unfair commercial practices 

while upholding the principle of fairness in trade and commercial activities. 

The UCPD does not explicitly acknowledge the presence of dark patterns or 

deceptive tactics based on cognitive and behavioural biases by commercial 

entities. However, if these patterns have a hidden commercial intent that 

prevents or dissuades consumers from evaluating the cost at which they 

provide access to their data, it is classified as an unfair trade practice under the 

UCPD. The “average consumer,” presumed to be a “reasonably well-informed 

and circumspect observer,” serves as the benchmark for determining 

fairness61. Within the UCPD, consumers possess a right of self-determination, 

allowing them to either accept or reject the price proposed for a product or 

                                                                 
example, a smart fridge equipped with IoT sensors enables owners, even if located in a 

different country, to adjust the fridge's temperature using their phone from a remote location. 
59 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 

2023 on harmonised rules on fair access to and use of data (Data Act) [2023] OJ L 2854/1, 

art6(2)(a). 
60 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 

2023 on harmonised rules on fair access to and use of data (Data Act) [2023] OJ L 2854/1, 

recital 34. It mandates that third parties should not design their digital interfaces using dark 

patterns to manipulate consumer into disclosing more data than necessary. 
61 Cătălin Gabriel Stănescu, ‘The Responsible Consumer in The Digital Age: On the 

Conceptual Shift From ‘Average’ To ‘Responsible’ Consumer and The Inadequacy of the 

‘Information Paradigm’ In Consumer Financial Protection’ (29 April 2019) 24 Tilburg Law 

Review, 154. 
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service in an economic exchange.62 Through creative interpretation, the broad 

principles of the UCPD, such as fairness and self-determination, are capable 

of addressing dark patterns. 

While both the GDPR and UCPD focus on the same principles like 

fairness, their approach towards dark patterns can be distinguished. The GDPR 

emphasizes a different type of protection for pre-processing, where 

prioritisation of the data and consumer protection regime is considered 

paramount. Conversely, the UCPD regulates the pre-contractual 

environment.63 

IV. INDIA’S REGULATORY MECHANISM 

On November 30, 2023, the Central Consumer Protection Authority 

(‘CCPA’) officially notified the Guidelines for Prevention and Regulation of 

Dark Patterns, 202364 under Section 18 of the Consumer Protection Act, 2019 

(‘CPA’). According to Guideline 5, the act only recognizes the dark patterns 

listed in Annexure 165 of the guidelines, considering all these patterns as illegal 

per definition. Moreover, the guidelines fail to delineate how dark patterns can 

be differentiated from merely unfriendly designs. 

While efforts have been made to extend the guidelines to advertisers and 

sellers, the operative restrictions in the guidelines refer to all “persons 

                                                                 
62 Bram B Duivenvoorde, ‘Consumer Benchmarks in The Unfair Commercial Practices 

Directive’ (Springer International PU 2016). 
63 Mark Leiser, ‘“Dark Patterns”: The Case for Regulatory Pluralism’ (2020) SSRN 

<https://ssrn.com/abstract=3625637>. 
64 Department of Consumer Affairs, ‘Guidelines for Prevention and Regulation of Dark 

Patterns, 2023’ <‘https://consumeraffairs.nic.in/sites/default/files/file-

uploads/latestnews/Draft%20Guidelines%20for%20Prevention%20and%20Regulation%20o

f%20Dark%20Patterns%202023.pdf>. 

65 According to guidelines, the CCPA holds power to identify new dark patterns and make 

additions to the Annexure 1 accordingly. 
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(including platforms).” This linguistic contradiction presents significant 

regulatory challenges. The guidelines present a preponderance of regulatory 

overlap, resulting in deadlocks where entities employing dark patterns may be 

punished under two or more legislations, regulations, guidelines, etc. 

Guideline 666 states that the given guidelines align with other laws, rules, or 

regulations under which dark patterns may already be regulated for the time 

being, such as the ‘Guidelines for Online Deceptive Design Patterns in 

Advertising’67 undertaken by the Advertising Standards Council of India 

(‘ASCI’). It is imperative for the scope and jurisdiction of applicable 

legislations to be delineated carefully and harmoniously. A pluralistic 

approach is sine qua non to congruously address them. Going ahead, the author 

will elaborate on these challenges and present solutions accordingly. 

V. CHALLENGES ASSOCIATED WITH THE REGULATION OF 

DARK PATTERNS AND SUGGESTIVE SOLUTIONS 

A. Futureproofing against Dark Patterns in the age of Artificial 

Intelligence 

Businesses are increasingly utilizing algorithmic tools such as Machine 

Learning (‘ML’),68 pervasive tracking, and AI analysis of large datasets to 

customize advertising, decide pricing, and even design entire websites, all 

aimed at optimizing profits. Modern technology allows businesses to generate 

numerous unique variations of online content tailored for specific consumers 

                                                                 
66 ibid. 
67 Advertising Standards Council of India, ‘Guidelines for Online Deceptive Design Patterns 

in Advertising’ (15 June 2023) <https://www.ascionline.in/wp-

content/uploads/2023/05/Guidelines-for-Online-Deceptive-Design-Patterns-in-

Advertising.pdf>. 
68 Machine Learning (ML) is a domain of AI, dedicated to the creation and exploration of such 

statistical algorithms which have the ability to consistently learn from data, enabling them to 

generalize and discern patterns. Consequently, they can adeptly execute tasks without the need 

for explicit functions. 
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and contexts. It facilitates targeting based on personality traits, education 

levels, or recent life events, thereby increasing susceptibility to deception.69 

Research indicates that aligning banner ads with consumer impulsivity 

significantly enhances advertising effectiveness.70 

Once a person becomes accustomed to a particular technology, the device 

or interface itself fades from conscious attention, allowing one to focus on the 

tasks we use it for.71 Users do not pay attention to how the interface design 

influences their interactions and perception of online content.72 In fact, 

consumers see themselves as controlling the interface. This was demonstrated 

in an experiment examining the use of dark patterns in the marketing of 

identity-theft protection services. Participants were presented with webpages 

employing varying degrees of manipulative design.73 The study found that 

participants exposed to aggressive dark patterns were approximately four 

times more likely to accept the offer than those presented with a neutral 

interface. Interestingly, even participants who were influenced by the most 

manipulative designs reported feeling that they were free to reject the offer.74 

The findings suggest that dark patterns can significantly influence consumer 

behaviour while simultaneously creating the perception that users are acting 

independently and voluntarily.75 

                                                                 
69 Roger Allan Ford, ‘Data Scams’ (2019) 57 HOUS L REV 111. 
70 Glen L Urban and others, 'Morphing Banner Advertising' (2014) 33 MKTG SCI 27, 35. 
71 Daniel Susser et al, Technology, Autonomy, and Manipulation, 8 INTERNET POL’Y REV 

(2019). 
72 Langdon Winner, ‘Do Artifacts Have Politics?’, 109 DAEDALUS (1980) 121, 125. 
73 Jamie Luguri and Lior Jacob Strahilevitz, ‘Shining a Light on Dark Patterns’ (2020) SSRN 

<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3431205>. 
74 Grant Clauser, ‘Amazon’s Alexa Never Stops Listening to You Should You Worry?’ 

WIRECUTTER (Aug 8, 2019), <https://thewirecutter.com/blog/amazons-alexa-never-stops 

listening-to-you> accessed 21 April 2026. 
75 ibid, 76. 
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Furthermore, surveys indicate a direct correlation between recent negative 

life events and susceptibility to fraud.76 These emotional states affect 

susceptibility to deceptive design and can be detected through big data 

analytics.77 In 2017, Facebook claimed it could monitor posts and photos in 

real-time to identify when young people felt various negative emotions.78 

While the accuracy of such predictions may be imperfect, they can still be 

exploited to reach vulnerable consumers.79 Stress, anxiety, and depression can 

impair cognitive function and decision-making, making individuals more 

susceptible to deceptive practices.80 

Traditionally, brands appealed to consumers’ emotional and moral 

systems, but today’s marketing strategies focus on influencing habits and 

employing cognitive shortcuts to increase profits.81 When automation is 

employed to boost profitability, dark patterns are inadvertently prompted by 

algorithms due to their effectiveness. Essentially, AI tracks consumers, 

                                                                 
76 Keith B Anderson, ‘Mass-Market Consumer Fraud in the United States: A 2017 Update’ 

(October 2025) <https://www.ftc.gov/system/files/documents/reports/mass-market-

consumer-fraud-united-states-2017-

update/p105502massmarketconsumerfraud2017report.pdf> accessed 26 April 2026. 
77 Forbrukerrådet, Deceived by Design: How Tech Companies Use Dark Patterns to 

Discourage Us From Exercising Our Rights to Privacy (Report, 2018) 

https://storage02.forbrukerradet.no/media/2018/06/2018-06-27-deceived-by-design-final.pdf 

accessed 18 June 2026. 
78 Sam Levin, 'Facebook Told Advertisers It Can Identify Teens Feeling ‘Insecure’ and 

‘Worthless’’, Guardian <https://www.theguardian.com/technology/2017/may/01/facebook-

advertising-data-insecure-teens> accessed 27 April 2026. 
79  SJ Lupien and others, 'The Effects of Stress and Stress Hormones on Human Cognition: 

Implications for the Field of Brain and Cognition’ (2007) 65 BRAIN & COGNITION 209, 

231. 
80 Carrie Shilyansky and others, ‘Effect of Antidepressant Treatment on Cognitive 

Impairments Associated with Depression: A Randomised Longitudinal Study’ (2016) 3 

LANCET PSYCHIATRY. 
81 Kathryn A LaTour, Michael S LaTour, 'Positive Mood and Susceptibility to False 

Advertising’ (2009) 38 J ADVERT. 
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identifies vulnerable demographics, and optimizes the timing of conversion 

and sales to exploit this vulnerability. 

This challenge is exacerbated in the era of micro-targeting,82 where 

advertisements are tailored to individual customers based on data analysis of 

past behaviour. Therefore, as ML systems develop, it is crucial for the law to 

incentivize businesses to implement guardrails and establish root and 

fundamental principles for their regulation. 

To address the use of algorithmic dark patterns in the legal system, the 

following approach should be undertaken: 

1. IDENTIFICATION OF UNLAWFUL CONDUCT 

It is crucial to identify algorithmic dark patterns because they create an 

illusion of choice. Consequently, individuals are less likely to realize the use 

of dark patterns, making it even less likely for them to report such instances. 

Dark patterns impart an illusion of autonomy when decisions result from 

manipulation based on the analysis of psychological and behavioural data. 

People generally view digital interfaces as lacking agency and only as tools 

for interacting with content and others, making them less likely to notice the 

extent to which online materials might be designed to deceive.83 Once a person 

becomes accustomed to a particular technology, the device or interface itself 

fades from conscious attention, allowing one to focus on the tasks we use it 

                                                                 
82 Microtargeting involves personalizing or curating ads based on a user's personal data, digital 

footprints, etc. The user's digital presence is distilled into data, which advertising companies 

then use to infer personality traits, likes, and dislikes when designing advertisements. 
83 Jeffrey Heer & Peter Khooshabeh, ‘Seeing the Invisible, Avi WORKSHOP ON INVISIBLE 

& TRANSPARENT INTERFACES’<https://faculty.washington.edu/tanimoto/iti/heer-

khooshabeh.pdf> accessed 29 April 2026. 
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for.84 Users do not pay attention to how the interface design influences their 

interactions and perception of online content.85 Businesses may exploit these 

tendencies by algorithmically creating dark patterns that give the illusion of 

choice and consent when, in reality, there is none, ultimately forcing 

consumers to act against their best interests.86 

2. APPOINTMENT OF NATIONAL REGULATORS TO MONITOR 

PLATFORMS 

Micro-targeting may present different digital materials to different 

consumers, obscuring the commonality behind their experiences and reducing 

the likelihood of recognizing personal victimization.87 To compound the 

challenges, automated process of micro-targeting has led to an exponential 

increase in the volume of unique digital content that consumers are 

collectively exposed to by a single business. In 2017, Facebook’s “dynamic 

and creative” artificial intelligence systems could generate more than 6,000 

variations of a single advertisement.88 This vast array of customized versions 

pose a significant challenge in substantiating digital deception.89 The 

challenge of managing the proliferation of designs in digital materials has 

become evident in litigation related to deceptive trade practices over the past 

decade. Thus, traditional methods of establishing a connection between such 

                                                                 
84 Daniel Susser et al, Technology, Autonomy, and Manipulation, 8 INTERNET POL’Y REV 

(2019). 
85 Langdon Winner, ‘Do Artifacts Have Politics?’,109 DAEDALUS (1980) 121, 125. 
86 Ivana McConell, 'How Bad UX Makes Users Blame Themselves’, (UXPin, 16 June 2016) 

<https://uxpin.medium.com/how-bad-ux-makes-users-blame-themselves-341269ee78ce> 

accessed 25 April 2026. 
87 Lauren E Wills, 'Deception by Design’ (2020) Harv JL & Tech. 
88  Sam Levin, 'Facebook Told Advertisers It Can Identify Teens Feeling ‘Insecure’ and 

‘Worthless’’, (The Guardian, 1 May 2025) 

<https://www.theguardian.com/technology/2017/may/01/facebook-advertising-data-

insecure-teens> accessed 25 April 2026. 
89 ibid, 83. 
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unlawful conduct and the false beliefs of consumers are ineffective in these 

cases. 

In such cases, undertaking statistical methods to prove deception, such as 

using multiple crawlers90 in large-scale analyses with different settings and 

modalities, is essential. These detection and measurement methods are 

necessary to discern potential evidence and establish a causal link to a 

personalized dark pattern affecting a specific individual. Legal methods used 

to prove consumer deception lack validity when applied to real-time micro-

targeted deceptive practices, particularly as large-scale population studies 

cannot be undertaken in these cases. Therefore, appointing factfinders and 

experts in the form of national regulators is crucial to assess allegedly 

deceptive materials in a decontextualized setting because what might mislead 

a consumer completing a transaction in the hurly-burly marketplace might not 

appear misleading to a regulator in the quietude of a testing lab. If a marketing 

algorithm exploits the emotional states of young people, such as stress or 

anxiety, and regulators do not share those same emotions, their evaluations of 

deception may lack strong ecological validity and neutrality.91 

Moreover, the Guidelines for Prevention and Regulation of Dark Patterns, 

2023 lack a benchmark for distinguishing unfriendly design elements from 

dark patterns. The blanket ban imposed may stifle innovation in service and 

product design. Therefore, there is a need to consider deceptive design 

elements also on a case-by-case basis. Conversely, there may be dark patterns 

                                                                 
90 A web crawler, commonly referred to as a spiderbot or crawler, is an internet bot primarily 

operated by search engines. Its main function is to systematically browse the World Wide 

Web for specific purposes, depending on the user's intent or command. 
91 ibid. 
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embedded within the system architectures92 that are hard to identify. Hence, 

the appointment of national regulators, who are experts in the field, is 

necessary to assess the legality of the designs employed, identify hidden 

patterns, and intervene against the use of patterns that may contravene the 

guidelines. With the endless possibilities in the formation of dark patterns, 

regulators can also anticipate trends and delineate best practices to counter 

those dark patterns. 

3. APPLICATION OF A REASONABLE AND UNIFORM LEGAL STANDARD 

Thirdly, the application of a reasonable and uniform legal standard to 

recognize deception can prove difficult. While the demonstration of intent is 

inconsequential to the establishment of consumer deception under Indian 

law93, cases frequently hinge on substantial evidence of the defendant’s intent 

to deceive or their awareness of the deceptive nature of their practices. When 

a mala-fide intention is found, courts usually assume deception. However, 

with the increasing delegation of marketing and sales tasks to machines 

utilizing artificial intelligence, the notion of deceptive intent is likely to 

diminish. Section 2(e) of the Indian guidelines94 requires deceptive dark 

patterns to have been designed with an intention to mislead; however, 

deception may be designed by automation without human intent to deceive. 

Thus, there is a necessity to establish barriers to prevent AI companies from 

exploiting vulnerabilities. Furthermore, no-fault liability must be imposed 

when manipulation through AI takes place even when no intention exists. 

Inspiration may be drawn from the EU’s Proposal of AI Act95 for the same. If 

                                                                 
92 System architectures are a set of abstract principles that conceptualize the design or 

construction of the structures, interfaces, or other components that may interact with one 

another. 
93 Consumer Protection Act 2019. 
94 Guidelines for Prevention and Regulation of Dark Patterns 2023, s 2(e). 
95 ibid. 
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a given AI system deploys ML to generate UI-based content or 

recommendations, then such a system is governed by the AI Act. 

The AI Act of EU is particularly relevant in this context because AI and 

machine-learning systems complicate traditional notions of deceptive intent. 

Conventional consumer protection frameworks often presume that deceptive 

practices originate from a deliberate human decision to mislead consumers. 

However, AI systems can autonomously optimise interfaces, 

recommendations, and user interactions based on behavioural data and 

conversion objectives. In such cases, manipulative outcomes may emerge 

from algorithmic optimisation even where no individual designer specifically 

intended to deceive. This creates a regulatory challenge, as harmful dark 

patterns may be generated without the presence of a readily identifiable human 

intent, thereby necessitating a shift from intent-based assessments towards the 

effects and outcomes of the conduct. 

The AI act addresses the use of ML to generate or proliferate existing dark 

patterns through Article 5.96 This article mandates AI97 to refrain, firstly, from 

employing techniques that manipulate behaviour to cause physical or 

psychological harm, and secondly, from exploiting vulnerabilities of specific 

groups. While the scope of Article 5(1)(b) has been restricted to specific 

groups, the manipulation and deceptive tactics used by dark patterns can affect 

anyone, regardless of whether they fall into the specified groups based on age, 

disability, economic status, etc. AI-based dark patterns are more nuanced and 

                                                                 
96 Commission, ‘Proposal for a Regulation of the European Parliament and of the Council 

Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and 

Amending Certain Union Legislative Acts’ COM (2021) 206 final, art 3 <https://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206>. 
97Commission, ‘Proposal for a Regulation of the European Parliament and of the Council 

Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and 

Amending Certain Union Legislative Acts’ COM (2021) 206 final, art 3 <https://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206>. 
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dynamic in nature, as they are generated based on users’ personal experiences 

and data, allowing for the curation of dark patterns to which most users, if not 

all, will be more susceptible. The two-pronged standard promulgated by 

Article 5 should be adopted by the guidelines as it has the potential to cover 

the darkest dark patterns. There should also be a prohibition over designers of 

algorithmic systems from placing on the market, putting into service, or using 

dark patterns within AI systems which is addressed further in the next 

suggestions. 

However, it may be noted that micro-targeting practices exploit the 

vulnerabilities of individuals in vulnerable positions. It also coerces or induces 

a consumer to perceive consent where it does not truly exist. Consequently, 

the significance and intentionality embedded in the phrase “intend to do” 

under Section 2(e)98 lose its conventional meaning, given that consumers may 

frequently believe they have intended an action even when these actions run 

counter to one’s best interests. Thus, where consumers have formulated wrong 

beliefs in consequence of prima facie deceptive dark pattern practices, liability 

may be imposed when consumers behave in ways counter to their best 

interests. Moreover, businesses must be penalized for taking advantage of a 

consumer’s lack of understanding regarding risks, as well as exploiting their 

inability to safeguard their interests. 

B. Drawing the line between Persuasive Advertisements and Insistent 

Dark Patterns 

At this juncture, it is imperative to draw a distinction between dark patterns 

and innocuous advertising and business tactics. Digital manipulation, 

characterized by the exploitation of cognitive biases and psychological 

                                                                 
98 ibid. 
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vulnerabilities, undermines users’ capacity for rational decision-making. 

However, it is crucial to acknowledge that not all endeavours aimed at 

influencing consumers to accrue wealth and establish market dominance 

should be categorically deemed as dark patterns. Such efforts may be 

construed as ordinary persuasion or pro-competitive behaviour within the 

realm of customary business practices. The prevailing belief is that companies 

engage in competition through advertising, product design, and persuasive 

strategies targeting consumers.99 

Online dark pattern tactics, as posited by theorists, embody a form of 

“hidden influence” or “covert subversion of another person’s decision-making 

power.”100 While online manipulation does not entail direct appeal as in 

persuasion or limitation of acceptable options as in coercion, it instead 

involves the exploitation of cognitive vulnerabilities to subtly guide 

individuals’ decisions without overt coercion.101 Issues arise when technology, 

instead of aligning with users’ stated or unstated preferences, induces 

behaviour that runs counter to their best interests. The manipulation, in this 

context, assumes a nuanced and discreet character. While persuasion 

endeavours to logically inform, dark patterns manipulate through 

exploitation.102 

For instance, a website employing a “limited time offer” with a countdown 

timer, despite the offer being perpetually available, engages in a dark pattern 

                                                                 
99 Retail Digit Digit Network, LLC v Appelsmith, 810 F3d 638, 649 (9th Cit 2016). 
100 Daniel Susser and others, 'Online Manipulation: Hidden Influences in a Digital World’ 

(2019) 4 GEO L TECH. REV. <https://philarchive.org/archive/SUSOMHv1> accessed 29 

April 2026. 
101 Justin Elliott & Lucas Waldron, 'Here's How TurboTax Just Tricked You into Paying to 

File Your Taxes’, (2019) Propublica <https://www.propublica.org/article/turbotax-just-

tricked-you-into-paying-to-file-your-taxes> accessed 31 April 2026. 
102 Gregory Day & Abbey Stemler, 'Are Dark patterns Anticompetitive?' (2020) 72 Ala L Rev 
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by instilling false urgency. Conversely, a travel company advertising a 15% 

discount on flights within specific booking dates, transparently indicating the 

promotion’s start and end dates, adopts a legitimate tactic. Similarly, a social 

media platform pre-selecting a box to automatically opt users into sharing 

personal data with third-party advertisers and burying the option to uncheck it 

within an extensive privacy policy exemplifies a deceptive interface. 

Contrariwise, a store presenting a loyalty card offering discounts in exchange 

for customers sharing their email addresses, accompanied by explicit consent 

requests and elucidation of benefits, constitutes a legitimate business tactic. 

Furthermore, it is possible for a design to be ingeniously unfriendly 

without being malicious. Unfriendly and cluttered interfaces present usability 

issues and poor aesthetics, increasing confusion while hindering efficiency 

and enjoyment. As frustrating as unfriendly designs can be, they usually do 

not exploit users or trick them into unwanted actions. Unfriendly designs are 

typically a result of poor planning or execution103 but are transparent in their 

goals, whereas dark patterns are intentionally deceptive. 

Thus, it becomes imperative that dark patterns are differentiated from 

insistent advertising practices. While blatantly manipulative practices must be 

prohibited per se, a balanced approach is necessary for certain overlapping 

patterns. 

The Indian guidelines104 provide a list of specified dark patterns, to which 

the CCPA (specified in Sec 2(c)105 and constituted under Section 10 of the 

                                                                 
103 While blatantly manipulative procedures must be prohibited per se, a balancing approach 

is necessary for certain patterns in that the personalization of the offer can only be envisaged 

through an effects-based approach. Much will ultimately depend on how it is presented to the 

consumer and how easy it is in practice for that consumer to navigate around the offer and 

finally cancel their contract. 
104 Guidelines for Prevention and Regulation of Dark Patterns 2023. 
105 ibid. 
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CPA106) may add any new patterns from time to time. However, in the rapidly 

turbulent online landscape, instead of relying solely on the CCPA, a grievance 

redressal mechanism may be developed by which consumers and relevant 

stakeholders can report novel and prevalent dark patterns, and/or attain 

compensation for any harm suffered by them. These new dark patterns can 

then be added into the list provided in Annexure-I107. While Section 2(e)108 of 

the guidelines defines dark patterns, the author recommends the adoption of a 

two-tier test to distinguish unfriendly design elements from dark patterns, as 

follows: 

Firstly, it must be determined whether the design elements engaged 

deceptive and manipulative tactics that influence the user’s choice or decision-

making may be tested on the five-pronged criteria of transparency, control, 

accessibility, autonomy, and consumer welfare. 

Secondly, it needs to be established which sectoral legislation, rules, or 

guidelines the particular pattern may contravene. 

C. Protecting Competition: Dark Patterns as a form of Unfair 

Competition 

Dark patterns have fuelled a race among businesses to capture user 

agreement/consent, ushering in a concerning paradigm shift where more 

companies, websites and applications have started to forgo their ethical 

obligations and conduct in pursuit of profit maximization. This trend is driven 

by a strategy, where retaining a consumer by manipulating choice 

architecture109 allows the extraction and maximization of revenue from 

                                                                 
106 Consumer Protection Act 2019. 
107 ibid. 
108 Guidelines for Prevention and Regulation of Dark Patterns 2023, s2(e). 
109 ibid. 
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existing users. This, in turn, proves to be more remunerative than the arduous 

and resource-intensive process of acquiring new consumers. The increase in 

the use of dark patterns can be attributed to the presence of multiple data-

driven businesses in a single digital market. 

The Competition Law Review Committee (‘CLRC’), while 

acknowledging data access as a means of gaining a competitive advantage, has 

asserted that platforms leverage data to monetize services and secure 

additional funding. This funding may be used to enhance the quality of their 

free services, ultimately attracting a larger user base. Such practices may 

create significant entry barriers in digital markets.110 Hence, these practices 

not only need scrutiny under data privacy laws but also warrant attention from 

antitrust authorities due to their impact on market efficiency. 

The Competition Commission of India (‘CCI’) has consistently 

emphasized the significance of upholding “user choice” in relation to data 

collection. In 2021, when WhatsApp modified its privacy policy and terms of 

use, requiring users to consent to share data related to their interactions with 

WhatsApp business accounts, the CCI initiated an inquiry into WhatsApp’s 

policies, expressing an initial opinion that WhatsApp had potentially exploited 

its dominant position,111 and the data was to be used for various purposes, 

including Facebook advertising. Users were also inundated with frequent in-

app notifications prompting them to accept these conditions. WhatsApp also 

faced scrutiny in the EU for its persistent notification strategy, employing 

persistent and confusing updates to its terms of service, thus employing 

                                                                 
110 Competition Law Review Committee, ‘Report of Competition Law Review Committee’ 

(July 2019) <https://www.ies.gov.in/pdfs/Report-Competition-CLRC.pdf> accessed on 13 

April 2026. 
111 Re: Updated Terms of Service and Privacy Policy for WhatsApp Users, SM case No 01 of 

2021 (Competition Commission of India). 
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another dark pattern referred to as nagging. Here, WhatsApp could be seen as 

employing dark patterns better known as ‘forced action’ and ‘nagging’. 

The employment of nagging, a form of dark pattern, may be orchestrated 

by leading tech companies to stifle competition. When major players in the 

technology industry utilize tactics like dark patterns to marginalize 

competitors, it results in anti-competitive consequences.112 The use of nagging 

dark patterns by these entities serves as both an indication and a manifestation 

of their anti-competitive practices. Furthermore, companies wielding 

monopoly power could leverage nagging techniques as a weapon to counteract 

competitive challenges. The 2022 dispute between Apple and Tile illustrates 

an instance where a tech giant had purportedly employed nagging.113 Tile, 

known for its software and hardware facilitating digital tracking of personal 

belongings, has called on the European Commission’s antitrust chief to 

investigate Apple’s alleged anti-competitive conduct. 

A different instance involves Amazon, currently facing a lawsuit from the 

FTC and 17 other U.S. states for unlawfully retaining dominance.114 The 

complaint states that Amazon’s strategies to stifle competition involve a 

recurring pattern of illicit actions that hinder fair competition. This enables the 

company to exert monopoly control, leading to inflated prices, diminished 

quality, and a hindrance to innovation for both consumers and businesses. 

Additionally, the FTC is pursuing legal action against Amazon for engaging 

                                                                 
112  ‘Tile accuses Apple of being anti-competitive in a letter to European Commission’ (HT 

Tech, 20 August 2022) <https://tech.hindustantimes.com/tech/news/tile-accuses-apple-of-

being-anti-competitive-71590838973922.html> accessed 13 April 2026. 
113 ibid. 
114 ‘FTC Sues Amazon for Illegally Maintaining Monopoly Power’ (Federal Trade 

Commission, 26 September 2023) <https://www.ftc.gov/news-events/news/press-

releases/2023/09/ftc-sues-amazon-illegally-maintaining-monopoly-power> accessed 13 

April 2026. 
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in deceptive practices, particularly related to its subscription service, ‘Amazon 

Prime.’115 

Clearly, such tactics not only deny market access to competitors but may 

also result in unwarranted collection of more personal data, unjustifiably 

amplifying the market dominance of these platforms. Thus, they must be 

viewed as coercive and anti-competitive. An express prohibition must be put 

on online companies from using or selling data collected through unethical 

means for research and development. Although such usage may not cause any 

direct monetary loss to the consumers, it must be classified as an abuse of 

dominant position under Section 4 of the Competition Act, 2002, as it prohibits 

the imposition of unfair and discriminatory conditions on the sale of goods 

and unduly enhances the market share of these companies. Exemplary 

penalties may be imposed when companies use dark patterns to suppress 

competition. Exemplary penalties may be imposed when companies use dark 

patterns to suppress competition. 

Under guideline 2(e) of dark patterns have been classified as “unfair trade 

practices.”116 Though this initiative is welcomed, it’s essential to note that the 

appropriate legislation to counter such dark patterns is the Competition Act, 

2002. However, the act is only applicable to dominant players that abuse their 

market position. Therefore, all online entities, irrespective of their market 

position, must be placed on an equal footing to be made liable under the act. 

Nevertheless, the penalty or fine imposed may differ based on the extent of 

the violation and market position. 

                                                                 
115 ibid. 
116 ibid. 
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D. Bringing the current guidelines under the purview of the Digital 

Personal Data Protection Act, 2023 (DPDP) 

With the current trend of user retention; obtaining user consent, access to 

data, etc., often involves the use of dark patterns. Many dark patterns, such as 

privacy zuckering, immortal account, and address book leaching, violate 

ethical standards of data protection, access, and retention. While the present 

guidelines ensure a rule-based approach, it is recommended to adopt a 

combination of both rule-based and principle-based approaches to tackle any 

new dark patterns that may emerge due to continuous algorithmic evolution. 

Therefore, the guidelines should also involve the directly application of the 

provisions of the Digital Personal Data Protection Act, 2023 (‘DPDP’) along 

with The Consumer Protection Act of 2019. This approach establishes a 

standard for transparency and consent in design elements, while countering 

dark patterns that may not fall under the jurisdiction of consumer law but can 

adversely affect users’ personal data and data protection aspects like data 

portability, data access, data erasure, etc. Therefore, incorporating the DPDP 

Act can be achieved by adopting the core principles of the legislation to ensure 

that the guidelines set a benchmark for accountability, transparency, fairness, 

data minimization, and data protection by design. 

E. Compliance Framework for consumer-friendly choice architecture 

The author suggests a bipartite compliance framework. Firstly, compliance 

measures, in the form of guidelines or rules, should be introduced to mandate 

digital businesses to adopt only neutral or consumer-friendly designs. 

Secondly, legal standards should be established for UI/UX developers. 

Additionally, a warning system should precede the imposition of penalties or 

punishments to ensure that businesses that didn’t intend to deceive users or 
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merely introduced unfriendly designs do not get punished. This precaution is 

necessary since there exists a thin line between dark patterns and unfriendly 

designs. 

1. DIGITAL BUSINESSES 

In 2020, the CMA recommended the introduction of a ‘fairness by design’ 

duty on online platforms to complement the GDPR’s ‘data protection by 

design’ duty. This high-level, principles-based duty would require platforms 

to design choice architecture in a way that encourages free and informed 

consumer choice over the use of their personal data.117 Such a duty could also 

be imposed on Indian digital businesses in the form of an ethical code to ensure 

greater transparency and accountability. Guidelines could also be created to 

mandate neutral design elements, placing responsibility upon businesses to 

employ consumer-friendly user interfaces, with tenets such as ‘easy to 

understand’, ‘symmetry in choice’, ‘avoidance of language or interactive 

elements that are confusing to the consumer’, ‘avoidance of manipulative 

language or choice architecture’, and ‘easy to execute’.118 For instance, most 

banners have an “accept” option along with a “not now,” due to which the 

consumer keeps getting pop-ups from time to time. This dark pattern strips the 

user of the autonomy to decline, and therefore, a consumer-friendly banner 

would include both “accept” and “decline” instead of “not now.” 

                                                                 
117 Competition and Markets Authority, ‘Appendix Y: Choice Architecture and Fairness by 

Design’ (2020)  

<https://assets.publishing.service.gov.uk/media/5fe36ab9d3bf7f0898e0776c/Appendix_Y_-

_choice_architecture_and_Fairness_by_Design_1.7.20.pdf>. 
118 Hogan Lovells, ‘Five key observations from the California Privacy Protection Agency's 

draft privacy regulations’ Lexology (31 May 2022) 

<https://www.lexology.com/library/detail.aspx?g=752884e9-e48f-4b22-b9f5-

7576250ee4ef> accessed on 14 April 2026. 
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2. UI/UX DEVELOPERS 

While designers may have an understanding of what constitutes neutral 

and consumer-friendly designs, the extent to which they need to align with the 

businesses’ needs while upholding legal requirements regarding principles of 

data minimization, privacy, etc., might be unclear or vague. This lack of clarity 

arises from deficiency in legal awareness and knowledge. Therefore, this issue 

could be countered by establishing legal guidelines or regulations for 

developers that may perspicuously set forth all user-friendly technical or 

systematic requirements in the development of system architecture or UI/UX. 

F. “Reject All” should be as easy as “Accept All” 

The French Data Protection Authority – Commission Nationale de 

l’Informatique et des Libertés (‘CNIL’) had fined Facebook €60 

million and Google €150 million for non-compliance with the French Data 

Protection Act.119 The judgment delineated that “free consent” implies that the 

methods offered to the user to express their choice should not encourage them 

to accept cookies more than they encourage them to refuse cookies.120 

Therefore, the Indian guidelines121 should also address design elements where 

the procedure for refusing or cancelling a subscription is more challenging 

than the processes of registration, subscription, or acceptance. Such design 

elements should be deemed void of the user’s “valid consent.” Such a stance 

                                                                 
119 ‘CNIL fines Google and Facebook a total of €210 million over cookies’ (Data Privacy 

Manager 6 January 2022) <https://dataprivacymanager.net/cnil-fines-google-and-facebook-

a-total-of-e210-million-over-> accessed 18 June 2026. 
120 Para 43 of the judgement delivered by CNIL states- “With regard to operations to read 

and/or write information, this reinforcing of the fact that consent must be given freely implies 

that the methods that are offered to the user to express their choice are such that they do not 

encourage them to accept cookies more than they encourage them to refuse cookies.” 
121 ibid. 
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would congruously address dark patterns like roach motel, forced registration, 

and forced enrolment. 

G. Adoption of risk-mitigating measures 

The guidelines can instil a precautionary approach by implementing 

twofold risk-mitigation measures. Firstly, regular assessments and timely 

oversight of the most frequented large online platforms and entities could be 

conducted by national regulators or CCPA. Secondly, awareness should be 

raised among users about the deceptive and ‘non-neutral’ aspects of service 

designs and functionalities, while emphasizing on the potential consumer 

detriment resulting from them. 

VI. CONCLUSION 

It is evident that with the increasing prevalence of online interactions, 

enterprises and digital entities will persistently seek innovative methods to 

acclimate to the digital marketplace and identify avenues for profitability. In 

instances where technological advancements outpace individual 

comprehension, it becomes crucial for legislative measures to safeguard 

individuals from deceit and fraud. In scenarios where technology prioritizes 

profit over human welfare, it is imperative for laws to be enacted proactively, 

anticipating potential issues rather than reacting after harm has been inflicted 

upon consumers. 

Dark patterns are manipulative tactics employed by websites and 

applications to undermine user autonomy, coercing them into actions aligned 

with the interests of the respective platforms. These strategies exploit 

cognitive biases to induce users into choices that favour the platform’s 

objectives. Effectively combatting dark patterns requires a comprehensive 
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understanding of these practices, necessitating the development of new 

classification methods. 

To anticipate the trajectory of such technology, it may be beneficial to 

examine the legal frameworks of advanced nations such as the United States 

and the European Union. Insights can be gleaned from their legal 

advancements and the gaps that remain unaddressed. It is imperative for India 

to be adequately prepared as the era of artificial intelligence and the internet 

dawns upon the nation. While the Guidelines on Prevention and Regulations 

of Dark Patterns, 2023 endeavour to tackle the issue, they fall short in 

addressing emerging challenges arising from ML and AI. 

A comprehensive framework should be established to discern deceptive 

behaviour, coupled with the appointment of national regulatory bodies tasked 

with overseeing platforms and addressing grievances. It is imperative to 

formulate a rational and consistent legal standard to ensure predictability in 

determining whether a particular practice falls under the purview of employing 

dark patterns. Such uniformity will greatly aid both consumers and regulators 

in their everyday online interactions. Additionally, the existing Indian legal 

framework may inadvertently allow dark patterns to be misconstrued as mere 

design flaws, underscoring the need for fundamental rules to establish clear 

distinction. 

Moreover, digital conglomerates and online marketplaces may utilize 

deceptive design techniques, diverting users from competing entities and 

consolidating monopolistic control. Consent acquired through user 

interactions should not be considered valid. To address this issue 

comprehensively, a pluralistic strategy is essential for the regulation of dark 

patterns. This involves integrating existing regulations to establish a robust 
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and comprehensive regulatory framework in India. Such concerted efforts to 

combat dark patterns will contribute to the establishment of a fair and 

trustworthy online ecosystem and a more ethical and user-friendly digital 

environment.


