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EDITORIAL NOTE

Dear Readers,

On behalf of the Editorial Board of the RGNUL Financial and Mercantile
Law Review (RFMLR), we are pleased to present VVolume XIII, Issue Il of the

Journal.

The study of law has always been a continuous process of questioning,
analysing, and adapting to change. This is particularly true in the fields of
commercial, financial, and corporate law, where legal developments often
move alongside rapid economic, technological, and regulatory
transformations. Questions surrounding financial regulation, corporate
governance, insolvency, and digital markets continue to reshape the legal

landscape and create new avenues for discussion and scholarship.

At RFMLR, we have always believed that academic writing plays a vital
role in this process. Meaningful legal scholarship not only examines existing
laws but also contributes to the broader conversations that influence policy,
business practices, and legal reform. It is with this objective that RFMLR acts
as a platform for authors, researchers, practitioners, and students to engage
with contemporary legal issues and contribute to the growing body of

commercial law literature.

The publication of every issue is the result of the collective efforts of
numerous individuals. Behind each article lies months of research by
dedicated authors, thoughtful observations from reviewers, and countless
hours of editorial work undertaken by members of the Editorial Board. As a
student-run journal, these efforts are often balanced alongside academic

commitments, examinations, internships, and other responsibilities. The



completion of this issue is therefore not merely a publication milestone but

also a reflection of the commitment and perseverance of everyone involved.

The articles featured in this issue address a diverse range of contemporary
issues within the financial and mercantile law landscape. They explore
emerging regulatory challenges, evolving market practices, and critical
questions concerning the interaction between law, business, and technology.
We hope that the research published in this issue contributes meaningfully to
existing discourse and encourages further engagement with these important

subjects.

We would like to express our sincere gratitude to our Patrons, Advisory
Board, Peer Review Board, faculty members, and all those who continue to
guide and support the Journal. We are equally thankful to every member of
the Editorial Board whose dedication and hard work have made this issue
possible. Most importantly, we extend our appreciation to our authors and
readers, whose trust and engagement remain the foundation of RFMLR's
growth.

As we move forward, we remain committed to strengthening the Journal's
academic standards, expanding its reach, and enhancing its contribution to
legal scholarship. We assure our contributors and readers that the Editorial
Board will continue to work towards increasing the visibility and impact of

the Journal while maintaining the quality that RFMLR has come to represent.

SHIVI AGARWAL
SHASHWAT SHARMA
MANAGING EDITORS
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DIGITAL SECURITY AND CORPORATE
GOVERNANCE: REDEFINING THE
CONTOURS OF CORPORATE
GOVERNANCE IN THE LIGHT OF
EMERGING TECHNOLOGIES

Aditya Baheti & Rishi Raj”

ABSTRACT

The conventional imagination of corporate governance has been preoccupied with financial
disclosures, shareholder rights, and regulatory compliance. However, in the era characterised
by Artificial Intelligence (Al), interconnected systems, and algorithmic decision-making, this
framework is proving increasingly inadequate. This paper explores the emergent role of digital
security as a cornerstone of contemporary governance, arguing that it must move beyond its
conventional categorisation as a technical or ‘IT issue’ and be recognised as a strategic
concern in the overall corporate governance of the organisation. With rising incidents of
cyberattacks, data breaches, and privacy violations, digital risks now threaten not only
economic value but also stakeholder trust and social stability. Drawing on probable risk, this
paper attempts to illustrate how inadequate digital oversight can result in material legal and
governance failures. It further evaluates the shortcomings of current legal and organisational
frameworks, where boards often lack clarity, expertise, or accountability in managing digital
threats, along with regulatory gaps. This paper positions digital security as a strategic
imperative, suggesting its integration within fiduciary responsibilities, disclosure obligations,
and sustainable governance models. Using OECD’s definition of digital security, which
emphasises the social and economic impacts of technological breaches, it proposes an evolved
understanding of digital security in boardrooms. In rethinking the role of law in the digital
era, the paper calls for a redefinition of governance duties, board structures, and regulatory
oversight. Ultimately, it argues that as Al, algorithms, and other emerging technologies
become central to contemporary corporate governance, legal frameworks must become
anticipatory, not merely reactive, to safeguard long-term corporate and public interests.

* Aditya Baheti is an Academic Fellow at National Law University, Jodhpur, and Rishi Raj is
an Advocate at Delhi High Court. The views stated in this paper are personal. The first version
of the article was presented at the International Conference on the New Age Legal Dynamics,
Social Media and Atrtificial Intelligence organised by UPES on 20" February 2026.
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I. INTRODUCTION: EMERGING TECHNOLOGIES,
DIGITISATION AND CORPORATE GOVERNANCE

Historically, it is evident that the journey of business and technology has

been co-evolutionary. Every major phase of economic development coincided

with one or more development phases of technology, which were readily

embraced by the business community.! Famous examples of inventions that

! Chiara Picciau, ‘The (Un)Predictable Impact of Technology on Corporate Governance’
(2021) 17(1) Hastings Business Law Journal, 67, 68.
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are frequently linked to growth times, ranging from the first industrial
revolution to the twentieth-century financialization and economic boom,
include electricity, telephones, ATMs?, filing cabinets®, and high-rise office
buildings.* Subsequently, with the advent of the internet, both business
operations and their regulatory oversight underwent an unprecedented digital
transformation driven by the internet’s capacity to deliver efficiency at a

greater speed and lower cost.’

Digitization is broadly understood as “the integration of digital technology
into all areas of a business, resulting in fundamental changes to how
businesses operate and how they deliver value to customers.”’® When viewed
through the lens of corporate governance, which encompasses “... the rules
and practices that govern the relationship between the managers and
shareholders of corporations, as well as stakeholders like employees and
creditors, contributes to growth and stability to underpin market confidence,
financial market integrity, and economic efficiency”’, digitization brings both

structural opportunities and new forms of vulnerabilities.®

2 Douglas W Arner, Janos Barberis and Ross P Buckley, ‘The Evolution of Fintech: A New
Post-Crisis Paradigm?’ (2016) 47 Georgetown Journal of International Law 1.

3 James Fallows, ‘From Filing Cabinets to Digital Thought’ The Atlantic (15 March 2011)
<https://www.theatlantic.com/technology/archive/2011/03/from-filing-cabinets-to-digital-
thought/72490/> accessed 6 February 2026.

4 Gunter Gad and Deryck W Holdsworth, ‘Corporate Capitalism and the Emergence of the
High-Rise Office Building’ (1987) 8(3) Urban Geography 212.

5 Nicola Manecke and Paul Schoensleben, ‘Cost and Benefit of Internet-Based Support of
Business Processes’ (2004) 87(3) International Journal of Production Economics 213.

6 Luca Vendraminelli and others, ‘Design Thinking: Strategy for Digital Transformation’
(2023) 44(4) Journal of Business Strategy 200.

7 Organisation of Economic Co-operation and Development, OECD Principles of Corporate
Governance 2004 (OECD Publishing, 2004).

8 Niamh M Brennan, Nava Subramaniam and Chris J van Staden, ‘Corporate governance
Implications of Disruptive Technology: An Overview’ (2019) 51 British Accounting Review
1.
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In India, digitization of corporate governance has been both deliberate and
systematic. The watershed moment came with the launch of the MCA-21 e-
governance platform, which digitized key corporate compliances, including
incorporation, statutory disclosures, and public access to foundational public
documents like Memorandum and Articles of Association.® This momentum
was strengthened by the enactment of the Companies Act 2013, which
formally recognized electronic engagement by allowing virtual board and
general meetings, and electronic voting. Securities regulation similarly
evolved, with mandatory real-time disclosures, a functional corporate website
and digital compliance with governance norms for listed entities.®
Simultaneously with the regulatory reforms, corporations also embraced
digital transformation as a strategic imperative. Collectively, these
developments have strengthened transparency, reduced procedural

inefficiencies and enhanced stakeholder protection.!!

In parallel with regulatory reform, corporations have embraced digital
transformation as a strategic necessity. Digital tools such as Enterprise
Resource Planning (‘ERP?) systems, online statutory communication with all

stakeholders, software-led virtual meetings and data analytics became an

® Megha Somani and Jyoti Bhatia, ‘Revolutionary Beginning of Digitization in Corporate
Database’ (ResearchGate, April 2019)
<https://www.researchgate.net/publication/362060555 REVOLUTIONARY_BEGINNING
_OF_DIGITIZATION_IN_CORPORATE_DATABASE> accessed 22 February 2026.

10 Jayshree P Upadhyay, ‘Farewell Listing Agreement, Welcome New Regulation’ Business
Standard (New Delhi, 29 November 2015) <https://www.business-
standard.com/article/opinion/farewell-listing-agreement-welcome-new-regulation-
115112900675 _1.html> accessed 22 February 2026.

11 Veeramani Siv and RP Ngulai Rong, ‘Digital Transformation and Corporate Governance
in India’ (ResearchGate, January 2018)
<https://www.researchgate.net/publication/375290047_Digital_Transformation_and_Corpor
ate_Governance_in_India> accessed 22 February 2026; H Shroff, Vote from Home—A
Positive Move for Shareholder Meetings’ (Cyril Amarchand Mangaldas, 29 April 2020)
<https://corporate.cyrilamarchandblogs.com/2020/04/vote-from-home-a-positive-move-for-
shareholder-meetings/> accessed 27 June 2025.

11 Upadhyay (n 11).


https://www.business-standard.com/author/search/keyword/jayshree-p-upadhyay
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integral part of governance and internal controls.'? Digitally-enabled reporting
mechanisms improved the timeliness and accuracy of disclosures, while data
visualisation tools empowered boards and audit committees with real-time
insights into operational risks and performance metrics.'® This tech-driven
transformation has strengthened corporate accountability by reducing
information asymmetry and enhancing the traceability of decisions.*

Despite these advancements, the security architecture underlying this
digital ecosystem, colloquially called ‘cyber security’, ‘information security’,
or ‘internet security’, has remained a technical ‘IT’ issue or operational matter
and not a governance concern.® Resultantly, security was delegated to the
Chief Information Security Officer (‘CISO”) and IT departments, with limited
engagement from the board and senior management.® This narrow framing

reflects a rigid compliance-focused mindset, in which security is reduced to a

12 Veenus Gehlot, Poonam Rajharia and Madhu Bala Kaushik, ‘An Analysis of the Increasing
Trend of Digital Transformation of Business in India: Case Study Approach’ (ResearchGate,
September 2024)
<https://www.researchgate.net/publication/384060692_An_Analysis_of the Increasing_Tre
nd_of Digital_Transformation_of Business_in_India_Case_Study Approach> accessed 22
February 2026.

13 pitter Pack and Usman Sami, ‘Regulatory Compliance in the Age of Digital Transformation:
The Role of Financial Reporting, ESG Metrics, and Cybersecurity in Corporate Governance’
(ResearchGate, February 2025)
<https://www.researchgate.net/publication/389097676 Regulatory Compliance_in_the Ag
e_of Digital_Transformation_The_Role_of Financial Reporting_ ESG_Metrics_and_Cyber
security_in_Corporate_Governance> accessed 22 February 2026.

14 Fabrizio Ferraro, Jeffrey Pfeffer and Robert I Sutton, ‘How to Fight Fake News: The
Science of Transparency and Accountability’ (2021) 30 Business Ethics: A European Review
625.

15 In general parlance, ‘IT” Issue is understood as any problem or trouble with computers,
software, or technology that stops things from working properly. See Reza Alavi, Shareeful
Islam and Haralambos Mouratidis, ‘An Information Security Risk-Driven Investment Model
for Analysing Human Factors’ (2016) 24(2) Information Management and Computer Security
205.

16 Gholamreza Jafari Navimipour and Mohammad Hossein Zare Ravasan, ‘Information
Security Governance Practices in Critical Infrastructure Organizations: A Socio-Technical
and Institutional Logic Perspective’ (2013) 30 Government Information Quarterly 149.
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checklist of technical controls rather than a core business risk.'” Consequently,
security strategies often remain reactive, siloed, and disjointed from broader
organizational goals®®, with insufficient appreciation of financial, reputational

and legal consequences.*®

Now, with the advent of disruptive technologies like Artificial Intelligence
(‘Al’), Blockchain, Data Analytics, and Algorithms (collectively called
‘emerging technologies’), companies have further intensified these concerns.
These developments have introduced new governance risks like large-scale
data breaches, growing privacy concerns, algorithmic bias, and increasingly
sophisticated cyberattacks, all of which have significant corporate governance

ramifications.?

To address this conceptual gap, the paper advocates for a holistic
understanding of technology-related risks under the broader framework of
‘Digital security’, a term introduced by the Economic Co-operation and
Development (‘OECD’)?* which, along with the conventional technical aspect
of the concerned security, also recognizes the economic and social impacts of
digital risk.?> Unlike conventional cybersecurity approaches that focus

narrowly on technical safeguards, digital security encompasses the

17 Lucian A Bebchuk and Roberto Tallarita, ‘The Illusory Promise of Stakeholder
Governance’ (SSRN, 2012) <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2058035>
accessed 22 February 2026.

18 Sean B Maynard, and others, ‘Towards a Framework for Strategic Security Context in
Information Security Governance’ (2018) 10 (4) Pacific Asia Journal of the Association for
Information Systems 65.

19 Mohamad Amin Hasbini, Tillal Eldabi and Ammar Aldallal, ‘Investigating the Information
Security Management Role in Smart City Organisations’ (2018) 14(1) World Journal of
Entrepreneurship, Management and Sustainable Development 86.

20 B von Solms, ‘Corporate Governance and Information Security’ (2001) 20 Computers &
Security 215.

21 Organisation of Economic Co-operation and Development, ‘OECD Policy Framework on
Digital Security’ (OECD Publishing, 14 December 2022).

22 jbid 11.
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governance structure, institutional accountability and systematic risk

management in the digitally integrated environment.

The paper argues that digital security must be reconceptualized as a central
component of corporate governance architecture. This discussion proceeds in
four parts. Part Il examines the contemporary governance challenges created
by emerging technologies. Part Il defines ‘digital security and its contours as
a holistic approach to effectively manage technological security. Part IV
provides for robust integration of digital security in the corporate governance
framework of companies by highlighting organizational and regulatory

improvements. Part \VV concludes the discussion.

II. TECHNOLOGY-DRIVEN-CONTEMPORARY ISSUES IN
CORPORATE GOVERNANCE

The accelerating pace of digitisation in Indian corporates?® has generated
complex governance challenges that extend beyond traditional compliance
concerns. These threats range from increasing cyberattacks and large-scale
data breaches to algorithmic bias and privacy violations. Such risks are not
merely operational disruptions but result in long-term implications for a

company’s sustainability.
A. Cyber Attacks

The integration of emerging technologies across business functions has
expanded the corporation’s exposure to cyber risk.?* The consequences of

such risks are immediate, direct and structural, ranging from financial losses,

23 Gehlot and others (n 13) 241.

24 Earnest & Young, FICCI-EY Risk Survey 2026: Risk outlook: A compass to India’s Risk
Landscape (EY, 05 February 2026) <https://www.ey.com/en_in/insights/risk/ficci-ey-risk-
survey-2026-risk-outlook-a-compass-to-india-s-risk-landscape> accessed 22 February 2026.
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reputational damage, regulatory scrutiny and erosion of consumer trust.?® In
the Indian context, the risk is even more severe, as evidenced by the fact that
it has emerged as the second most cyber-targeted country after the U.S.%
Consider last year’s cyberattack on crypto exchange Wazir X, which resulted
in the theft of approximately $230 million?, illustrating the magnitude of
financial vulnerability to such attacks. Similar attacks have affected almost all
sectors, especially healthcare, hospitality, banking and financial services.?®
The aggregate economic loss resulting from such attacks on citizens was
estimated at around ¥12000 crores last year.?°

A deeper analysis would highlight that the governance implications of the
risk are not limited to one-time financial loss. Along with economic fragility,
such risk leaves a long-term adverse impact on the competitiveness of
businesses. For instance, following the widely publicized 2017 data breach,
Moody’s downgraded Equifax’s credit.3® Furthermore, the consequences are
amplified as they translate into various expenditures, ranging from ransom
payments, revenue loss, operational disruptions, remediation efforts, legal

expenses, and audit fees. This is confirmed by the fact that, on average,

%5 Anay Sharma, ‘The Impact of Cybersecurity Breaches on Big Businesses’ (2024) 12(10)
International Journal of Advanced Research 10.

26 TOI News Desk, ‘India Ranked Second in Global Cyber Attack Targets’ Times of India (02
January 2025) <https://timesofindia.indiatimes.com/india/india-ranked-second-in-global-
cyber-attack-targets-report/articleshow/116893292.cms> accessed 22 February 2026.

27 The Hindu Bureau, ‘WazirX Hack and $235 Million Loss Attributed to North Korea’ The
Hindu (15 January 2025) <https://www.thehindu.com/sci-tech/technology/wazirx-hack-and-
235-million-loss-attributed-to-north-korea/article69099267.ece> accessed 22 February 2026.
2 Radware, 2024  Global Threat  Analysis Report (Radware, 2024)
<https://www.cisco.com/c/dam/m/en_in/events/security-conclave-2024/radware-threat-
report-summary-2024.pdf> accessed 22 February 2026.

2 “Year Ender 2024: Biggest Cyberattacks in India’ Economic Times (31 December 2024)
<https://economictimes.indiatimes.com/tech/technology/year-ender-2024-biggest-cyberattac
ks-in-india/articleshow/116796935.cms> accessed 22 February 2026.

30 Folake Dosu, ‘In a First, Moody’s Is Downgrading a Company over Its Cybersecurity Risks’
(BuiltIn, 5 June2019) <https://builtin.com/articles/first-moodys-downgrading-company-
over-its-cybersecurity-risks> accessed 22 February 2026.
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breached firms are required to pay 12% higher audit fees in the year of their
cyber incident.3!

Capital markets have also reacted adversely to cyberattacks. Publicly
traded firms have frequently experienced a decline in their stock price
following disclosure of cyberattacks, resulting in erosion of market
capitalization. For example, an empirical study highlighted an average of a
7.5% decline in the stock price and a market capitalization loss of $5.4 billion
per company®? after a data breach. Reportedly, it took 46 days for the
companies to rebound to their levels before the breach®. Similar patterns have
been observed in Indian companies, such as Granules India and Motilal
Oswal,®* where the public disclosure of a cyber incident has resulted in price
volatility. All such resultant losses inevitably trickle down to an increase in

price for consumers.®
B. Privacy and Data Breach

The recognition of privacy as a fundamental right by the Supreme Court

in Justice K.S. Puttaswamy (Retd.) v. Union of India was a jurisprudential

31 Pierangelo Rosati, Fabian Gogolin and TheoLynn, ‘Audit Firm Assessments of
Cyber-Security Risk: Evidence from Audit Fees and SEC Comment Letters’ (2019) 54(3) The
International Journal of Accounting 1950013-1-1950013-56.

32 Keman Huang, Xiaoging Wang, William Wei and Stuart Madnick, ‘The Devastating
Business Impacts of a Cyber Breach’ (Harvard Business Review, 4 May2023) <
https://hbr.org/2023/05/the-devastating-business-impacts-of-a-cyber-breach> accessed 24
June 2025.

33 bid.
34 Moneycontrol News, ‘Motilal Oswal Falls Prey to Cyber-Attack by Ransomware Group
LockBit, Shares Fall 2 %’ Moneycontrol (19 February 2024)

<https://www.moneycontrol.com/news/business/markets/motilal -oswal-falls-prey-to-cyber-
attack-by-ransomware-group-lockbit-shares-in-focus-12300291.html> accessed 22 February
2026.

% Lee Haris and Laura Onita, ‘UK Retailers Face 10% Rises in Premiums after Cyber
Attacks’ Financial Times, (09 May 2025) <https://www.ft.com/content/190803d9-e646-
4a58-8cd2-9a627cf40bb1> accessed 22 February 2026.


https://hbr.org/2023/05/the-devastating-business-impacts-of-a-cyber-breach
https://www.ft.com/content/190803d9-e646-4a58-8cd2-9a627cf40bb1
https://www.ft.com/content/190803d9-e646-4a58-8cd2-9a627cf40bb1
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milestone in India’s data governance landscape.®® Overruling the outdated
doctrines enunciated in M.P. Sharma®’ and Kharak Singh®, the Court
acknowledged that, in the era of ubiquitous datafication, informational privacy
is the sine qua non of individual agency.® This ruling spurred India’s shift
from a sectoral and compliance-based data regime to an all-encompassing
rights-based framework. This doctrinal advancement was reflected in the B.N.
Srikrishna Committee’s 2018 report, which delineated a data protection
architecture based on consent, purpose limitation, data minimization,
transparency, and accountability.*® These proposals led to the enactment of the
Digital Personal Data Protection Act, 2023*!, which embeds privacy

governance into the corporate compliance system and regulatory oversight.

The implication of this transformation extends beyond constitutional law
and into corporate governance. In contemporary digital business models,
personal data functions as a strategic asset, driving targeted advertising,
algorithmic decision-making and product innovation. However, the
aggregation of data has exposed companies to significant legal, financial and
reputational risk. Estimates show that the total fines under the GDPR by
January 2025 reached €5.88 billion,*? with many multinational companies like

Meta, Amazon and Uber, among various others, being fined for non-

3 Justice K S Puttaswamy (Retd) v Union of India (2017) 10 SCC 1 (SC).

3" MP Sharma v Satish Chandra, 1954 SCR 1077.

3% Kharak Singh v State of UP, AIR 1963 SC 1295.

39 puttaswamy (n 37) 142.

40 Justice BN Srikrishna Committee, A Free and Fair Digital Economy: Protecting Privacy,
Empowering Indians (July 27, 2018) 67.

1 The Digital Personal Data Protection Act, 2013 (Act No 22 of 2023).

42 Ross McKean, John Magee and Rachel de Souza, ‘DLA Piper GDPR Fines and Data Breach
Survey: January 2025’ (DLA Piper, 21 January 2025)
<https://www.dlapiper.com/en/insights/publications/2025/01/dla-piper-gdpr-fines-and-data-
breach-survey-january-2025> accessed 22 February 2026.
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compliance with data protection laws. In India, the new data protection law
prescribes a penalty of up to Rs. 250 crores.*

The materiality of economic consequences as a result of data breaches
could be traced in the continuously increasing cost of data breach estimation.
As per IBM Security’s ‘Cost of Data Breach Report’ 2024, the average cost
of a data breach reached its all-time peak in 2023 at USD 4.49 million. This is
a 16.32% increase from USD 3.86 million in 2020.%* In reference to India, the
average loss reached up to USD 2.35 million, a staggering 39% increase since
2020.% Therefore, in today’s data-dominated business models, these figures
not just highlight isolated technical failures but systemic governance
deficiencies, as they reveal weakness in risk assessment, internal control and

supervisory oversight.
C. Algorithmic Bias

With the emergence of Al and its growing usage in corporations owing to
the advantages of automation, one of the complex issues that has surfaced is
Algorithmic bias. It typically refers to consistent and structured errors within
Al-driven systems that lead to unfair outcomes or inequalities, often without
any valid justification.*® Unlike isolated human error, algorithmic bias may

operate at scale, resulting in ramifications at a wider scale.*’
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