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EDITORIAL NOTE 

Dear Readers, 

On behalf of the Editorial Board of the RGNUL Financial and Mercantile 

Law Review (RFMLR), we are pleased to present Volume XIII, Issue II of the 

Journal. 

The study of law has always been a continuous process of questioning, 

analysing, and adapting to change. This is particularly true in the fields of 

commercial, financial, and corporate law, where legal developments often 

move alongside rapid economic, technological, and regulatory 

transformations. Questions surrounding financial regulation, corporate 

governance, insolvency, and digital markets continue to reshape the legal 

landscape and create new avenues for discussion and scholarship. 

At RFMLR, we have always believed that academic writing plays a vital 

role in this process. Meaningful legal scholarship not only examines existing 

laws but also contributes to the broader conversations that influence policy, 

business practices, and legal reform. It is with this objective that RFMLR acts 

as a platform for authors, researchers, practitioners, and students to engage 

with contemporary legal issues and contribute to the growing body of 

commercial law literature. 

The publication of every issue is the result of the collective efforts of 

numerous individuals. Behind each article lies months of research by 

dedicated authors, thoughtful observations from reviewers, and countless 

hours of editorial work undertaken by members of the Editorial Board. As a 

student-run journal, these efforts are often balanced alongside academic 

commitments, examinations, internships, and other responsibilities. The 



 

      
 

completion of this issue is therefore not merely a publication milestone but 

also a reflection of the commitment and perseverance of everyone involved. 

The articles featured in this issue address a diverse range of contemporary 

issues within the financial and mercantile law landscape. They explore 

emerging regulatory challenges, evolving market practices, and critical 

questions concerning the interaction between law, business, and technology. 

We hope that the research published in this issue contributes meaningfully to 

existing discourse and encourages further engagement with these important 

subjects. 

We would like to express our sincere gratitude to our Patrons, Advisory 

Board, Peer Review Board, faculty members, and all those who continue to 

guide and support the Journal. We are equally thankful to every member of 

the Editorial Board whose dedication and hard work have made this issue 

possible. Most importantly, we extend our appreciation to our authors and 

readers, whose trust and engagement remain the foundation of RFMLR's 

growth. 

As we move forward, we remain committed to strengthening the Journal's 

academic standards, expanding its reach, and enhancing its contribution to 

legal scholarship. We assure our contributors and readers that the Editorial 

Board will continue to work towards increasing the visibility and impact of 

the Journal while maintaining the quality that RFMLR has come to represent. 

SHIVI AGARWAL 

SHASHWAT SHARMA 

MANAGING EDITORS 
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DIGITAL SECURITY AND CORPORATE 

GOVERNANCE: REDEFINING THE 

CONTOURS OF CORPORATE 

GOVERNANCE IN THE LIGHT OF 

EMERGING TECHNOLOGIES 

Aditya Baheti & Rishi Raj

 

ABSTRACT 

The conventional imagination of corporate governance has been preoccupied with financial 

disclosures, shareholder rights, and regulatory compliance. However, in the era characterised 

by Artificial Intelligence (AI), interconnected systems, and algorithmic decision-making, this 

framework is proving increasingly inadequate. This paper explores the emergent role of digital 
security as a cornerstone of contemporary governance, arguing that it must move beyond its 

conventional categorisation as a technical or ‘IT issue’ and be recognised as a strategic 

concern in the overall corporate governance of the organisation. With rising incidents of 

cyberattacks, data breaches, and privacy violations, digital risks now threaten not only 

economic value but also stakeholder trust and social stability. Drawing on probable risk, this 

paper attempts to illustrate how inadequate digital oversight can result in material legal and 

governance failures. It further evaluates the shortcomings of current legal and organisational 

frameworks, where boards often lack clarity, expertise, or accountability in managing digital 

threats, along with regulatory gaps. This paper positions digital security as a strategic 

imperative, suggesting its integration within fiduciary responsibilities, disclosure obligations, 

and sustainable governance models. Using OECD’s definition of digital security, which 
emphasises the social and economic impacts of technological breaches, it proposes an evolved 

understanding of digital security in boardrooms. In rethinking the role of law in the digital 

era, the paper calls for a redefinition of governance duties, board structures, and regulatory 

oversight. Ultimately, it argues that as AI, algorithms, and other emerging technologies 

become central to contemporary corporate governance, legal frameworks must become 

anticipatory, not merely reactive, to safeguard long-term corporate and public interests. 

                                                             
 Aditya Baheti is an Academic Fellow at National Law University, Jodhpur, and Rishi Raj is 

an Advocate at Delhi High Court. The views stated in this paper are personal. The first version 

of the article was presented at the International Conference on the New Age Legal Dynamics, 

Social Media and Artificial Intelligence organised by UPES on 20th February 2026. 

 



 

      
 

Keywords: Digital security, corporate governance, AI, Cyber-attacks, 
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I. INTRODUCTION: EMERGING TECHNOLOGIES, 

DIGITISATION AND CORPORATE GOVERNANCE 

Historically, it is evident that the journey of business and technology has 

been co-evolutionary. Every major phase of economic development coincided 

with one or more development phases of technology, which were readily 

embraced by the business community.1 Famous examples of inventions that 

                                                             
1 Chiara Picciau, ‘The (Un)Predictable Impact of Technology on Corporate Governance’ 
(2021) 17(1) Hastings Business Law Journal, 67, 68. 
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are frequently linked to growth times, ranging from the first industrial 

revolution to the twentieth-century financialization and economic boom, 

include electricity, telephones, ATMs2, filing cabinets3, and high-rise office 

buildings.4 Subsequently, with the advent of the internet, both business 

operations and their regulatory oversight underwent an unprecedented digital 

transformation driven by the internet’s capacity to deliver efficiency at a 

greater speed and lower cost.5  

Digitization is broadly understood as “the integration of digital technology 

into all areas of a business, resulting in fundamental changes to how 

businesses operate and how they deliver value to customers.”6 When viewed 

through the lens of corporate governance, which encompasses “... the rules 

and practices that govern the relationship between the managers and 

shareholders of corporations, as well as stakeholders like employees and 

creditors, contributes to growth and stability to underpin market confidence, 

financial market integrity, and economic efficiency”7, digitization brings both 

structural opportunities and new forms of vulnerabilities.8 

                                                             
2 Douglas W Arner, Janos Barberis and Ross P Buckley, ‘The Evolution of Fintech: A New 

Post-Crisis Paradigm?’ (2016) 47 Georgetown Journal of International Law 1. 
3 James Fallows, ‘From Filing Cabinets to Digital Thought’ The Atlantic (15 March 2011) 
<https://www.theatlantic.com/technology/archive/2011/03/from-filing-cabinets-to-digital-

thought/72490/> accessed 6 February 2026. 
4 Gunter Gad and Deryck W Holdsworth, ‘Corporate Capitalism and the Emergence of the 

High-Rise Office Building’ (1987) 8(3) Urban Geography 212. 
5 Nicola Manecke and Paul Schoensleben, ‘Cost and Benefit of Internet-Based Support of 

Business Processes’ (2004) 87(3) International Journal of Production Economics 213. 
6 Luca Vendraminelli and others, ‘Design Thinking: Strategy for Digital Transformation’ 

(2023) 44(4) Journal of Business Strategy 200. 
7 Organisation of Economic Co-operation and Development, OECD Principles of Corporate 

Governance 2004 (OECD Publishing, 2004). 
8 Niamh M Brennan, Nava Subramaniam and Chris J van Staden, ‘Corporate governance 

Implications of Disruptive Technology: An Overview’ (2019) 51 British Accounting Review 
1. 
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In India, digitization of corporate governance has been both deliberate and 

systematic. The watershed moment came with the launch of the MCA-21 e-

governance platform, which digitized key corporate compliances, including 

incorporation, statutory disclosures, and public access to foundational public 

documents like Memorandum and Articles of Association.9 This momentum 

was strengthened by the enactment of the Companies Act 2013, which 

formally recognized electronic engagement by allowing virtual board and 

general meetings, and electronic voting. Securities regulation similarly 

evolved, with mandatory real-time disclosures, a functional corporate website 

and digital compliance with governance norms for listed entities.10 

Simultaneously with the regulatory reforms, corporations also embraced 

digital transformation as a strategic imperative. Collectively, these 

developments have strengthened transparency, reduced procedural 

inefficiencies and enhanced stakeholder protection.11 

In parallel with regulatory reform, corporations have embraced digital 

transformation as a strategic necessity. Digital tools such as Enterprise 

Resource Planning (‘ERP’) systems, online statutory communication with all 

stakeholders, software-led virtual meetings and data analytics became an 

                                                             
9 Megha Somani and Jyoti Bhatia, ‘Revolutionary Beginning of Digitization in Corporate 

Database’ (ResearchGate, April 2019) 

<https://www.researchgate.net/publication/362060555_REVOLUTIONARY_BEGINNING
_OF_DIGITIZATION_IN_CORPORATE_DATABASE> accessed 22 February 2026. 
10 Jayshree P Upadhyay, ‘Farewell Listing Agreement, Welcome New Regulation’ Business 

Standard (New Delhi, 29 November 2015) <https://www.business-

standard.com/article/opinion/farewell-listing-agreement-welcome-new-regulation-

115112900675_1.html> accessed 22 February 2026. 
11 Veeramani Siv and RP Ngulai Rong, ‘Digital Transformation and Corporate Governance 

in India’ (ResearchGate, January 2018) 

<https://www.researchgate.net/publication/375290047_Digital_Transformation_and_Corpor

ate_Governance_in_India> accessed 22 February 2026; H Shroff, ‘Vote from Home – A 

Positive Move for Shareholder Meetings’ (Cyril Amarchand Mangaldas, 29 April 2020) 

<https://corporate.cyrilamarchandblogs.com/2020/04/vote-from-home-a-positive-move-for-

shareholder-meetings/> accessed 27 June 2025. 
11 Upadhyay (n 11). 

https://www.business-standard.com/author/search/keyword/jayshree-p-upadhyay


5                 RGNUL FINANCIAL AND MERCANTILE LAW REVIEW             [Vol 13(2) 

      
 

integral part of governance and internal controls.12 Digitally-enabled reporting 

mechanisms improved the timeliness and accuracy of disclosures, while data 

visualisation tools empowered boards and audit committees with real-time 

insights into operational risks and performance metrics.13 This tech-driven 

transformation has strengthened corporate accountability by reducing 

information asymmetry and enhancing the traceability of decisions.14 

Despite these advancements, the security architecture underlying this 

digital ecosystem, colloquially called ‘cyber security’, ‘information security’, 

or ‘internet security’, has remained a technical ‘IT’ issue or operational matter 

and not a governance concern.15 Resultantly, security was delegated to the 

Chief Information Security Officer (‘CISO’) and IT departments, with limited 

engagement from the board and senior management.16 This narrow framing 

reflects a rigid compliance-focused mindset, in which security is reduced to a 

                                                             
12 Veenus Gehlot, Poonam Rajharia and Madhu Bala Kaushik, ‘An Analysis of the Increasing 

Trend of Digital Transformation of Business in India: Case Study Approach’ (ResearchGate, 

September 2024) 

<https://www.researchgate.net/publication/384060692_An_Analysis_of_the_Increasing_Tre

nd_of_Digital_Transformation_of_Business_in_India_Case_Study_Approach> accessed 22 

February 2026. 
13 Pitter Pack and Usman Sami, ‘Regulatory Compliance in the Age of Digital Transformation: 

The Role of Financial Reporting, ESG Metrics, and Cybersecurity in Corporate Governance’ 

(ResearchGate, February 2025) 

<https://www.researchgate.net/publication/389097676_Regulatory_Compliance_in_the_Ag
e_of_Digital_Transformation_The_Role_of_Financial_Reporting_ESG_Metrics_and_Cyber

security_in_Corporate_Governance> accessed 22 February 2026. 
14 Fabrizio Ferraro, Jeffrey Pfeffer and Robert I Sutton, ‘How to Fight Fake News: The 

Science of Transparency and Accountability’ (2021) 30 Business Ethics: A European Review 

625. 
15 In general parlance, ‘IT’ Issue is understood as any problem or trouble with computers, 

software, or technology that stops things from working properly. See Reza Alavi, Shareeful 

Islam and Haralambos Mouratidis, ‘An Information Security Risk-Driven Investment Model 

for Analysing Human Factors’ (2016) 24(2) Information Management and Computer Security 

205. 
16 Gholamreza Jafari Navimipour and Mohammad Hossein Zare Ravasan, ‘Information 

Security Governance Practices in Critical Infrastructure Organizations: A Socio-Technical 
and Institutional Logic Perspective’ (2013) 30 Government Information Quarterly 149. 
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checklist of technical controls rather than a core business risk.17 Consequently, 

security strategies often remain reactive, siloed, and disjointed from broader 

organizational goals18, with insufficient appreciation of financial, reputational 

and legal consequences.19 

Now, with the advent of disruptive technologies like Artificial Intelligence 

(‘AI’), Blockchain, Data Analytics, and Algorithms (collectively called 

‘emerging technologies’), companies have further intensified these concerns. 

These developments have introduced new governance risks like large-scale 

data breaches, growing privacy concerns, algorithmic bias, and increasingly 

sophisticated cyberattacks, all of which have significant corporate governance 

ramifications.20 

To address this conceptual gap, the paper advocates for a holistic 

understanding of technology-related risks under the broader framework of 

‘Digital security’, a term introduced by the Economic Co-operation and 

Development (‘OECD’)21 which, along with the conventional technical aspect 

of the concerned security, also recognizes the economic and social impacts of 

digital risk.22 Unlike conventional cybersecurity approaches that focus 

narrowly on technical safeguards, digital security encompasses the 

                                                             
17 Lucian A Bebchuk and Roberto Tallarita, ‘The Illusory Promise of Stakeholder 
Governance’ (SSRN, 2012) <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2058035> 

accessed 22 February 2026. 
18 Sean B Maynard, and others, ‘Towards a Framework for Strategic Security Context in 

Information Security Governance’ (2018) 10 (4) Pacific Asia Journal of the Association for 

Information Systems 65. 
19 Mohamad Amin Hasbini, Tillal Eldabi and Ammar Aldallal, ‘Investigating the Information 

Security Management Role in Smart City Organisations’ (2018) 14(1) World Journal of 

Entrepreneurship, Management and Sustainable Development 86. 
20 B von Solms, ‘Corporate Governance and Information Security’ (2001) 20 Computers & 

Security 215. 
21 Organisation of Economic Co-operation and Development, ‘OECD Policy Framework on 

Digital Security’ (OECD Publishing, 14 December 2022). 
22 ibid 11. 
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governance structure, institutional accountability and systematic risk 

management in the digitally integrated environment.  

The paper argues that digital security must be reconceptualized as a central 

component of corporate governance architecture. This discussion proceeds in 

four parts. Part II examines the contemporary governance challenges created 

by emerging technologies. Part III defines ‘digital security and its contours as 

a holistic approach to effectively manage technological security. Part IV 

provides for robust integration of digital security in the corporate governance 

framework of companies by highlighting organizational and regulatory 

improvements. Part V concludes the discussion.  

II.  TECHNOLOGY-DRIVEN-CONTEMPORARY ISSUES IN 

CORPORATE GOVERNANCE 

The accelerating pace of digitisation in Indian corporates23 has generated 

complex governance challenges that extend beyond traditional compliance 

concerns. These threats range from increasing cyberattacks and large-scale 

data breaches to algorithmic bias and privacy violations. Such risks are not 

merely operational disruptions but result in long-term implications for a 

company’s sustainability.  

A. Cyber Attacks 

The integration of emerging technologies across business functions has 

expanded the corporation’s exposure to cyber risk.24 The consequences of 

such risks are immediate, direct and structural, ranging from financial losses, 

                                                             
23 Gehlot and others (n 13) 241. 
24 Earnest & Young, FICCI–EY Risk Survey 2026: Risk outlook: A compass to India’s Risk 

Landscape (EY, 05 February 2026) <https://www.ey.com/en_in/insights/risk/ficci-ey-risk-
survey-2026-risk-outlook-a-compass-to-india-s-risk-landscape> accessed 22 February 2026. 
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reputational damage, regulatory scrutiny and erosion of consumer trust.25 In 

the Indian context, the risk is even more severe, as evidenced by the fact that 

it has emerged as the second most cyber-targeted country after the U.S.26 

Consider last year’s cyberattack on crypto exchange Wazir X, which resulted 

in the theft of approximately $230 million27, illustrating the magnitude of 

financial vulnerability to such attacks. Similar attacks have affected almost all 

sectors, especially healthcare, hospitality, banking and financial services.28 

The aggregate economic loss resulting from such attacks on citizens was 

estimated at around ₹12000 crores last year.29 

A deeper analysis would highlight that the governance implications of the 

risk are not limited to one-time financial loss. Along with economic fragility, 

such risk leaves a long-term adverse impact on the competitiveness of 

businesses. For instance, following the widely publicized 2017 data breach, 

Moody’s downgraded Equifax’s credit.30 Furthermore, the consequences are 

amplified as they translate into various expenditures, ranging from ransom 

payments, revenue loss, operational disruptions, remediation efforts, legal 

expenses, and audit fees. This is confirmed by the fact that, on average, 

                                                             
25 Anay Sharma, ‘The Impact of Cybersecurity Breaches on Big Businesses’ (2024) 12(10) 

International Journal of Advanced Research 10. 
26 TOI News Desk, ‘India Ranked Second in Global Cyber Attack Targets’ Times of India (02 

January 2025) <https://timesofindia.indiatimes.com/india/india-ranked-second-in-global-
cyber-attack-targets-report/articleshow/116893292.cms> accessed 22 February 2026. 
27  The Hindu Bureau, ‘WazirX Hack and $235 Million Loss Attributed to North Korea’ The 

Hindu (15 January 2025) <https://www.thehindu.com/sci-tech/technology/wazirx-hack-and-

235-million-loss-attributed-to-north-korea/article69099267.ece> accessed 22 February 2026. 
28 Radware, 2024 Global Threat Analysis Report (Radware, 2024) 

<https://www.cisco.com/c/dam/m/en_in/events/security-conclave-2024/radware-threat-

report-summary-2024.pdf> accessed 22 February 2026. 
29 ‘Year Ender 2024: Biggest Cyberattacks in India’ Economic Times (31 December 2024) 

<https://economictimes.indiatimes.com/tech/technology/year-ender-2024-biggest-cyberattac

ks-in-india/articleshow/116796935.cms> accessed 22 February 2026. 
30 Folake Dosu, ‘In a First, Moody’s Is Downgrading a Company over Its Cybersecurity Risks’ 

(Built In, 5 June 2019) <https://builtin.com/articles/first-moodys-downgrading-company-
over-its-cybersecurity-risks> accessed 22 February 2026. 
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breached firms are required to pay 12% higher audit fees in the year of their 

cyber incident.31  

Capital markets have also reacted adversely to cyberattacks. Publicly 

traded firms have frequently experienced a decline in their stock price 

following disclosure of cyberattacks, resulting in erosion of market 

capitalization. For example, an empirical study highlighted an average of a 

7.5% decline in the stock price and a market capitalization loss of $5.4 billion 

per company32 after a data breach. Reportedly, it took 46 days for the 

companies to rebound to their levels before the breach33. Similar patterns have 

been observed in Indian companies, such as Granules India and Motilal 

Oswal,34 where the public disclosure of a cyber incident has resulted in price 

volatility. All such resultant losses inevitably trickle down to an increase in 

price for consumers.35 

B.  Privacy and Data Breach 

The recognition of privacy as a fundamental right by the Supreme Court 

in Justice K.S. Puttaswamy (Retd.) v. Union of India was a jurisprudential 

                                                             
31 Pierangelo Rosati, Fabian Gogolin and Theo Lynn, ‘Audit Firm Assessments of 

Cyber-Security Risk: Evidence from Audit Fees and SEC Comment Letters’ (2019) 54(3) The 

International Journal of Accounting 1950013-1-1950013-56. 
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milestone in India’s data governance landscape.36 Overruling the outdated 

doctrines enunciated in M.P. Sharma37 and Kharak Singh38, the Court 

acknowledged that, in the era of ubiquitous datafication, informational privacy 

is the sine qua non of individual agency.39 This ruling spurred India’s shift 

from a sectoral and compliance-based data regime to an all-encompassing 

rights-based framework. This doctrinal advancement was reflected in the B.N. 

Srikrishna Committee’s 2018 report, which delineated a data protection 

architecture based on consent, purpose limitation, data minimization, 

transparency, and accountability.40 These proposals led to the enactment of the 

Digital Personal Data Protection Act, 202341, which embeds privacy 

governance into the corporate compliance system and regulatory oversight. 

The implication of this transformation extends beyond constitutional law 

and into corporate governance. In contemporary digital business models, 

personal data functions as a strategic asset, driving targeted advertising, 

algorithmic decision-making and product innovation. However, the 

aggregation of data has exposed companies to significant legal, financial and 

reputational risk. Estimates show that the total fines under the GDPR by 

January 2025 reached €5.88 billion,42 with many multinational companies like 

Meta, Amazon and Uber, among various others, being fined for non-
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41 The Digital Personal Data Protection Act, 2013 (Act No 22 of 2023). 
42 Ross McKean, John Magee and Rachel de Souza, ‘DLA Piper GDPR Fines and Data Breach 
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compliance with data protection laws. In India, the new data protection law 

prescribes a penalty of up to Rs. 250 crores.43  

The materiality of economic consequences as a result of data breaches 

could be traced in the continuously increasing cost of data breach estimation. 

As per IBM Security’s ‘Cost of Data Breach Report’ 2024, the average cost 

of a data breach reached its all-time peak in 2023 at USD 4.49 million. This is 

a 16.32% increase from USD 3.86 million in 2020.44 In reference to India, the 

average loss reached up to USD 2.35 million, a staggering 39% increase since 

2020.45 Therefore, in today’s data-dominated business models, these figures 

not just highlight isolated technical failures but systemic governance 

deficiencies, as they reveal weakness in risk assessment, internal control and 

supervisory oversight.  

C.  Algorithmic Bias 

With the emergence of AI and its growing usage in corporations owing to 

the advantages of automation, one of the complex issues that has surfaced is 

Algorithmic bias. It typically refers to consistent and structured errors within 

AI-driven systems that lead to unfair outcomes or inequalities, often without 

any valid justification.46 Unlike isolated human error, algorithmic bias may 

operate at scale, resulting in ramifications at a wider scale.47 
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Corporate practice has already revealed such bias being rolled out in its 

full manifestation. Amazon built an AI hiring tool using a decade of applicant 

resumes to detect patterns and assess applicants48. Because the training data 

was skewed toward male candidates, the system learned to prefer men, 

producing significant gender bias, especially against women, for technical 

roles.49 Consequently, the AI-driven recruiter application was termed “sexiest 

AI”.50 

Similar instances include Google’s AI tool ‘Gemini’, which was criticized 

for generating historically inaccurate and ethnically problematic images.51 

Another dramatic instance was Apple Card offering notably lower credit limits 

to women than men with comparable financial profiles52.  In the Indian 

context, the National Stock Exchange (‘NSE’) paid a substantial sum of ₹6.43 

billion to settle charges related to algorithmic bias and unfair preferential 

access in its co-location trading infrastructure.53 
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The recurring defense of the inherent complexity of the algorithms is 

increasingly being rejected and dismissed to fix accountability. Scholars like 

Joshua Kroll argued that such arguments are a fallacy54 and algorithmic bias 

is not the result of its complexity, but in the choice of its use.55 Therefore, it 

has become invincible for companies to ensure adequate governance oversight 

over their algorithmic usage to minimize this complex risk.  

The threat to the core ethos of corporate governance is not only from the 

discussed external threats. In some instances, technological tools have been 

deployed internally in ways that undermine regulatory compliance and 

stakeholder trust. For instance, the emission manipulation scandal involving 

the automobile giant Volkswagen demonstrated how technology was used to 

make fake environmental claims, thereby compromising transparency and 

fiduciary integrity.56 The controversial experience of Decentralized 

Autonomous Organization (‘DAO’), a completely algorithm-led automated 

Organization run on blockchain,57 is a perfect example of how these emerging 

technologies are “ambiguous blessings. The model was hailed as a 

breakthrough in code-based governance. However, it soon became a victim of 

a cyberattack, leading to substantial investor loss and subsequent regulatory 

scrutiny by the SEC for violating public offering rules.58 
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As AI adoption accelerates,59 these developments pose a direct threat to 

the foundational pillars of corporate governance. It is no longer limited to 

simple accounting fraud or non-disclosure of material information, but 

sophisticated threats posing a direct challenge to the traditional outlook on 

technological security as just an ‘IT’ issue requiring immediate and urgent 

need for a more holistic approach in handling the technological risk in 

corporates. 

III. DIGITAL SECURITY AND ITS CONTOURS EVOLUTION 

OF CORPORATE GOVERNANCE: FROM SHAREHOLDER 

PRIMACY TO ESG 

Before delving into the concept of digital security, it is important to 

understand the dynamic nature of corporate governance as a mechanism to run 

and administer a corporation. In the first phase of the evolution of corporate 

governance, the corporation’s sole objective was considered to be maximizing 

the wealth of the shareholders.60 This narrow perspective came into check in 

the light of growing incidents of fraud and scams throughout the globe. While 

in the US Watergate scandal, Enron, and WorldCom led to the Sarbanes-Oxley 

Act of 2002, in the UK, the seeds of modern corporate governance were sown 

in the aftermath of corporate scandals like Bank of Credit and Commerce 

International and the debacle of Maxwell Communications Corporation61, 
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leading to the publication of the Cadbury Committee report on corporate 

governance, which spelt out the code of best practices.62 Simultaneously, in 

India, though corporate governance is an ancient concept, in its modern form, 

its importance was realized in the aftermath of scandals like the Harshad 

Mehta scam, Ketan Parikh, or the GTB Bank collapse post the liberalization 

of the Indian economy in 1991.63 After the devastating 2008-09 financial 

crisis64, there has been a renewed emphasis on stakeholder interests, 

prompting a demand for sustainable and responsible corporate practices, 

leading to the emergence of the Environmental, Social, and Governance 

(‘ESG’) framework, which emphasizes the broader impact of corporate 

actions on the environment, society, and governance structures.65 This 

evolving understanding of corporate governance underscores the need for 

businesses to adapt their strategies and operations in response to the 

contemporary business governance realities.  

A. Defining Digital Security: A Holistic Alternative to Narrow Labels 

The term ‘digital security’ is deliberately used in place of narrow labels 

like ‘cyber security’, ‘information security’ or ‘data security’66 to go beyond 

just the technical aspect of technology, which severely limits the horizon of 

understanding the impact of such technological risk and thereby the 

management of such risk associated with the use of such technology in 
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commerce.67 For instance, cybersecurity focuses more narrowly on “measures 

taken to protect a computer or computer system against unauthorized access 

or attack,” while information security is commonly understood as the 

“preservation of the confidentiality, integrity, and availability of 

information.”68 Data security, meanwhile, comprises the practices aimed at 

protecting data itself from threats, damage, or loss that could compromise its 

integrity, confidentiality, or availability.69 However, digital security, by 

contrast, not only encompasses each of these domains but also incorporates 

governance structures, institutional accountability, regulatory compliance and 

broader societal impact.  

B. Global and Indian Incidents Demonstrating the Need for a Holistic 

Approach 

Few global incidents illustrate why such a holistic approach is critical to 

manage the overall impact of such risk. The WannaCry ransomware attack in 

2017,70 which had a devastating impact on not just corporations but critical 

public infrastructure and society at large, had an estimated economic cost of 

which was around $4 to $8 billion.71 Similarly, in 2018, the Cambridge 
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Analytica scandal72 revealed how Facebook users were misused to influence 

voter behaviour in elections globally, raising concerns about data privacy and 

algorithmic manipulation in democratic processes, resulting in Facebook 

paying a record fine of $5 billion.  Instances in India, like the attack in Cosmos 

Bank73 and AIIMS74, makes the governance shift even more urgent. Hence, 

defining technological security in bits and pieces like ‘cyber security’, 

‘information security’, etc., would seriously impede the corporation’s overall 

ability and approach to appreciate and mitigate the ripple effects of any 

mismanagement of technology-related security, especially in an 

interconnected world.  Against this framework, the governance-oriented 

framework advanced here fundamentally reframes digital security as a 

structural responsibility of corporate leadership rather than a peripheral 

technical concern.  

C. Contour 1: Digital Security as a Board-Level Responsibility 

Firstly, adopting a broader outlook toward digital security necessitates 

recognizing it as a “board-level responsibility”, rather than relegating it solely 

to the IT or operational departments, leading to an isolated approach in 

handling digital security, resulting in fragmented and reactive responses.75 In 

contrast, a top-down policy framework fosters a more holistic and consistent 
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culture throughout the corporation. Studies have found that active board 

involvement correlates with stronger security culture and resilience outcomes 

in the corporation.76  

However, effective board oversight requires adequate digital expertise. 

The survey report highlights that while 67% of the Board understands finance-

related issues, only 50% demonstrate the same familiarity with digital security 

matters.77 This expertise deficit has encouraged many boards to delegate the 

responsibility, considering it as ‘operational’ work,78 reinforcing the siloed 

approach toward handling technological security.  

D. Contour 2: The Expertise Deficit and Board-CISO Engagement Gap 

Secondly, the problem is compounded by insufficient engagement 

between boards and the chief of technological security.  Recently, the data 

reveal that fewer than 50 per cent of board members interact regularly with 

the CISO.79  This limited engagement has resulted in strategic blind spots on 

technology risks, as one study showed that 65% of board members feared an 

imminent cyberattack, while only 48% of CISOs shared this concern, 

highlighting a potential disconnect in perceived risks and preparedness,80 

weakening the overall board’s ability to make informed governance decisions.  
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Therefore, a broader governance perspective toward digital security 

encourages a collaborative approach across hierarchical levels. 

E. Contour 3: Bridging the Structural Divide Between Boards and 

Operational Teams 

Thirdly, though Scholarly consensus has emphasised that board and senior 

executive commitment is critical for embedding effective digital security 

governance.81 Yet a structural divide persists. Operational teams often lack 

business knowledge, while the boards lack technical literacy.82 This 

asymmetry hampers effective communication and delays responsive action.  

Cross-functional communication and structural collaborative mechanisms are 

necessary to align technological risk management with strategic priorities.83 

F. Contour 4: Reframing Digital Security Spending from Cost to 

Investment 

Another consequence of a narrow outlook is the long-standing debate over 

whether digital security spending constitutes a cost or an investment. 

Traditionally, investments in cybersecurity are viewed as expenses due to the 

difficulty in quantifying their direct financial return.84 This constricted view is 

conceptually flawed. Effective digital security is not a sunk cost but a business 

enabler, providing room for more innovation, protecting against reputational 
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and financial damage, and leading and enhancing a firm’s competitive 

advantage85. In an era of increasing public sensitivity to data breaches and 

cyberattacks, inadequate digital security practices can significantly erode 

stakeholder trust and long-term competitiveness.  

G. Contour 5: From Defensive Posture to Resilience-Oriented 

Governance 

Finally, a governance-based approach necessitates a shift from a defensive 

to a resilience-oriented posture. Unlike the present approach of most 

corporations.86  Board discussions on technological security discussion center 

around threats and protective measures, such as phishing simulations.87 Yet in 

a business environment dominated by technology, risks like cyberattacks are 

structural inevitabilities.88 Corporations, therefore, must develop anticipatory 

capabilities that include early threat detection,89 real-time response, and an 

uninterrupted business continuity plan even during an active cyber incident.90  

IV. INTEGRATING DIGITAL SECURITY GOVERNANCE IN 

CONTEMPORARY CORPORATE GOVERNANCE 

The preceding analysis establishes that digital security as essential 

governance responsibility. However, conceptual recognition alone is 

insufficient; digital security must be structurally embedded with board 
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oversight, risk management architecture, policy design and fiduciary 

accountability.   

A. Strategic Digital Oversight 

As discussed in the previous sections, when digital security culture is 

embedded as a core part of a company, it becomes recognized as a facet of the 

overall corporate culture. The cultural shift shapes digital security policy and 

procedure, guided by a corporation’s fundamental values, expectations, and 

principles.91 Board oversight reduces the misalignment between technical 

employees and the board, clarifies risk appetite and integrates digital resilience 

into the corporation’s overall strategy.92 

Implementation of this framework requires some concrete actions such as 

a board-level digital security committee with independent director 

participation; direct CISO reporting to the board and inclusion of digital 

security metrics in executive compensation; mandatory cross-functional risk 

registers and quarterly board-CISO workshops; and adoption of a maturity 

model (e.g., NIST or ISO 27001) with publicly disclosed governance metrics. 

Without such mechanisms, the cultural and strategic integration of digital 

security remains unenforceable. 

B. Digital Security Policy Integration 

Strategic oversight must be operationalized through a clearly defined 

digital security policy aligned to the corporation’s goals and objectives. The 
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policy should define scope, risk tolerance, performance indicator and resource 

allocation93 while remaining adaptable to technological threats.94  

Effective policy integration also requires attention to human factors and 

organizational culture in addition to technical controls. Though 

implementation details are beyond the scope of this paper, risk categorization 

based on infrastructure criticality, network architecture, cloud exposure and 

user vulnerabilities95 illustrates how policy must reflect holistic yet 

differentiated threat landscapes. 

C. Operational Governance and Accountability 

Board-level strategy must translate to standardized operational processes. 

A standard process refers to a series of connected tasks96, like conducting daily 

scans for viruses, reviewing firewalls, updating security patches, and ensuring 

security measures conform to regulatory standards to accomplish a specific 

business objective or fulfil a policy goal.97 This would necessitate regular 

training of the employees to ensure they remain abreast of updated security 

and compliance practices. Further, clearly defined accountability and 

oversight are important to ensure digital risks are sufficiently minimized.98 

With technology pervasive throughout business operations, the responsibility 
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of securing a business environment is no longer limited to the CISO.99 The 

role of executive leadership and management oversight plays a critical role in 

institutionalizing standards, enforcing accountability, and steering 

technological risk management processes with clarity and consistency.100 

D. Compliance Management 

The rapid expansion of digital regulation reflects a growing recognition 

that technological risk implicates investor protection and fiduciary 

accountability. Regulatory bodies like SEBI,101 SEC102, EU,103 have 

introduced disclosure and governance obligations to enhance accountability 

and transparency in digital risk management for effective investor 

protection.104  

In India, SEBI mandates disclosure of any cybersecurity attack, data 

breach or loss of data 105 and assigns the risk management committee to lay 

                                                             
99 Barnaby Clarke, ‘Why Accountability for Cybersecurity Risk Can't Only Fall to the CISO’ 

(Panaseer, 2023) <https://panaseer.com/resources/blog/accountability-in-cybersecurity> 

accessed 22 February 2026. 
100 Francisco Perez Bes and Esmeralda Saracibar, ‘Who is Accountable When the Company 

Suffers a Cyberattack?’ (INPLP, 12 January 2024) <https://inplp.com/latest-

news/article/who-is-accountable-when-the-company-suffers-a-cyberattack/> accessed 22 

February 2026. 
101 Securities and Exchange Board of India, ‘Cybersecurity and Cyber Resilience Framework 

(CSCRF) for SEBI Regulated Entities (REs)’ Circular 

No SEBI/HO/ITD-1/ITD_CSC_EXT/P/CIR/2024/113 dated 20 August 2024. 
102 Jonathan D Uslaner and Jimmy Brunetto, ‘The SEC's New Cybersecurity Disclosure Rules 

Decoded: What They Mean For Investors’ (Reuters, 31 May 2024) 

<https://www.reuters.com/legal/legalindustry/secs-new-cybersecurity-disclosure-rules-

decoded-what-they-mean-investors-2024-05-31/> accessed 22 February 2026. 
103 Vinod Mohan, ‘NIS2 Directive Explained: A New Era of Cybersecurity in the EU’ (Data 

Core Blog, 3 May 2024) <https://www.datacore.com/blog/nis2-directive/> accessed 22 

February 2026. 
104 Uslaner and Brunetto (n 102). 
105 Securities and Exchange Board of India (Listing Obligations and Disclosure Requirements) 
2015, reg 27(2) (ba). 
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down an effective framework for identifying digital security-related threats.106  

Active enforcement has been taken against regulated entities, demonstrating 

that digital security lapses are treated as governance failures. For instance, a 

penalty of ₹ 5 crores was imposed by SEBI on a wholly owned subsidiary of 

BSE for failing to comply with digital security norms.107 Similarly, the 

director’s fiduciary duty to work in the interest of the stakeholders has been 

actively read into to include the duty to protect the company against potential 

digital security threats,108 resulting in senior officials being forced to resign 

after a non-compliance or digital incident.109  

Failure to institute reasonable safeguards such as conducting Data 

Protection Impact Assessments (‘DPIAs’), maintaining board-level data 

oversight, and implementing robust breach-notification and incident-response 

procedures may amount to a breach of that duty110 and expose directors to 

personal liability, including monetary penalties and other sanctions under 

applicable corporate, regulatory and data-protection regimes.111 

                                                             
106 Vinod Kothari, ‘Cyber Security Incidents to Be Reported Quarterly to Stock Exchanges’ 

(Vinod Kothari Consultants, 10 October 2023) <https://vinodkothari.com/2023/10/cyber-
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Norm Violations’ (Angel One, 27 February 2025) <https://www.angelone.in/news/sebi-

imposes-penalty-on-iccl-for-cybersecurity-and-audit-norm-violations> accessed 22 February 

2026. 
108 Robert Walters, ‘Cybersecurity, Data Governance and Directors Fiduciary Duty’ 

(ResearchGate, November 2023) 

<https://www.researchgate.net/publication/375609736_Cybersecurity_Data_Governance_an
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109 OECD, Digitisation and Corporate Governance (OECD Publishing, 2022). 
110 The Companies Act 2013, s166(2); see also Justice BN Srikrishna Committee, A Free and 
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22 February 2026. 
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Therefore, corporations are encouraged to review and strengthen their 

disclosure protocols, conduct an in-depth assessment of digital security risk, 

develop robust incident response plans, allocate resources toward a digital 

security system, empower employee training, and establish clear channels of 

communication to ensure compliance with the applicable obligations.112 

E. Closing the Regulatory Loopholes 

Despite proliferating regulatory interventions, doctrinal integration 

between corporate law and digital governance remains fragmented. India’s 

regulatory response includes CERT-In directives113, cyber security audit 

mandates114 and sector-specific frameworks. While these measures enhance 

procedural safeguards, their largely directory nature and occasional ambiguity 

limit coherence.  

The Companies Act, 2013, also provides for a strong doctrinal anchor. 

Along with section 166 of the Companies Act, which recognises the statutory 

fiduciary duty of directors, while Rule 28(1) of the Companies (Management 

and Administration) Rules, 2014, which places the onus on the directors, along 

with other officers, to ensure the maintenance and security of electronic 

records, complements the section. However, Indian judicial interpretation of 

these duties in digital security contexts remains underdeveloped.  

                                                             
112 Uslaner and Brunetto (n 101). 
113 Harsh Walia ‘Decoding The New Cert-In Directions: Government Releases The Much-

Awaited FAQs’ (Mondaq, 23 May 2023) <https://www.mondaq.com/india/it-and-

internet/1195166/decoding-the-new-cert-in-directions-government-releases-the-much-

awaited-faqs> accessed 22 February 2026. 
114 Sumit Ghoshal, Archana Iyer and Suyash Tiwari ‘Strengthening India’s Cyber Defence: 

Cert-In’s New Cyber Security Audit Guidelines Decoded’ (AZB & Partners, 01 August 2025) 

<https://www.azbpartners.com/bank/strengthening-indias-cyber-defence-cert-ins-new-
cyber-security-audit-guidelines-decoded/> accessed 22 February 2026. 
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Comparative experience underscores the potential exposure. 

Shareholder’s lawsuits in the wake of high-profile breaches at companies such 

as Yahoo, Target, FedEx, Equifax, among others, have resulted in significant 

settlement amounts115 highlighting digital risk management failure as 

governance failure. Similar developments are emerging in Indian context116 

have also emerged in the Indian context. From a doctrinal standpoint, existing 

corporate governance protections remain underutilised.  

The doctrinal protections, like the Business Judgment Rule117 and statutory 

protection for an independent director118 which provides a presumptive shield 

for directors acting in good faith and with reasonable care have yet to be 

meaningfully tested in digital governance disputes.119 Though scholars and 

policy bodies have advocated importing equitable fiduciary duties analogous 

to trust law to impose higher standards on data fiduciaries, this remains 

speculative, without legislative articulation or judicial acceptance120.  

                                                             
115 Michele L Frank, Jonathan H Grenier, Jonathan S Pyzoha, ‘Board Liability for 

Cyberattacks: The Effects of a Prior Attack and Implementing the AICPA’s Cybersecurity 
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117 ET Online, ‘Air India Sued Over Data Breach, Flyer Seeks Rs 30 Lakh in Damages’ The 

Economic Times (7 July 2021) <https://economictimes.indiatimes.com/news/india/air-india-

sued-over-data-breach-flyer-seeks-rs-30-lakh-in-damages/articleshow/84197878.cms> 

accessed 22 February 2026. 
117 Companies Act 2013, s 463. 
118 Companies Act 2013, s 149 (12). 
119 Abhishek Bhardwaj, ‘Business Judgment Rule: The Indian Context’ (IndiaCorpLaw Blog, 

7 February 2024) <https://indiacorplaw.in/2024/02/07/business-judgment-rule-the-indian-

context/> accessed 22 February 2026; Nitin Potdar, Perils of Being an Independent Director?, 

Nitin Potdar (Chamber of Nitin Podar, January  25, 2025) 

<https://www.nitinpotdar.com/blog/perils-of-being-an-independent-director/> accessed 22 

February 2026. 
120 Rishab Bailey & Trishee Goyal, Fiduciary Relationships as a Means to Protect Privacy: 
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Data Governance Network, Working Paper No. 4 (Nov. 2019), 
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Strengthening these efforts, the Digital Personal Data Protection Act 2023 

(DPDP Act) marks a significant legislative shift by imposing statutory duties 

on data fiduciaries121 and mandating board-accountable data protection 

officers.122 The subsequent rules123 operationalize breach notification, audit 

standards and cross-broader safeguards, thereby embedding privacy in the 

corporate governance structure.124 Yet broad exemptions and expansive rule-

making discretion raise concerns about accountability. Moreover, compliance 

mechanisms like DPIAs, audit trails, and formal DPO appointments risk 

becoming formalistic125 in the absence of substantive board engagement.   

Sectoral reforms have also been introduced by Indian regulators like 

SEBI,126 IRDAI,127 and RBI128 to further institutionalize cybersecurity 

through board-approved policies, mandatory audits and incident reporting 

obligations. However, inconsistencies in reporting timelines and emerging 

challenges like AI-driven risk, algorithmic opacity, and systemic bias remain 
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insufficiently addressed, creating space for regulatory arbitrage and doctrinal 

uncertainty. 

V. CONCLUSION 

The digital transformation of corporations has shifted the landscape of 

corporate governance from a narrow focus on financial disclosure and 

regulatory compliance to a broader strategic imperative that includes digital 

security.129 With the proliferation of emerging technologies, the paper asserts 

that digital security can no longer be a technical silo but an integrated board-

level governance concern. Further, the paper, along with a call for a holistic 

shift in the corporation culture with regard to digital security, also highlights 

the fragmented regulatory approach taken in the country. With a recent report 

showing 89% of the major corporations are undertaking digital and AI 

integration130, there is a constant need for research in this area. Future research 

could explore the development of algorithm-specific governance frameworks 

that address the accountability and transparency challenges posed by AI-led 

decision-making. Additionally, empirical studies on board-level digital 

literacy and its correlation with digital security resilience across industries in 

India could offer valuable insights. Whatever the results may be, there is 

unanimity that contemporary corporate governance cannot be devoid of digital 

resilience.  

  

                                                             
129 A Kadir Varoglu, Soner Gokten and Burak Ozdogan, ‘Digital Corporate Governance: 

Inevitable Transformation’ in Serdar Ozturk and others (eds), Financial Ecosystem and 

Strategy in the Digital Era (Springer 2021) 219. 
130 ‘Gartner Says 89 Percent of Board Directors’ (BusinessWire, 19 October 2022) 

<https://www.businesswire.com/news/home/20221019005991/en/Gartner-Says-89-of-

Board-Directors-Say-Digital-is-Embedded-in-All-Business-Growth-Strategies> accessed 22 
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I. DARK PATTERNS: INTRODUCTION AND CHARACTERISTICS 

As widely reported for the past decade, the term ‘dark patterns’ was 

coined by Mr. Harry Brignull, a UK based user experience (‘UX’) and user 

interface (‘UI’) designer in 2010, who defines it, in simple terms, as ‘tricks 

used in websites and apps that make you do things you didn't mean to, like 

buying or signing up for something.1 In other words, dark patterns refer to 

business practices commonly found in UX or UI design elements of digital 

platforms, which steer, manipulate, deceive or coerce users by exploiting 

consumer bias, to make choices which may not be in their best interest.2 

As an end goal, these practices intend to get consumers to purchase, or 

purchase more of, or continue to purchase, a product or service; to overspend 

on a purchase; or to divulge more personal data than desired, resulting in 

increased business revenue for the platforms.3 These practices are particularly 

harmful as they tend to impact consumers cumulatively, and pose a real threat 

to children, first time users and individuals with limited digital literacy. 

                                                             
1 Justin (Gus) Hurwitz, ‘Designing a Pattern, Darkly’ (2020) 22(1) North Carolina Journal of 

Law & Technology <https://ssrn.com/abstract=4583587> accessed 1 April 2026. 
2 Organisation for Economic Co-operation and Development, Dark Commercial Patterns 

(OECD 2022) 

<https://www.oecd.org/content/dam/oecd/en/publications/reports/2022/10/dark-commercial-

patterns_9f6169cd/44f5e846-en.pdf> accessed 2 April 2026. 
3 ibid. 
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Dark pattern practices operate through subtle design choices that 

influence consumer behaviour without resulting in immediately recognisable 

harm. Remember coming across the following: “Only 1 item left!”; “Are you 

sure you want to unsubscribe? You might regret this decision.”; “No thanks, 

I prefer to pay full price.”; “20 people are viewing this right now.”; and “Oh! 

The price just increased.”? In essence, such practices qualify as dark patterns 

that impair consumer autonomy and transparency, thereby justifying 

regulatory intervention. 

II. BEHAVIOURAL ECONOMICS 

Behavioural economics provides an important framework for 

understanding and predicting human behaviour in digital markets.4 The 

concept of ‘choice architecture’, which was developed by Richard Thaler and 

Cass Sunstein highlights that the way in which choices are presented can 

significantly influence consumer decision-making.5 Similar to designing a 

physical environment, elements of a digital interface including layout and 

wording, tend to guide consumer reactions and outcomes.6  

Within this framework, certain concepts are often used to analyse dark 

patterns and their effects on consumers. ‘Nudging’ refers to the use of human 

tendencies or cognitive biases to influence consumer behaviour towards 

outcomes intended to be ‘welfare enhancing’ and in their long term interest.7 

In contrast, ‘sludging’ refers to frictions which make it harder for individuals 

                                                             
4 Michele Fang and Marcela Mattiuzzo, ‘Online Choice Architecture and Behavioural 

Economics – The Role for Antitrust Law’ (Yale University, May 2023) 

<https://som.yale.edu/sites/default/files/2023-

05/TAP_Consumer_Protection_Paper_3.1.pdf> accessed 10 April 2026. 
5 ibid. 
6 ibid. 
7 Ryan Calo, ‘Digital Market Manipulation’ (2014) 82 The George Washington Law Review 

<https://ssrn.com/abstract=2309703> accessed 1 April 2026. 
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to undertake beneficial actions and ‘dark nudges’ describe design features that 

are intended to steer users towards decisions that may leave them worse-off.8 

While ‘nudging’ is premised on welfare enhancing architecture, the concept 

of ‘sludging’ and ‘dark nudges’ highlight the manner in which design 

elements can also be used to undermine consumer decision-making 

autonomy, and erode consumer trust, while benefiting the digital platform, 

and thus creating a necessity for stronger consumer protection safeguards.  

Behavioural insights can also play a crucial role in strengthening the 

enforcement of consumer protection laws and informing policy design. They 

enable regulators to better identify misleading, unfair and deceptive business 

practices, which may not be immediately visible from a traditional legal 

perspective.  

At the same time, businesses increasingly rely on data driven technologies 

including machine learning to predict human behaviour, patterns and habits 

and employ strategic practices such as personalised advertising. This creates 

significant information asymmetry, allowing businesses to target consumer’s 

vulnerabilities and subtly influence their decision making.  

Several behavioural biases are especially relevant in digital marketplaces. 

Consumers may continue using existing products or services despite better 

alternatives due to the endowment effect (overvaluing what they already 

possess), default bias (sticking to pre-selected options) and loss aversion 

(preferring to avoid losses rather than acquiring equivalent gains).9 Platforms 

                                                             
8 Stuart Mills and others, ‘Dark patterns and sludge audits: an integrated approach’ (2023) 

10(1) Behavioural Public Policy <https://www.cambridge.org/core/journals/behavioural-

public-policy/article/dark-patterns-and-sludge-audits-an-integrated 

approach/8675A269B8FE79D2ECE0A8952D182C0B> accessed 12 April 2026. 
9 Organisation for Economic Co-operation and Development, Integrating Consumer 

Behaviour Insights in Competition Enforcement (OECD 2022) < 
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can exploit these tendencies by designing user interfaces in a strategic 

manner, such as relying on default settings or displaying pre-ticked options.  

Similarly, salience bias and framing effect may cause users to focus on 

the salient features of an offer, thereby impairing the consumer’s ability to 

make decisions effectively.10 Overconfidence and time inconsistency may 

also lead consumers to underestimate future costs and overestimate their own 

ability to manage such increased costs.11 In addition, information overload 

arising from abundant options may overwhelm consumers and lead them to 

selecting the most visible or popular option, or lead to avoiding decision 

making, altogether.12  

The strategic use of such biases by platforms may also distort competition 

by permitting businesses to capture consumer attention and drive sales 

through manipulative design, rather than through improvement in the quality 

of products or services. In some cases, platforms may adopt dark pattern 

practices simply to remain competitive in a market where such strategies are 

widespread.13 While businesses may exploit such consumer tendencies for 

commercial gain, policy makers can also leverage these insights to develop a 

more effective regulatory framework. 

III. INDIAN LEGAL FRAMEWORK 

The Consumer Protection Act, 2019 (‘Act’) (which came into force on 20 

July 2020) was enacted to provide for protection, promotion and enforcement 

of rights of consumers, to ensure fair trade practices and to establish 

                                                             
http://www.oecd.org/daf/competition/integrating-consumer-behaviour-insights-in-

competition-enforcement-2022.pdf> accessed 12 April 2026. 
10 ibid. 
11 ibid. 
12 ibid. 
13 ibid. 
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authorities for timely and effective administration and settlement of 

consumers’ disputes and related matters. It has been formulated as a social 

benefit legislation to provide better protection to consumers from unfair and 

exploitative trade practices and to provide speedy, inexpensive and accessible 

remedy.14  

The Central Consumer Protection Authority (‘CCPA’), the primary 

regulatory authority under the Act, was established to regulate consumer 

rights violation matters including false and misleading advertisements, unfair 

trade practices and exploitation, which are adverse to consumers’ interests.15 

The powers and functions of the CCPA include reviewing, enquiring and 

investigating matters (including taking suo moto actions) relating to violation 

of consumer rights, protecting consumers’ interest, promoting awareness on 

consumer rights and issuing necessary guidelines, advisories and directions 

to prevent violation of consumers’ interests and timely redressal of consumer 

complaints, including imposition of penalties.16  

The present consumer protection regulatory framework is enforced 

through statutory provisions under the Act and through guidelines, directions 

and advisories issued by the CCPA.  

A. Guidelines for Prevention and Regulation of Dark Patterns, 2023 

The CCPA via a notification dated 30 November 2023 issued the 

Guidelines for Prevention and Regulation of Dark Patterns, 2023 (‘2023 

Guidelines’) under Section 18 of the Act, to prevent unfair trade practices 

and protect consumer’s interest.17 The 2023 Guidelines which are applicable 

                                                             
14 Consumer Protection Act 2019. 
15 Consumer Protection Act 2019, s 10. 
16 Consumer Protection Act 2019, s 18. 
17 Guidelines for Prevention and Regulation of Dark Patterns 2023. 
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to all platforms systematically offering goods or services in India, advertisers, 

and sellers, prohibit all persons including platforms from engaging in any dark 

pattern practice.18  

Under the 2023 Guidelines, dark patterns are defined as “any practices or 

deceptive design pattern using user interface or user experience interactions 

on any platform that is designed to mislead or trick users to do something 

they originally did not intend or want to do, by subverting or impairing the 

consumer autonomy, decision making or choice, amounting to misleading 

advertisement or unfair trade practice or violation of consumer rights.”19  

Dark patterns as defined under the 2023 Guidelines impose an additional 

condition for such practices to be classified as a dark pattern, namely that such 

practices or patterns must also amount to a misleading advertisement, or 

unfair trade practice, or violation of consumer rights.20 The requirement that 

dark pattern practices satisfy the threshold of existing legal categories of 

‘misleading advertisement’ or ‘unfair trade practice’ or ‘violation of 

consumer rights’ attempts to subsume such practices within traditional legal 

jurisprudence, rather than recognising them as an independent category of 

harm.  

In terms of article 5 of the 2023 Guidelines, a person shall be considered 

to be engaging in a dark pattern practice if it engages in any practice specified 

in Annexure 1 (Specified Dark Patterns) of the guidelines.21 Annexure 1 

(Specified Dark Patterns) of the 2023 Guidelines contains an illustrative list 

of dark patterns (‘Specified Dark Patterns’), which serves only as a guidance 

                                                             
18 Guidelines for Prevention and Regulation of Dark Patterns 2023, art 3. 
19 Guidelines for Prevention and Regulation of Dark Patterns 2023, art 2(e). 
20 ibid. 
21 Guidelines for Prevention and Regulation of Dark Patterns 2023, art 5. 
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and may be interpreted differently basis different facts or conditions.22 Any 

other dark patterns specified by the CCPA from time to time or otherwise will 

also be construed to be a Specified Dark Pattern.23 While the illustrative list 

of dark patterns enables CCPA to capture new and emerging dark patterns 

and resolve ambiguity in favour of consumers, it also creates a gap in clarity 

for businesses regarding prohibited conduct and may also result in uneven 

enforcement.  

The illustrative list of Specified Dark Patterns includes the following 

practices, which can broadly be grouped into three categories, i.e., 

manipulative design techniques, barriers to user autonomy and lack of 

transparency.  

1. MANIPULATIVE DESIGN TECHNIQUES 

These techniques introduce design elements in digital platforms that 

exploit human emotions, including fear, shame, ridicule, or guilt, which direct 

consumers to take such actions that they may originally not have intended to 

take, and which benefit the platforms by resulting in commercial gains.  

(i) False Urgency: falsely creating a sense of urgency or scarcity, 

misleading user to take immediate action.24 

(ii) Confirm Shaming: creating a sense of fear or shame or ridicule or guilt 

in the mind of the user, and nudging them to purchase a product or continue 

with a service.25 

 

                                                             
22 ibid. 
23 Guidelines for Prevention and Regulation of Dark Patterns 2023, art 2(i). 
24 ibid. 
25 ibid. 
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2. BARRIERS TO USER AUTONOMY 

These practices restrict, force, or create hurdles for users, preventing them 

from making an independent choice while using and undertaking transactions 

on digital platforms.    

(i) Basket Sneaking: inclusion of additional products, services, or charity/ 

donation payments at the time of checkout, without the user’s consent26; 

(ii) Forced Action: forcing a user into taking an action which would 

require the user to buy any additional goods or subscribe or sign up for an 

unrelated service or share personal information27; and 

(iii) Subscription Trap: involves making the cancellation of a subscription 

impossible or a complex and lengthy process.28 

3. LACK OF TRANSPARENCY 

These techniques signal a lack of transparency in the manner in which 

business is conducted on digital platforms, where key terms such as pricing 

are not revealed upfront in a clear manner, or certain information is 

highlighted or masked, to benefit digital platforms.  

(i) Drip Pricing: practices where elements of prices are not clearly 

revealed upfront29;  

(ii) Disguised Advertisement: posing and masking advertisements to trick 

customers into clicking on them.30 

                                                             
26 ibid. 
27 ibid. 
28 ibid. 
29 ibid. 
30 ibid. 
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(iii)Interface Interference: highlighting specific information and 

obscuring other relevant information, to misdirect a user from a desired 

action.31 

B. Advisory 

Further to the 2023 Guidelines, the CCPA also issued an advisory on 5 

June 2025, on a self-audit to be carried out by e-commerce platforms for 

detecting dark patterns on their platforms to create a fair, ethical, and 

consumer-centric digital ecosystem (‘Advisory’). As per the Advisory, 

CCPA has advised all e-commerce platforms to take necessary steps to ensure 

that the platforms do not engage in such deceptive and unfair trade practices 

in the nature of dark patterns.32  

The platforms were advised to conduct such self-audits within three 

months of the issue of the Advisory. In addition to the self-audits, the 

platforms have also been encouraged to issue self-declarations that the 

platform is not indulging in any dark patterns.33 The Advisory is only in the 

nature of a recommendation, and there is no mandatory requirement for 

platforms to comply with the Advisory. Lack of a mandatory requirement to 

conduct self-audits weakens the regulatory framework being established 

against dark patterns, and results in uneven compliance, limits transparency 

and accountability and weakens enforcement.   

                                                             
31 ibid. 
32 Central Consumer Protection Authority, Advisory in terms of Consumer Protection Act, 

2019 on Self Audit by E-Commerce Platforms for detecting the Dark Patterns on their 

platforms to create a fair, ethical, and consumer-centric digital ecosystem CCPA-1/1/2023-

ССРА (5 June 2025) 

<https://doca.gov.in/ccpa/checkuploaddocs.php?updocs=./uploads/1766468507Zepto_Final_

order__1___1_.pdf&unique_id=> accessed 3 April 2026. 
33 ibid. 

https://doca.gov.in/ccpa/checkuploaddocs.php?updocs=./uploads/1766468507Zepto_Final_order__1___1_.pdf&unique_id=%3e
https://doca.gov.in/ccpa/checkuploaddocs.php?updocs=./uploads/1766468507Zepto_Final_order__1___1_.pdf&unique_id=%3e
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While the move is beneficial, it also lacks clarity in terms of the manner 

in which the audit must be conducted, the standards to be achieved by the 

platforms, requirement of an audit to be conducted by an expert third party, 

the manner of issue of declaration, its contents and frequency. Inclusion of 

these aspects alongside the current Advisory would ensure that the process is 

not treated as a mere formality, and a systematic approach is followed in 

conducting such an audit and issuing a self-declaration, thereby strengthening 

the intent of the 2023 Guidelines.  

As on the current date, the CCPA has received self-audit declarations only 

from twenty-four organisations, which have been published on its website. In 

the declarations, the companies have confirmed their compliance with the 

2023 Guidelines and the Advisory, and have stated that they have conducted 

self-audits or audits through independent auditors, to ensure adherence with 

the Advisory.34  

The Advisory signals a preference for soft, self-regulatory compliance 

mechanisms rather than prescribing binding behavioural requirements. 

However, making such audits compulsory, especially through a prescribed 

methodology issued by the CCPA, would help ensure that the platforms 

proactively comply with the 2023 Guidelines and remain free of deceptive 

dark patterns. This move would also provide further clarity to the platforms 

on the parameters to be considered while conducting their self-audit, thereby 

creating uniformity and promptness in compliance across the digital 

ecosystem.   

                                                             
34 Press Information Bureau, Government of India, ‘26 Leading E-Commerce Platforms 

Declare Compliance with Self-Audit to Eliminate Dark Patterns’ (20 November 2025) 

<https://www.pib.gov.in/PressReleasePage.aspx?PRID=2191948&reg=3&lang=2> accessed 

5 May 2026. 
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C. Misleading Advertisement and Unfair Trade Practice 

Traditionally, ‘misleading advertisement’ under Section 2(28) of the Act 

has been understood to primarily cover advertising content.35 However, with 

the increasing dependence on digital platforms, interface design practices 

such as drip pricing and false urgency may also mislead consumers as to the 

nature, substance, quantity and quality of products and services.  

Further, ‘unfair trade practice’ under Section 2(47) of the Act is defined 

broadly to include “trade practice which, for the purpose of promoting the 

sale, use or supply of any goods or for the provision of any service, adopts 

any unfair method or unfair or deceptive practice….”36 Such wide definition 

enables regulatory authorities to subsume dark patterns within the ambit of 

unfair trade practices, as was seen in the proceedings against BookMyShow.37  

Unlike traditional misleading advertisements, which rely on false or 

incomplete representations, dark patterns operate through user interface 

design to influence consumer behaviour, without necessarily altering the 

substantive terms of the offer. This creates a regulatory challenge as 

consumers may be influenced through behavioural manipulation in the 

absence of explicit misrepresentations, thereby creating a need to revisit what 

may be considered ‘deceptive’ and ‘misleading’ under the Act, in the context 

of classifying such practices as misleading advertisements or unfair trade 

practices. Recent adjudicatory developments further indicate that regulatory 

authorities are increasingly interpreting these provisions to include design-

                                                             
35 Consumer Protection Act 2019, s 2(28). 
36 Consumer Protection Act 2019, s 2(47). 
37Central Consumer Protection Authority, Order in the case of Big Tree Entertainment Pvt Ltd 

CCPA-2/20/2023-ССРА (11 February 2025) < 

https://doca.gov.in/ccpa/checkuploaddocs.php?updocs=./uploads/bookmyshow.pdf&unique

_id=> accessed 10 April 2026. 
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based forms of manipulation, extending traditional consumer protection 

principles to digital markets.  

D. E-commerce Rules 

The Consumer Protection (E-Commerce) Rules, 2020 (‘E-Commerce 

Rules’) issued by the Indian government under the Act, are aimed at 

regulating goods and services bought or sold over digital networks and are 

applicable to all forms of unfair trade practices across e-commerce platforms. 

While the Act provides a broad framework for preventing unfair trade 

practices, the E-Commerce Rules give effect to these principles in the context 

of digital commerce, by imposing targeted obligations relating to 

transparency, disclosure, and consumer redressal.38 

The E-Commerce Rules require clear and upfront disclosure of total price 

and e-commerce entities must also ensure that consumers are informed of the 

full consideration payable, including all mandatory charges such as delivery 

fees, handling charges, and taxes.39 This requirement directly addresses 

concerns associated with drip pricing, where costs are revealed in an 

incremental manner during the purchase process, thereby distorting informed 

consumer choice. 

The E-Commerce Rules also require platforms to explain the most 

significant parameters which are utilized to determine ranking of goods or 

sellers on the platform, along with relative importance of each such 

parameter.40 This transparency requirement may act as a deterrent for 

platforms against manipulation of search results or rankings, thereby 

                                                             
38 Consumer Protection (E-commerce) Rules 2020, rule 2. 
39 Consumer Protection (E-commerce) Rules 2020, rule 6(5)(b). 
40 Consumer Protection (E-commerce) Rules 2020, rule 5(3)(f). 
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indirectly discouraging unjustified preference being given to specific sellers 

or product listing. This provision addresses interface-driven influences on 

consumer attention and choice. 

In addition, the E-Commerce Rules mandate the establishment of 

grievance redressal mechanisms, including the appointment of grievance 

officers and prescribed timelines for resolution of consumer complaints.41 

This provides consumers with a formal mechanism to challenge unfair or 

deceptive platform practices. 

The E-Commerce Rules also require clear disclosure of return, refund, 

exchange, warranty, and cancellation policies.42 This is particularly relevant 

in the context of subscription-based models, where cancellation mechanisms 

are often designed to be complex or non-transparent, thereby indirectly 

addressing subscription traps. 

However, despite these safeguards, the E-Commerce Rules do not 

explicitly recognise or regulate behavioural manipulation through UX or UI 

design. Their focus remains primarily on transparency and procedural fairness 

rather than user interface architecture. As a result, practices such as confirm 

shaming, interface interference, and urgency-based manipulation are not 

directly addressed within the rules, even though they materially affect 

consumer autonomy. Accordingly, while the E-Commerce Rules strengthen 

the regulatory architecture for digital commerce, they do not adequately 

address the design-based nature of dark patterns, thereby reinforcing the need 

for a more explicit, principle-driven framework under the broader consumer 

protection regime. 

                                                             
41 Consumer Protection (E-commerce) Rules 2020, rule 4(4) and 4(5). 
42 Consumer Protection (E-commerce) Rules 2020, rule 5(3)(c). 
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IV. US AND EU REGULATIONS 

In the United States, Section 5 of the Federal Trade Commission Act, 

1914 (‘FTC Act’) prohibits the use of unfair or deceptive practices in or 

affecting commerce and serves as the primary legislation against dark pattern 

practices.43 The Federal Trade Commission (‘FTC’) has increasingly relied 

on this provision to challenge a wide range of manipulative dark pattern 

practices, including subscription traps, trick-questions, and pre-selected 

options, by bringing them within the ambit of “unfair’ or ‘deceptive’ conduct. 

FTC recognises that interface design by itself may be used as a vehicle to 

deceive consumers, even in the absence of explicit misrepresentations.44 

This approach is reflected in several recent judicial case laws. In the case 

of FTC vs Amazon.com, Inc., the FTC has alleged that Amazon deployed 

“Iliad Flows”, a manipulative interface design which made it easy for 

consumers to subscribe to Amazon Prime, while making it difficult to cancel 

the subscription, due to the deliberately lengthy and time-consuming 

cancellation process.45 Similarly, in the case FTC vs Age of Learning, Inc.  

(‘ABC mouse’), it was found that the company failed to clearly disclose 

automatic renewal terms and made the cancellation difficult, resulting in a 

settlement through monitory relief of USD 10 million and the company was 

also required to change its subscription practices.46 In another notable case 

                                                             
43 Federal Trade Commission Act 1914, s 5. 
44 OECD, Integrating Consumer Behaviour Insights in Competition Enforcement (n 9). 
45 Federal Trade Commission, 'FTC Takes Action against Amazon for Enrolling Consumers 

in Amazon Prime without Consent and Sabotaging Their Attempts to Cancel' (25 June 2023) 

<https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-takes-action-against-

amazon-enrolling-consumers-amazon-prime-without-consent-sabotaging-their> accessed 18 

June 2026. 
46 Federal Trade Commission, ‘Age of Learning, Inc’ (ABCMouse, 18 September 2021) 

<https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3186-age-learning-inc-

abcmouse> accessed 15 April 2026. 
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involving FTC vs. Epic Games, Inc, the use of deceptive interface designs 

which led to unintended in-app purchases, particularly by children, 

highlighting the need to protect vulnerable stakeholders such as children.47  

The FTC Act is supplemented by The Restore Online Shoppers’ 

Confidence Act, 2010 (‘ROSCA’), which specifically targets online 

subscription practices and online negative option billing features.48 It 

mandates clear and conspicuous disclosure of all material terms, express 

informed consent prior to charging and a simple and accessible cancellation 

mechanism to stop recurring charges.49 FTC has specifically invoked ROSCA 

in conjunction with Section 5 of the FTC Act to address subscription based 

dark pattern practices.  

At the state level, the California Privacy Rights Act, effective 1 January 

2023 (‘CPRA’) which amended the California Consumer Privacy Act 2018 

is particularly significant and is widely recognised as the first legislation to 

explicitly define and regulate dark patterns. The CPRA provides that user 

consent obtained from employing dark patterns does not constitute as valid 

consent. The CPRA defines dark patterns as “user interface designed or 

manipulated with the substantial effect of subverting or impairing user 

autonomy, decision making, or choice” and also prescribes illustrative 

examples to identify non-compliant interface designs.50 The CPRA adopts an 

effects-based approach, where the focus in not on the intent of the business, 

but on whether the design materially undermines the user’s ability to make a 

                                                             
47 Federal Trade Commission, 'Fortnite Video Game Maker Epic Games to Pay More Than 

Half a Billion Dollars over FTC Allegations of Privacy Violations and Unwanted Charges' 

(19 December 2022) <https://www.ftc.gov/news-events/news/press-

releases/2022/12/fortnite-video-game-maker-epic-games-pay-more-half-billion-dollars-

over-ftc-allegations > accessed 15 April 2026 
48 Restore Online Shoppers’ Confidence Act 2010. 
49 Restore Online Shoppers’ Confidence Act 2010, ss 3-4. 
50 California Consumer Privacy Act 2018. 
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free and informed decision. This represents an important shift towards 

recognising interface design as the subject of regulatory scrutiny.  

The U.S. framework reflects a hybrid approach, where broad, principles-

based prohibitions under the FTC Act are combined with targeted statutory 

measures such as under the ROSCA and state-level privacy laws, however, 

the structure’s consequences are double edge. The enforcement of these 

regulations remains largely reactive in nature, producing no clear ex ante 

standards and leaving platforms unable to determine in advance which design 

choices attract liability. However, the recent developments indicate an 

increasing trend to examine digital interface design as a tool of consumer 

deception and manipulation, gradually moving towards a design-based 

regulatory approach. While the Central and the State laws together create a 

stronger framework for consumer protection, it also creates regulatory 

inconsistencies and ambiguities across jurisdictions. 

The European Union regulates dark pattern practices by adopting a multi-

layered and cross sectoral approach, through consumer protection, data 

protection and regulation of digital markets.  

The Unfair Commercial Practices Directive (‘Directive’) which lies at the 

core of EU consumer protection laws, prohibits misleading and aggressive 

commercial practices and includes a limited ‘blacklist’ of practices which are 

deemed unfair in all circumstances. Although the Directive does not expressly 

refer to dark patterns, its broad scope enables regulators to address several 

such practices within the existing categories of deception and coercion.51 

                                                             
51 Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 

concerning unfair business-to-consumer commercial practices [2005] OJ L149/22. 
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However, its framework remains largely effects-based and does not fully 

capture the design-oriented nature of dark patterns. 

The General Data Protection Regulation complements this by addressing 

manipulative design practices in the context of personal data processing. Its 

provisions on consent, transparency, purpose limitation, and privacy by 

design imposes substantive obligations on platforms to ensure that user 

consent is freely given, is informed, and is unambiguous.52 The European 

Data Protection Board’s Guidelines on Deceptive Design Patterns in Social 

Media Platform Interface further develops this approach by identifying 

categories of ‘deceptive design patterns’, with a particular focus on social 

media interfaces.53  

Further, the Digital Services Act (‘DSA’) introduces a direct prohibition 

on deceptive or manipulative interface design. It provides that online 

platforms must not design or operate interfaces in a manner that deceives or 

materially distorts users’ ability to make free and informed decisions.54 This 

provision targets practices such as confirm-shaming, interface interference, 

and making cancellation processes more complex than subscription. 

Additionally, the act imposes systemic risk assessment obligations on very 

large online platforms, including risks arising from interface design.55 

                                                             
52 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 

on the protection of natural persons with regard to the processing of personal data and on the 

free movement of such data (General Data Protection Regulation) [2016] OJ L119/1. 
53 European Data Protection Board, Guidelines 03/2022 on Deceptive Design Patterns in 

Social Media Platform Interfaces: how to recognise and avoid them (14 February 2023) 

<https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-032022-

deceptive-design-patterns-social-media_en> accessed 6 April 2026. 
54 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 

2022 on a Single Market for Digital Services (Digital Services Act) and amending Directive 

2000/31/EC [2022] OJ L277/1. 
55 ibid. 
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The Digital Markets Act (‘DMA’) includes provisions preventing 

designated gatekeepers from deploying manipulative design techniques to 

circumvent regulatory obligations56 and the Artificial Intelligence Act 

prohibits certain AI systems that employ subliminal or manipulative 

techniques capable of materially distorting user behaviour.57 

Enforcement within the EU is decentralised, involving the European 

Commission (particularly under the DSA), national data protection authorities 

under the GDPR, and national consumer protection authorities under the 

Directive. Notable enforcement actions such as significant fines imposed on 

major technology platforms for manipulative cookie consent mechanisms 

demonstrate an increasing willingness to scrutinise interface design 

practices.58 

The EU framework is often criticised for its fragmentation, as different 

legislations address dark patterns through distinct definitions, thresholds, and 

enforcement mechanisms. This is further reinforced by the interaction 

between the DSA and the Directive, as DSA excludes practices covered under 

the Directive, meaning that many business-to-consumer interface 

manipulation practices are primarily assessed under the Directive rather than 

the DSA, creating overlap and uncertainty in applicable standards and 

enforcement.59 The European Commission has initiated steps toward a more 

                                                             
56 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 

2022 on contestable and fair markets in the digital sector (Digital Markets Act) [2022] OJ 
L265/1. 
57 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 

laying down harmonised rules on artificial intelligence (Artificial Intelligence Act) [2024] OJ 

L1689/1. 
58 CNIL (France), 'Cookies and advertisements inserted between emails: Google fined 325 

million euros by the CNIL' (3 September 2025) <https://www.cnil.fr/en/cookies-cnil-fines-

google-and-facebook-non-compliance-consent-rules> accessed 7 April 2026. 
59 Unfair Commercial Practices Directive 2005/29/EC (n 51). 
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harmonised approach, including consultations on a proposed Digital Fairness 

Act, which is expected to introduce a more unified and coherent regulatory 

framework.60 

Taken together, the EU approach reflects a progressively evolving model 

that moves beyond a purely harm-based analysis towards recognising 

interface design itself as a site of regulatory concern. However, the absence 

of a single, consolidated framework continues to pose challenges in ensuring 

consistency and clarity in enforcement. 

      The U.S. model is ill-suited to jurisdictions such as India where consumer 

litigation infrastructure remains underdeveloped. India's framework, operating 

through the 2023 guidelines and proactive CCPA-led enforcement such as 

mandatory self-audits, is closer to the EU model than the U.S. model.  Both 

the EU and Indian frameworks prefer regulatory action over consumer 

litigation, and India is best placed to develop its framework along similar lines 

as the EU. 

V. WIDENED SCOPE OF DARK PATTERNS ENFORCEMENT 

UNDER THE ACT 

Indian courts have in the past consistently focused on the overall 

impression created on a reasonable consumer while adjudicating matters, 

recognising that consumers may be deceived by the manner in which goods 

or services are presented.61   

                                                             
60 Commission, ‘Review of EU consumer law’ (4 October 2022) < 

https://commission.europa.eu/law/law-topic/consumer-protection-law/review-eu-consumer-

law_en> accessed 5 April 2026. 
61 Colgate Palmolive Company v Anchor Health and Beauty Care Pvt Ltd [2003] 108 DLT 51 

(Delhi HC) 68-69. 
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The Indian courts have been prompt in identifying dark pattern practices 

and applying the 2023 Guidelines in relevant cases. The State Consumer 

Disputes Redressal Commission, U.T. Chandigarh (‘Chandigarh 

Commission’) in its order dated 28 December 2023, recognised that forcing 

a consumer to share his personal details without his consent is a dark pattern 

of ‘forced action’ under the 2023 Guidelines.62 Further, the Chandigarh 

Commission, in its order dated 20 February 2024, categorised the practice of 

issuing two separate bills for a single transaction on the pretext of an offer 

handling fee as a dark pattern under the 2023 Guidelines and unfair trade 

practice under the Act.63 Also, the Chandigarh Commission in its order dated 

12 March 2024, held that the supply of a different, lower quality brand than 

the one advertised on the digital platform constitutes as a dark pattern 

practice, and further categorised such conduct as a deceptive, unfair and 

restrictive trade practice.64  

While these cases illustrate that the Indian courts have begun to engage 

with and identify dark pattern practices, they do not yet articulate any 

coherent set of guiding principles or framework that may be applied 

systematically in the future. In the absence of such structured principles, 

enforcement of the 2023 Guidelines remains largely fact specific and reactive, 

and may result in limiting the evolution of jurisprudence in this area. This also 

creates an uncertainty regarding permissible and non-permissible design 

                                                             
62 Pankaj Chandgothia v The Coffee Bean & Tea Leaf, State Consumer Disputes Redressal 

Commission, UT Chandigarh, Complaint Case No 99 of 2023 (28 December 2023) [14]. 
63 Mr Ashwani Chawla v Flipkart Internet Pvt Ltd, State Consumer Disputes Redressal 

Commission, UT Chandigarh, Consumer Complaint No CC/113/2023 (20 February 2024) 

[17]. 
64 Jatin Bansal v M/s Amazon Reseller Services Pvt Ltd and Others State Consumer Disputes 

Redressal Commission (UT Chandigarh) Appeal No 192 of 2023 (12 March 2024) [23]. 
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practices, which may result in uneven enforcement under the consumer 

protection framework.  

The CCPA has also adopted a proactive enforcement approach, including 

initiating suo moto proceedings further to its routine investigation of e-

commerce platforms regarding prevalence of dark pattern practices. CCPA 

has taken suo moto actions against Zepto Marketplace Pvt. Ltd. (‘Zepto’), 

Axelia Solutions Pvt. Ltd. (‘PharmEasy’), Big Tree Entertainment Private 

Limited (‘BookMyShow’) and InterGlobe Aviation Ltd. (‘Indigo Airlines’). 

In the case involving Zepto, CCPA concluded that Zepto was involved in 

the use of dark pattern of drip pricing (where the final payable amount is 

significantly higher than the initial price displayed to the consumer) and 

basket sneaking (which involved pre-selection or automatic addition of paid 

products or services at checkout, without the consent of the consumer). CCPA 

was of the opinion that such practices resulted in violations of Sections 2(28) 

and 2(47) of the Act read with the 2023 Guidelines, falling within the ambit 

of existing doctrines of misleading advertisements and unfair trade practices. 

These practices led to misleading representation of the final price and induced 

consumers to pay charges they did not knowingly agree to, thus undermining 

consumer autonomy.65   

With respect to PharmEasy, which had previously conducted an internal 

self-audit and had come to the conclusion that its practices were in compliance 

with the 2023 Guidelines, similar to the above case, it was observed that 

PharmEasy was engaged in the practice of ‘basket sneaking’.66  

                                                             
65 Central Consumer Protection Authority, Order in the case of Zepto Marketplace Pvt Ltd 

Case No Z-10/1/2025-O/O US(CCPA) (4 December 2025). 
66 Central Consumer Protection Authority, Order in the case of Axelia Solutions Pvt. Ltd. 

ССРА-2/20/2024-ССРА (20 November 2025). 
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These cases demonstrate that dark patterns are being subsumed within the 

scope of existing doctrines of misleading advertisement and unfair trade 

practices. This reflects a judicial tendency to interpret traditional consumer 

protection doctrines in an expansive manner, to accommodate emerging 

forms of digital manipulation, deception and coercion. However, it also raises 

questions regarding dark patterns as an independent regulatory category.  

Further, in the inquiry involving BookMyShow, CCPA as part of its 

preliminary enquiry stated that the practice of basket sneaking includes not 

only goods or services, but also extends to charitable contributions.67 This 

case illustrates that the scope of scrutiny while investigating dark patterns is 

not strictly confined to commercial transactions or profit-driven conduct of 

platforms, but also extends to non-commercial elements which are integrated 

into design architecture. This showcases the broader interpretive approach 

adopted by judicial authorities, wherein the focus is on the design element 

and its impact on the consumer, rather than the underlying commercial nature 

of such activity.  

In the suo moto case involving Indigo Airlines, CCPA in its order stated 

that during the web check-in process, Indigo Airlines does not inform the 

consumers that they can complete the check-in process without choosing a 

preferred seat, in a distinct, clear and unambiguous manner. CCPA instructed 

Indigo Airlines to examine the feasibility of introducing a distinct, clear and 

unambiguous message to the consumers.68  

                                                             
67Central Consumer Protection Authority, Order in the case of Big Tree Entertainment Pvt. 

Ltd. CCPA-2/20/2023-ССРА (11 February 2025). 
68 Central Consumer Protection Authority, Order in the case of InterGlobe Aviation Ltd. 

CCPA-2/10/2024-ССРА (19 June 2024). 
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The CCPA continues to adopt the consumer perception based approach 

developed by Indian courts in its suo moto orders, extending its application 

to digital platform designs. It is actively enforcing the 2023 Guidelines 

through suo moto investigations across digital platforms and industries. 

Notably, the CCPA’s approach also reflects a shift towards identifying 

deficiencies in the design architecture of platforms and its role in steering 

consumer behaviour, rather than focusing solely on a pre-dominantly effect-

based enforcement approach.  

VI. LIMITS OF HARM-CENTRIC APPROACHES IN 

BEHAVIOURAL DESIGN 

There are certain limitations to the present harm-centric approach when 

applied to digital markets. Such an approach is premised on demonstration of 

consumer harm, typically in the form of economic loss or misleading 

representation. However, dark patterns operate in a significantly different 

manner, whereby they influence the process of decision-making itself.  

Firstly, the impact of dark pattern practices is often cumulative in nature, 

in that it collectively impacts user behaviour over time, and may not be 

immediately or easily identifiable. It may not result in a single, identifiable 

instance of harm. Further, repeated exposure to such practices over time 

gradually erodes consumers’ capacity for independent decision-making.   

At times, dark patterns are subtle in nature and structurally invisible 

within the design architecture of platforms. As dark patterns influence the 

decision-making process of the consumer, rather than directly resulting in a 

tangible loss or injury, the identification and assessment of harm caused to 

the consumer may be subject to interpretation. In such a case, it becomes 

imperative to question whether the consumer would have acted differently in 
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the absence of design manipulations, making it difficult to establish clear 

regulatory thresholds.  

Additionally, relying on a harm-based approach may allow such practices 

to persist until regulatory intervention, thereby delaying their identification 

and enforcement of applicable regulations. Such a reactive enforcement 

framework allows manipulative practices to persist unchecked for significant 

periods of time.  

It is also quite challenging for authorities to regulate such practices, while 

striking an appropriate balance between consumer protection and the 

compliance burden on business, in order to avoid over-regulation. Absence of 

clear, enforceable indicators of harm, may result in under-enforcement. 

Conversely, overly broad interpretations of harm may create disproportionate 

obligations on businesses, resulting in over-regulation.   

In addition, a consumer with limited information on consumer rights may 

not even be aware of an enforcement mechanism against dark patterns. While 

he/she may reprimand to another consumer or a third person, they may refrain 

from approaching the authorities in light of the effort to be put in and lack of 

a prompt resolution.  

The above limitations indicate that a harm-centric framework is 

insufficient to address dark pattern practices, due to the unique manner in 

which they influence consumer behaviour. In light of the above regulatory 

challenges, a shift from a harm-centric approach towards regulating user 

interfaces becomes necessary. Such a shift would be more effective in 

addressing dark patterns, as it would address the issue proactively at its 

source, at the stage of development of UX or UI design elements, rather than 

regulating outcomes once consumer harm has already been caused.  
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VII. RECOMMENDATIONS 

While the current framework prescribes guiding principles for the e-

commerce/digital platforms, it lacks a clear and definite set of regulations 

governing platform design, and accordingly, may not stand the test of time (in 

light of the evolving technological advancements). 

It is the authors’ recommendation that the following key principles may 

be added, to complement and strengthen the current framework. Inclusion of 

these principles to the current framework would mandate that consumer 

autonomy is embedded within platform designs, rather than relying only on 

reactive enforcement measures. 

(i) Platforms should ensure that users are able to choose between 

different options with equal ease. Both “yes” and “no”, or “accept” and 

“reject” options should be presented in the same manner, with equal visibility 

and without any technological impediments (such as extra clicks for a 

particular choice). Further, any default setting of the platform should not be 

structured in a manner that advantages the platform over the user.  

 

(ii) Platforms should enable users to exit, unsubscribe, cancel or withdraw 

consent with the same ease as entering, subscribing, or providing consent. 

Consent for all user action should be obtained through clear, affirmative user 

action, and should not be inferred from inactivity, pre-selections, or bundled 

acceptance. 

(iii) Information and instructions should be presented in a clear, simple 

and unambiguous manner, with all key terms (such as pricing, subscription 

terms, auto-renewal, cancellation conditions) disclosed upfront, and 

supported with clear reminders. The total cost payable by the consumer 
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should also be clearly disclosed upfront to prevent the addition of hidden costs 

at the final stage. 

(iv)  Platform design should not emotionally or psychologically 

manipulate users by exploiting feelings of guilt, shame, or fear including 

through urgency cues such as low stock indicators or countdown timers. 

(v) Advertised or sponsored products and services should be clearly 

distinguishable from products and services organically offered on the 

platform. 

(vi)  Data collection practices of the platforms should be aligned with 

applicable data protection laws, ensuring that personal data is collected only 

when necessary and used strictly for the stated purpose.  

(vii) Platforms should be able to conduct regular UI and UX design 

audits to guarantee that the platform does not enable any dark patterns.  

Adopting such principles would ensure a proactive stance against dark 

patterns, thereby reducing ambiguity for businesses by creating clear 

obligations, placing a higher responsibility on businesses, and would aid 

compliance and enforceability. The Consumer Protection Act 2019 and the 

CCPA's Guidelines on Dark Patterns 2023 prohibit specific manipulative 

practices, but neither imposes affirmative design obligations on platforms. 

This matters because the current model requires the CCPA to demonstrate 

deceptive intent on the facts of each complaint, a demanding evidentiary 

threshold.  

Symmetry requirements under Recommendations (i) and (ii) would 

replace that with an objective, auditable standard. Recommendation (iii) 

addresses drip pricing more directly than the existing framework does. 

Recommendations (vi) and (vii) raise a further issue of interface designs that 

nudge users toward broader data permissions through asymmetric choice 
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architecture may simultaneously constitute a dark pattern and a consent 

violation under the Digital Personal Data Protection Act 2023.  

In addition, the implementation of UX and UI audits introduces certain 

practical constraints, given their highly technical nature. Such audits require 

expertise in behavioural sciences, design architecture and legal analysis. 

Regulatory authorities such as the CCPA, in their present capacity, may face 

a limitation in undertaking detailed technical evaluation of interface designs, 

which may impact the effectiveness of enforcement measures. This challenge 

could be addressed by involving individuals with expertise in behavioural 

designs and by constituting specialised technical advisory committees, to 

assist in evaluation of design interfaces.   

While robust regulatory oversight and platform accountability play a 

central role in addressing dark patterns, enhancing consumer awareness may 

also serve a supplementary role in addressing the issue. Consumers should be 

encouraged to critically engage with digital interfaces. Increased digital 

literacy along with accessible grievance redressal mechanisms would enable 

users to better identify and report potentially manipulative practices. 

Additionally, while the CCPA has introduced e-Jagriti and National 

Consumer Helpline services for the consumers to file complaints online, in 

light of the lack of general awareness about such facilities, CCPA may 

consider organizing periodic education camps (through offline and online 

sources) to ameliorate the enforcement system.  

Such improvements will not only strengthen the existence of consumer 

rights, but will also enhance the consumer experience on such platforms, 

thereby promoting a more transparent and trustworthy online commercial 

environment and fostering greater consumer engagement. 
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VIII. CONCLUSION 

The current Indian statutory framework governing dark pattern practices 

continues to rely on a harm-centric model, even as recent regulatory actions 

indicate an emerging shift towards recognising design architecture itself as a 

source of consumer harm.  

Dark patterns primarily operate through interface design choices that 

influence consumer behaviour and undermine consumer autonomy, often 

prior to recognition of any legally actionable harm. As a result, reactive 

enforcement by itself is insufficient to address the issue of dark patterns at its 

core.  

In order to bridge this gap, Indian regulations must move from reactive 

adjudication and towards a principle-driven governance framework. This 

would require formulation of clear design standards that integrate consumer 

autonomy, transparency and informed consent within the design architecture. 

Further, the audit requirement under the Advisory should also be made 

mandatory and should be supported by a standardised methodology 

prescribed by the CCPA, to ensure continuous, effective compliance. 
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I. INTRODUCTION 

Given her demanding role as a busy doctor running her clinic, Ava 

routinely used online shopping platforms for buying groceries and everyday 

necessities. During the Christmas season, the online platform she frequented 

the most presented a limited-time offer: free delivery on all orders for a month 

in exchange of a nominal fee. She excitedly availed the offer, without perusing 

the finer details beneath the promotional announcement, which stipulated 
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automatic enrolment into the platform's premium subscription beginning the 

second month, and Ava unwittingly found herself committed to a subscription 

service. Seven months passed before Ava discovered that she had been 

incurring charges for the monthly subscription. Attempting to rectify this 

oversight, she endeavoured to cancel the subscription through the platform's 

website. However, despite multiple email correspondences with the company, 

her efforts were futile, as the company only allowed for the cancellation of 

online subscriptions after a call to customer care through its representatives. 

Ava’s situation closely mirrors that of the American case of ‘Federal Trade 

Commission v. AMG Capital Management.1 This dispute involved the Federal 

Trade Commission (‘FTC’)and a payday lender, Scott Trucker. On Tucker's 

websites, statements indicated a 30 per cent finance rate for small loans. 

However, in the fine print, customers were presented with two options: 

"decline to renew" and "renewal." Choosing the "renewal" option incurred 

additional finance charges, along with a $50 monthly penalty. Additionally, 

Tucker defaulted customers to the renewal option, burying information about 

switching to the "decline to renew" option within dense text. 

The issues faced by Ava or those in dispute in Trucker’s case are similar 

to what millions of users in India face online every day. With a concerted effort 

to boost the Digital India initiative, India currently has 1.2 billion Internet 

users across the country, with the figure projected to rise to over 1.6 billion by 

2028.2 However, due to a lack of digital literacy among both the urban and 

rural population in India, individuals often fall prey to user interfaces (UI)3 or 

                                                             
1 AMG Capital Management, LLC v Federal Trade Commission [2021] 593 US. 
2 ‘Number of internet users in India from 2010 to 2023, with estimates until 2050’ 

<https://www.statista.com/statistics/255146/number-of-internet-users-in-india/> accessed 27 

April 2026. 
3 User interface works as a medium between human and computer procedures. Simply put, it 

enables seamless communication through the visual representation of any app, website, or 

about:blank


2026]    DARK PATTERNS AND DIGITAL MANIPULATION 62 

user experience (UX)4 that manipulate them into making certain choices which 

they would not have made otherwise. Such patterns that deceptively influence 

consumer choices by modifying the flow of information or manipulating the 

decision space are referred to as dark patterns. 

The paper addresses the emerging use of dark patterns and focuses on 

providing suggestions to contribute to the regulatory mechanism of dark 

patterns. It is structured into three sections. In Section I, the author describes 

dark patterns and presents a taxonomy curated by them after careful 

examination, based on dark patterns mostly faced by Indian users. In Section 

II of the paper, the author conducts a multi-jurisdictional analysis to present a 

wide array of regulatory measures employed by digitally advanced countries. 

In Section III of the paper, a brief introduction to the regulatory mechanism 

present in India is provided. Subsequently, the author identifies the challenges 

presented by current legislation and concludes by proposing suggestions to 

enhance the regulatory system. 

II. WHAT ARE DARK PATTERNS? 

The term “Dark Patterns” was coined in 2010 by Harry Brignull, to 

describe the intentional subverting of choice architecture5 of websites and 

applications “to make you do things that you didn't mean to, like buying or 

                                                             
device. It contains elements like texts, colours, menus, buttons, and videos – everything that 

is visible and usable for users. 
4 User experience determines the kind of interaction the user may encounter with a website, 

application, or platform, depending on the design elements employed. For instance, when a 

website employs design elements which have audio enabled for reading captchas, it facilitates 

a smooth user experience for people who may have difficulty reading the screen. 
5 The term describes how differences in the design of the environment, in which the user is 

presented with options, may influence the user’s decision-making. For instance, before asking 

for a donation online, if a user is presented with sensitive scenarios or videos, it may positively 

influence the user to donate or increase the amount being donated. 
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signing up for something.”6 Dark patterns are ‘interface design choices that 

benefit an online service by coercing, steering, and/or deceiving users into 

making decisions that, if fully informed and capable of selecting alternatives, 

they might not make’.7 

The operations of dark patterns can be broadly understood in a two-fold 

manner in the context of an individual's reasoning. An individual's System I 

reasoning makes semi-conscious, involuntary decisions based on visual and 

audio cues. Meanwhile, System II reasoning involves a more controlled and 

deliberative thought process.8 Dark patterns exploit by manipulating 

individuals to suppress System II thinking, while simultaneously triggering 

System I thinking, compelling users to make choices aligned with the 

platform's preferences.9 At times, dark patterns may be so persuasive and 

detrimental to the consumer that, due to potential financial disadvantages, 

users, instead of opposing them, end up conceding to their influence. Thus, 

dark patterns rely on the exploitation of cognitive and behavioural biases, such 

as specific or heuristic biases, to manipulate consumers into making choices 

that may not be in their best interests but will assuredly result in higher revenue 

for the business.10 

                                                             
6 Deceptive Design, 'What are deceptive patterns?' <https://www.deceptive.design/> accessed 

28 April 2026. 
7 Mark Leiser, '"Dark patterns": the case for regulatory pluralism' (2020) SSRN Research 

Paper 3625637 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3625637> accessed 18 

June 2026. 
8 The terms System 1 and System 2 thinking were initially introduced by Keith Stanovich and 
Richard West in 2000. However, the distinction between these two cognitive systems has 

regained prominence, particularly due to Daniel Kahneman's use of the terminology in his 

book 'Thinking, Fast and Slow’. 
9 Maximilian Maier and Rikard Harr, ‘Dark Design Patterns: An End-User Perspective’ 

(2020) 16 Human Technology 170 <https://doi.org/10.17011/ht/urn.202008245641> accessed 

18 June 2026. 
10 Jamie Luguri and Lior Strahilevitz, ‘Shining a Light on Dark Patterns’ (2021) 13 Journal 

of Legal Analysis 43 <https://doi.org/10.1093/jla/laaa006> accessed 18 June 2026. 
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Dark patterns can be distinguished from one another based on their 

efficiency in persuading a consumer away from their original preferences. 

Mild dark patterns are characterized by subtlety and exhibit content-agnostic 

traits.11 When a website mandates the acceptance of cookies for better 

functioning and enhanced compatibility, it is a form of mild dark pattern. 

These subtle patterns can be layered simultaneously to significantly influence 

consumer decision-making. However, a juxtaposition exists in the efficacy of 

mild and aggressive dark patterns, with the former sometimes proving as 

effective as the latter or even more so because aggressive dark patterns are 

prone to recognition by users and often result in backlash.12  

Before regulating dark patterns, it is essential for legislators to be able to 

classify them. However, existing taxonomies suffer from several limitations. 

Most frameworks classify dark patterns based on interface design techniques 

or specific consumer harms and were developed in the context of relatively 

static digital environments.13 Consequently, they do not adequately account 

for emerging forms of algorithmic and AI-driven dark patterns that 

dynamically adapt to individual users through personalization, behavioural 

profiling, and micro-targeting. Further, existing classifications are often 

fragmented across consumer protection, data protection, and platform 

governance contexts, making them less suited for a holistic regulatory 

                                                             
11 Jamie Luguri and Lior Strahilevitz, 'Shining a Light on Dark Patterns' (2021) 13 Journal of 
Legal Analysis 43<https://doi.org/10.1093/jla/laaa006> accessed 18 June 2026. 
12 Thomas Mildner, Albert Inkoom, Rainer Malaka and Jasmin Niess, ‘Hell is Paved with 

Good Intentions: The Intricate Relationship Between Cognitive Biases and Dark Patterns’ 

(arXiv, 12 May 2024) <https://doi.org/10.48550/arXiv.2405.07378> accessed 18 June 2026. 
13 Kadir Deligöz, 'Consumer Manipulation with Artificial Intelligence: Dark Patterns and 

Hidden Techniques' in Özgür Aslan (ed), Consumer, Marketing, AI: Dark Sides and Ethics 

(Özgür Publications 2025) 201 <https://doi.org/10.58830/ozgur.pub710.c3029> accessed 18 

June 2026. 
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assessment.14 Given these limitations, the author proposes a new taxonomy15 

that focuses on the effect of dark patterns on decision-making and user choice, 

with the objective of providing a more future-oriented framework that is 

responsive to contemporary technological developments and the Indian 

regulatory landscape. 

Taxonomy based on the effect of dark patterns on decision-making or 

user's choice & corresponding subcategories of dark patterns. 

Categories Explanation Sub-types 

D
ec

is
io

n
 m

a
k

in
g
 

Social 

Engineeri

ng 

Urgency 

Imposition of deadlines 

to accelerate decision 

making. 

Fake 

Countdown 

timer 

Limited-time 

messages 

Social 

proof 

Activity 

messages 

                                                             
14 Susana C Silva, Elena Gasulla-Tortajada and Nuno de Sousa, ‘Dark Patterns: Reclaiming 

Autonomy in Online Shopping in the Age of AI’ in Daniel Diwakar (ed), Encyclopedia of 

Artificial Intelligence in Marketing (Springer 2026) <https://doi.org/10.1007/978-3-031-
75316-9_108-1> accessed 18 June 2026. 
15 The taxonomy classifies dark patterns based on their impact on specific aspects of an 

individual, namely, decision-making and user's choice. While a dark pattern may have 

overlapping influences, the categorization is predicated on the predominantly affected aspect. 

The distinction between decision-making and the user's choice is based on the fact that 

decision-making relies on dark patterns influencing the process by which a conclusion may 

be reached, whereas the user's choice is influenced by dark patterns distorting a person’s 

perception and mindset. 
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Using others' actions or 

behavior to influence 

users. 

Deceptive 

Testimonials 

Scarcity 

Targets scarcity bias to 

increase the perceived 

value of an item. 

Low-stock 

messages 

High-demand 

messages 

Interface 

Interferen

ce 

Misdirecti

on/Stirring 

Designing visually 

appealing UI/UX to 

exploit cognitive bias 

while diverting users 

from making an 

informed choice. 

Pressured 

Selling 

Aesthetic 

Manipulation 

Cuteness 

Toying with 

Emotions 

Hidden 

Information 
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False 

Hierarchy 

Intermediate 

currency 

Passive 

Misleading 

Omissions 

Depriving users of the 

autonomy to make 

choices by presenting 

options selected by 

default. 

Pre-selection 

Misleading 

Visual 

Interferenc

e 

Misrepresentation of 

pop-ups as favourable 

visual elements to 

generate traffic. 

Disguised 

Advertisemen

ts 

Misleading 

Presentatio

ns 

Usage of misleading 

language that, when 

read carefully, differs 

from what is being 

presented. 

Trick 

Questions 

 
Confirm 

Shaming 
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Nagging 

 

Repeated pop-ups to 

coerce consumers into 

making a choice. 

Repeated 

dialog 

messages/Con

tinuous 

Prompting 

Too many 

options 

Fickle 

Misrepresenting data in 

a convoluted manner to 

influence decision-

making. 

Lacking 

hierarchy 

Decontextuali

zation 

Left in the 

dark 

Misleading users by 

presenting conflicting or 

ambiguous language so 

that users make 

decisions based on the 

leading information 

presented. 

Ambiguous 

wording or 

information 

Conflicting 

information 

Language 

discontinuity 
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Algorithm

ic Dark 

Patterns 

Micro-

targeted 

interfaces 

Using individual user 

vulnerabilities collected 

through big data and 

machine learning to 

manipulate user choices 

for profit or conversion 

maximisation. 

Unique 

recommendati

ons, adds, 

prompts or 

even entire 

websites 

designed in 

real time 

U
se

r’
s 

ch
o
ic

e
 

 

Forced 

action 

Undesirabl

e 

Imposition 

Only providing access 

to any service or 

platform after obtaining 

personal data. 

 

Forced 

Registration 

Forced 

Enrolment 

Social 

Pyramid/A

ddress 

Book 

Leeching 

Using personal data to 

access the user's 

contacts and networks. 

Friend Spam 

Misuse of 

user’s 

personal 

data 

 

Compelling users to 

provide more 

Gamification 

Privacy 

Zuckering 
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information than is 

necessary. 

 

Obstructi

on/Hinder

ing 

Restricting 

Specific 

Actions 

Prevents the user from 

deleting the existing 

account or retains 

personal data despite 

deletion. 

Immortal 

Accounts 

Hard to 

cancel 

While subscribing to a 

service may be made 

easy, the cancellation 

process is comprised of 

multiple complex steps. 

Roach Motel 

Hiding 

Informatio

n/Skipping 

Deprives the user of the 

right to make an 

informed choice by 

comparing prices of two 

products. 

Price 

Comparison 

Prevention 

Sneaking 
Forced 

Continuity 

Charging credit cards 

without warnings after 

the trial period ends. 

Hidden 

subscription 
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Forced 

Acceptanc

e 

Adding additional 

products to the basket 

without the user's 

knowledge. 

Disregarding the user's 

choice by often doing 

the opposite of the 

action selected by the 

user. 

Sneak into 

basket 

Bait and 

Switch 

Delaying 

Provisions 

Increasing the checkout 

price by charging 

additional fees, such as 

service and delivery 

fees, taxes, etc. 

Hidden Costs 

 

III. NAVIGATING INTERNATIONAL JURISDICTIONS 

A. The United State of America 

1. SECTION 5(16), FEDERAL TRADE COMMISSION ACT (FTC)16 

Section 5 of the FTC Act is the major regulation against dark patterns in 

the US. The FTC has the necessary jurisdiction to enforce and investigate "any 

person, partnership, or corporation engaged in or affecting commerce.”17The 

                                                             
16 Federal Trade Commission Act,1914. 
17 Federal Trade Commission Act 1914, s.46. 
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authority of the FTC is intentionally kept broad, as enforced by the US 

Supreme Court in the case of FTC v. Sperry & Hutchinson Trading Stamp 

Co.18, which acknowledged the FTC's power to define and prohibit practices 

with adverse effects on consumers.19 

The FTC may consider any material “representation, omission, or 

practice” that is likely to mislead consumers who are acting reasonably under 

the circumstances as deceptive.20 Any information presented as “important to 

consumers and, hence, likely to affect their choice of, or conduct regarding, a 

product,"21 or “any express claims made by a company”22 is considered prima 

facie material. Interestingly, the Commission doesn't need to prove that a 

majority of consumers were misled, as liability can be established even if a 

significant number of consumers were misled. Furthermore, the FTC doesn't 

have to demonstrate that defendants intended to deceive consumers; it is 

sufficient that the overall impression of the defendant's communication is 

misleading.23 

2. CONSUMER FINANCIAL PROTECTION ACT (CFPA)24 

The Consumer Financial Protection Bureau (CFPB) has strongly 

condemned dark patterns through a circular,25 declaring them violative of the 

prohibition on “unfair, deceptive, or abusive acts or practices” stipulated in the 

                                                             
18 FTC v Sperry & Hutchinson Co, 405 US 233, 244; n 5. 
19 ibid. 
20 Cliffdale Association Inc, 103 FTC 110, 1984 WL 565319 (FTC, 23 March 1984). 
21 FTC v Cyberspace.com LLC, 453 F.3d 1196, 1201 (9th Cir 2006). 
22 FTC v Pantron 1 Corp, 33F.3d 1088 (9th Cir 1994). 
23 Fanning v FTC 821 F.3d 164, 170-171 (1st Cir 2016). 
24 Consumer Financial Protection Act 2010. 
25 Consumer Financial Protection Bureau, ‘Circular 2023-01: Unlawful Negative Option 

Marketing Practices’ (19 January 2023) 

<https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/cfpb_unlawful-

negative-option-marketing-practices-circular_2023-01.pdf> accessed 14 April 2026. 

about:blank
about:blank
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CFPA. The CFPB specifically addresses the prohibition on “abusive conduct”, 

emphasizing that dark patterns constitute a significant hindrance to consumers' 

comprehension of terms and conditions.26 The CFPB's definition of abusive 

conduct appears more comprehensive than the FTC's scope of unfair conduct. 

An abusive practice is one that materially interferes with a consumer's 

understanding of a term or condition in a financial product or service.27 It 

includes taking advantage of a consumer's lack of understanding regarding 

risks, costs, or conditions, as well as exploiting their inability to safeguard 

their interests. This provision effectively addresses the manipulation of 

consumers through the exploitation of cognitive biases. 

3. THE RESTORE ONLINE SHOPPERS' CONFIDENCE ACT (ROSCA)28 

ROSCA29 is another federal law that prohibits third-party sellers from 

charging customers unless the consumer provides informed consent. 

According to this statute, the customer must indicate that they are ready to 

conduct business with the third party30 only after being provided with an open 

and conspicuously visible disclosure outlining all of the important terms of the 

transaction. The purpose of this law is to prevent scenarios in which 

consumers, having completed a desired transaction with a vendor, 

inadvertently sign up for a product or service from a third party. 

                                                             
26 ibid. 
27 12 US Code, s. 5531. 
28 15 US Code, ss. 8401-05. 
29 Restore Online Shoppers’ Confidence Act 2010, Pub L 111-345, 124 Stat 3618 

<https://www.congress.gov/111/plaws/publ345/PLAW-111publ345.pdf> accessed 13 April 

2026. 
30 15 US Code, s. 8420. 
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4. DECEPTIVE EXPERIENCES TO ONLINE USERS’ REDUCTION 

(DETOUR)31 

In late July 2023, the DETOUR Act was reintroduced in the US Senate to 

prevent online platforms with over 100 million monthly users from using 

"dark patterns" to deceive users into providing personal data.32 It mandates 

platforms to obtain consent for using personal data for research and prohibits 

features that encourage compulsive use by minors.33 It also directs large online 

operators to establish an Internal Review Board for oversight.34 However, 

critics have expressed concerns about the broad authority granted to the FTC, 

fearing it could label almost all major websites as presumptively illegal.35 

Some also highlight the vague language used in the bill, questioning how 

regulators identify a company's "purpose" for designing a UI, and when the 

effect of such design is deemed "substantial."36 

B. The European Union (EU) 

                                                             
31 Deceptive Experiences to Online Users Reduction Act, s 2593, 118th Cong (2023). 
32 Mark R, “Reintroduce Bipartisan Legislation to Ban Manipulative Dark patterns” (Warner 

Press Release, 28 July 2023) 

<https://www.warner.senate.gov/public/index.cfm/2023/7/warner-fischer-lead-bipartisan-
reintroduction-of-legislation-to-ban-manipulative-Dark-patterns> accessed 14 April 2026. 
33 Deceptive Experiences to Online Users Reduction Act, s 1084, 116th Cong (2019). 
34 ibid. 
35 Bhavik Nagda, ‘Dark patterns and Where to Find Them: The DETOUR Act’ (Medium, Aug 

13, 2019) <https://medium.com/@machinesplussociety/Dark-patterns-and-where-to-find-

them-the-detour-act-b42ff61e4e17> accessed on 23 April 2026. 
36 Gregory Day & Abbey Stemler, ‘Are Dark patterns Anticompetitive?’ (2020) 72 Ala L Rev 

1. 
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1.  THE EUROPEAN DATA PROTECTION BOARD (EDPB) 

The European Data Protection Board (‘EDPB’) released guidelines37 to 

address dark patterns in March 202238, exclusively focusing on social media 

interfaces, categorizing them as elements of user interface or user experience 

that may lead users to make "unintended, unwilling, and potentially harmful 

decisions”39 regarding their personal data. Acknowledging dark patterns 

solely within social media interfaces restricts the scope and applicability of the 

guidelines. Nevertheless, the guidelines acknowledge the interdisciplinary 

nature of dark patterns, violating both data protection and consumer protection 

principles. However, it is worth noting that the guidelines explicitly borrow 

definitions from the General Data Protection Regulation (‘GDPR’)40, 

rendering them predominantly data-protection oriented. This orientation is 

evident in the terminology used and the principles advocated, closely aligning 

with data protection concepts. They meticulously categorize dark patterns into 

six distinct types based on their respective effects: overloading, skipping, 

stirring, hindering, fickle, and leaving users in the dark.41 

                                                             
37 European Data Protection Board, Guidelines 03/2022 on Deceptive Design Patterns in 

Social Media Platform Interfaces: how to recognise and avoid them (14 February 2023) 

https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-032022-

deceptive-design-patterns-social-media_en accessed 18 June 2026. 
38 European Data Protection Board, Guidelines 03/2022 on Deceptive Design Patterns in 
Social Media Platform Interfaces: how to recognise and avoid them (14 February 2023) 

https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-032022-

deceptive-design-patterns-social-media_en accessed 18 June 2026. 
39 ibid. 
40 Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing 

of personal data and on the free movement of such data (General Data Protection Regulation) 

[2016] OJ L 119/1. 
41 ibid. 
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2. THE GENERAL DATA PROTECTION REGULATION (GDPR) 

The GDPR42 was implemented in May 2018 in Europe and requires that 

the companies that process data must adhere to the seven principles of 

protection and accountability as outlined in Article 543. The GDPR plays the 

principal role in the governance of dark patterns; however, the term "dark 

patterns" is not expressly mentioned in the legislative framework. The GDPR 

is focused on the transparent and fair processing of data based on "valid44" 

consent. According to Article 6(1)(a), processing of data is deemed lawful 

only when the data subject has given specific and informed consent. Therefore, 

consent obtained through nudges45 or dark patterns stands vitiated under the 

GDPR. 

3. THE DIGITAL SERVICES ACT (DSA) 

The DSA46 is the EU's first legislation to regulate online intermediaries 

within the EU market and provides a legal definition47 for dark patterns. 

                                                             
42 ibid. 
43 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 

on the protection of natural persons with regard to the processing of personal data and on the 

free movement of such data (General Data Protection Regulation) [2016] OJ L 119/1, art 5. 
44 Intersoft Consulting, ‘Consent’ (GDPR-Info.eu) <https://gdpr-info.eu/issues/consent/> 

accessed 23 April 2026; The basic requirements for the effectiveness of a valid legal consent 

are defined in Article 7 and specified further in recital 32 of the GDPR. 
45 When design elements are used to manipulate consumers and guide their behaviour, it is 

referred to as nudges. Nudging is achieved by making structural changes to the architecture 

of websites, applications, platforms, etc. 
46 Regulation (EU) 2022/2065 on a Single Market For Digital Services (Digital Services Act) 

[2023] OJ L277/1. 
47 By amendment 40, Recital 39a has been added to the Digital Services act, which expressly 
recognizes dark patterns and states that: “Recipients of a service should be able to make a free, 

autonomous and informed decisions or choices when using a service and providers of 

intermediary services shall not use any means, including via its interface, to distort or impair 

that decision-making. However, certain practices typically exploit cognitive biases and 

prompt recipients of the service to purchase goods and services that they do not want or to 

reveal personal information they would prefer not to disclose. Therefore, providers of 

intermediary services should be prohibited from deceiving or nudging recipients of the service 

and from distorting or impairing the autonomy, decision-making, or choice of the recipients 
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Article 25 explicitly prohibits the inclusion of dark patterns in online choice 

architectures on platforms.48 However, a notable limitation of the legislative 

instrument is that it applies only to "online platforms”49. This narrow 

applicability excludes liability for online entities and actors that frequently 

employ dark patterns but do not meet the criteria of "online platforms." 

Nevertheless, the DSA serves as protective legislation, enhancing the EU's 

digital design acquis50 to address all types of dark patterns, including those not 

covered by GDPR and UCPD, and any emerging patterns. However, the 

practical applicability of the act is perspicuous due to jurisdictional 

ambiguities. Additionally, the hefty fines and penalties envisioned under the 

DSA serve as an added disincentive for online platforms to engage in activities 

that may contravene the legislation.51 

4. THE DIGITAL MARKETS ACT (DMA) 

The DMA52 addresses the unfair practices of large online platforms which 

are classified into “gatekeepers53” based on quantitative parameters such as 

                                                             
of the service via the structure, design or functionalities of an online interface or a part thereof 

(‘dark patterns’).” 
48 Digital Services Act, art 25. 
49 Digital Services Act, art 2. 
50 To combat the rise in the use of dark patterns, EU has an emerging digital design acquis 

consisting of Digital Services Act 2023, the Digital Markets Act 2023, the Data Act 2023 and 

the Proposal for an Artificial Intelligence Act 2021 to regulate such patterns. 
51 Starting from 17 February 2024, the Commission can apply levy fines on online platforms 

upto 6% of their worldwide annual turnover in case of breach of DSA obligations or failure 

to comply with interim measures. 
52 Regulations (EU) 2022/1925 on contestable and fair markets in the digital sector and 
amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) [2023] OJ 

L 265/1. 
53Commission, ‘Digital Markets Act: Commission designates six gatekeepers’ 

<https://ec.europa.eu/commission/presscorner/detail/en/ip_23_4328> accessed 22 April 

2026. Pursuant to this Regulation, a small number of large undertakings providing core 

platform services with considerable economic power are designated as gatekeepers. The 

European Commission under the DMA has designated, six gatekeepers - Alphabet, Amazon, 

Apple, ByteDance, Meta, Microsoft. According to the European Commission, there are three 
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market position, the ability to connect business users with end users, etc. These 

platforms offer a range of services, including search engines, social networks, 

and cloud computing services.54 The identification of gatekeepers, allows 

regulators to rivet platforms that are most likely to engage in unfair trade 

practices or employ dark patterns. Monitoring and auditing by regulators 

disincentivises online platforms from using non-neutral design, or subversion 

of user autonomy, decision-making, or choice through the structure, function, 

or operation of a user interface.55 It is noteworthy that the regulation of dark 

patterns by the DMA is not restricted to "gatekeepers," but to all online 

platforms. 

5. THE DATA ACT 

The Data Act56 aims to cover a wider range of dark patterns that may 

hinder users from exercising their rights under data protection law, such as 

data access, data portability or data erasure57. It seeks to regulate the sharing 

of data among manufacturers and providers of related services or connected 

products. It largely applies to the data generated by the Internet of Things 

(‘IoT’)58, which requires both business-to-consumer (‘B2C’) and business-to-

                                                             
main quantitative criteria that create the presumption that a company is a gatekeeper as defined 

in the DMA.” 
54 ibid. 
55 ibid. 
56 Regulation (EU) 2022/868 on European data governance (Data Governance Act) [2022] OJ 

L 152/1. 
57 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 

2023 on harmonised rules on fair access to and use of data (Data Act) [2023] OJ L 2854/1, art 
4(4); It addresses the prohibition of dark patterns in the Data Act as follows: “Data holders 

shall not make the exercise of choices or rights under this Article by the user unduly difficult, 

including by offering choices to the user in a non-neutral manner or by subverting or impairing 

the autonomy, decision-making or choices of the user via the structure, design, function or 

manner of operation of a user digital interface or a part thereof.” 
58The Internet of Things (IoT) encompasses a network of interconnected devices and 

technologies that generate data shared over the cloud. This extensive data sharing aims to 

enhance performance, improve technology, and introduce more advanced devices. For 
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business (‘B2B’) entities to collect and share data. It defines dark patterns as 

“design techniques that push or deceive consumers into decisions that have 

negative consequences for them.”59 This act supplements consumer law while 

recognising the autonomy of users in terms of data sharing and data portability 

as cardinal. It aligns with the GDPR, and the same can be garnered from the 

advocacy of the data minimisation principle in Recital 3460. 

6. UNFAIR COMMERCIAL PRACTICES DIRECTIVE (‘UCPD’) 

The UCPD stands as the cornerstone legislative instrument in the 

European Union's consumer law, regulating unfair commercial practices while 

upholding the principle of fairness in trade and commercial activities. The 

UCPD does not explicitly acknowledge the presence of dark patterns or 

deceptive tactics based on cognitive and behavioural biases by commercial 

entities. However, if these patterns have a hidden commercial intent that 

prevents or dissuades consumers from evaluating the cost at which they 

provide access to their data, it is classified as an unfair trade practice under the 

UCPD. The "average consumer," presumed to be a "reasonably well-informed 

and circumspect observer," serves as the benchmark for determining 

fairness61. Within the UCPD, consumers possess a right of self-determination, 

allowing them to either accept or reject the price proposed for a product or 

                                                             
example, a smart fridge equipped with IoT sensors enables owners, even if located in a 

different country, to adjust the fridge's temperature using their phone from a remote location. 
59 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 

2023 on harmonised rules on fair access to and use of data (Data Act) [2023] OJ L 2854/1, 

art6(2)(a). 
60 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 

2023 on harmonised rules on fair access to and use of data (Data Act) [2023] OJ L 2854/1, 

recital 34. It mandates that third parties should not design their digital interfaces using dark 

patterns to manipulate consumer into disclosing more data than necessary. 
61 Cătălin Gabriel Stănescu, ‘The Responsible Consumer in The Digital Age: On the 

Conceptual Shift From ‘Average’ To ‘Responsible’ Consumer and The Inadequacy of the 

‘Information Paradigm’ In Consumer Financial Protection’ (29 April 2019) 24 Tilburg Law 

Review, 154. 
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service in an economic exchange.62 Through creative interpretation, the broad 

principles of the UCPD, such as fairness and self-determination, are capable 

of addressing dark patterns. 

While both the GDPR and UCPD focus on the same principles like 

fairness, their approach towards dark patterns can be distinguished. The GDPR 

emphasizes a different type of protection for pre-processing, where 

prioritisation of the data and consumer protection regime is considered 

paramount. Conversely, the UCPD regulates the pre-contractual 

environment.63 

IV. INDIA’S REGULATORY MECHANISM 

On November 30, 2023, the Central Consumer Protection Authority 

(‘CCPA’) officially notified the Guidelines for Prevention and Regulation of 

Dark Patterns, 202364 under Section 18 of the Consumer Protection Act, 2019 

(‘CPA’). According to Guideline 5, the act only recognizes the dark patterns 

listed in Annexure 165 of the guidelines, considering all these patterns as illegal 

per definition. Moreover, the guidelines fail to delineate how dark patterns can 

be differentiated from merely unfriendly designs. 

While efforts have been made to extend the guidelines to advertisers and 

sellers, the operative restrictions in the guidelines refer to all “persons 

                                                             
62 Bram B Duivenvoorde, ‘Consumer Benchmarks in The Unfair Commercial Practices 

Directive’ (Springer International PU 2016). 
63 Mark Leiser, ‘“Dark Patterns”: The Case for Regulatory Pluralism’ (2020) SSRN 

<https://ssrn.com/abstract=3625637>. 
64 Department of Consumer Affairs, ‘Guidelines for Prevention and Regulation of Dark 

Patterns, 2023’ <‘https://consumeraffairs.nic.in/sites/default/files/file-

uploads/latestnews/Draft%20Guidelines%20for%20Prevention%20and%20Regulation%20o

f%20Dark%20Patterns%202023.pdf>. 

65 According to guidelines, the CCPA holds power to identify new dark patterns and make 

additions to the Annexure 1 accordingly. 
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(including platforms).” This linguistic contradiction presents significant 

regulatory challenges. The guidelines present a preponderance of regulatory 

overlap, resulting in deadlocks where entities employing dark patterns may be 

punished under two or more legislations, regulations, guidelines, etc. 

Guideline 666 states that the given guidelines align with other laws, rules, or 

regulations under which dark patterns may already be regulated for the time 

being, such as the 'Guidelines for Online Deceptive Design Patterns in 

Advertising’67 undertaken by the Advertising Standards Council of India 

(‘ASCI’). It is imperative for the scope and jurisdiction of applicable 

legislations to be delineated carefully and harmoniously. A pluralistic 

approach is sine qua non to congruously address them. Going ahead, the author 

will elaborate on these challenges and present solutions accordingly. 

V. CHALLENGES ASSOCIATED WITH THE REGULATION OF 

DARK PATTERNS AND SUGGESTIVE SOLUTIONS 

A. Futureproofing against Dark Patterns in the age of Artificial 

Intelligence 

Businesses are increasingly utilizing algorithmic tools such as Machine 

Learning (‘ML’),68 pervasive tracking, and AI analysis of large datasets to 

customize advertising, decide pricing, and even design entire websites, all 

aimed at optimizing profits. Modern technology allows businesses to generate 

numerous unique variations of online content tailored for specific consumers 

                                                             
66 ibid. 
67 Advertising Standards Council of India, ‘Guidelines for Online Deceptive Design Patterns 

in Advertising’ (15 June 2023) <https://www.ascionline.in/wp-

content/uploads/2023/05/Guidelines-for-Online-Deceptive-Design-Patterns-in-

Advertising.pdf>. 
68 Machine Learning (ML) is a domain of AI, dedicated to the creation and exploration of such 

statistical algorithms which have the ability to consistently learn from data, enabling them to 

generalize and discern patterns. Consequently, they can adeptly execute tasks without the need 

for explicit functions. 
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and contexts. It facilitates targeting based on personality traits, education 

levels, or recent life events, thereby increasing susceptibility to deception.69 

Research indicates that aligning banner ads with consumer impulsivity 

significantly enhances advertising effectiveness.70 

Once a person becomes accustomed to a particular technology, the device 

or interface itself fades from conscious attention, allowing one to focus on the 

tasks we use it for.71 Users do not pay attention to how the interface design 

influences their interactions and perception of online content.72 In fact, 

consumers see themselves as controlling the interface. This was demonstrated 

in an experiment examining the use of dark patterns in the marketing of 

identity-theft protection services. Participants were presented with webpages 

employing varying degrees of manipulative design.73 The study found that 

participants exposed to aggressive dark patterns were approximately four 

times more likely to accept the offer than those presented with a neutral 

interface. Interestingly, even participants who were influenced by the most 

manipulative designs reported feeling that they were free to reject the offer.74 

The findings suggest that dark patterns can significantly influence consumer 

behaviour while simultaneously creating the perception that users are acting 

independently and voluntarily.75 

                                                             
69 Roger Allan Ford, ‘Data Scams’ (2019) 57 HOUS L REV 111. 
70 Glen L Urban and others, 'Morphing Banner Advertising' (2014) 33 MKTG SCI 27, 35. 
71 Daniel Susser et al, Technology, Autonomy, and Manipulation, 8 INTERNET POL’Y REV 
(2019). 
72 Langdon Winner, ‘Do Artifacts Have Politics?’, 109 DAEDALUS (1980) 121, 125. 
73 Jamie Luguri and Lior Jacob Strahilevitz, ‘Shining a Light on Dark Patterns’ (2020) SSRN 

<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3431205>. 
74 Grant Clauser, ‘Amazon’s Alexa Never Stops Listening to You Should You Worry?’ 

WIRECUTTER (Aug 8, 2019), <https://thewirecutter.com/blog/amazons-alexa-never-stops 

listening-to-you> accessed 21 April 2026. 
75 ibid, 76. 
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Furthermore, surveys indicate a direct correlation between recent negative 

life events and susceptibility to fraud.76 These emotional states affect 

susceptibility to deceptive design and can be detected through big data 

analytics.77 In 2017, Facebook claimed it could monitor posts and photos in 

real-time to identify when young people felt various negative emotions.78 

While the accuracy of such predictions may be imperfect, they can still be 

exploited to reach vulnerable consumers.79 Stress, anxiety, and depression can 

impair cognitive function and decision-making, making individuals more 

susceptible to deceptive practices.80 

Traditionally, brands appealed to consumers' emotional and moral 

systems, but today's marketing strategies focus on influencing habits and 

employing cognitive shortcuts to increase profits.81 When automation is 

employed to boost profitability, dark patterns are inadvertently prompted by 

algorithms due to their effectiveness. Essentially, AI tracks consumers, 

                                                             
76 Keith B Anderson, ‘Mass-Market Consumer Fraud in the United States: A 2017 Update’ 

(October 2025) <https://www.ftc.gov/system/files/documents/reports/mass-market-

consumer-fraud-united-states-2017-

update/p105502massmarketconsumerfraud2017report.pdf> accessed 26 April 2026. 
77 Forbrukerrådet, Deceived by Design: How Tech Companies Use Dark Patterns to 

Discourage Us From Exercising Our Rights to Privacy (Report, 2018) 

https://storage02.forbrukerradet.no/media/2018/06/2018-06-27-deceived-by-design-final.pdf 

accessed 18 June 2026. 
78 Sam Levin, 'Facebook Told Advertisers It Can Identify Teens Feeling ‘Insecure’ and 

‘Worthless’’, Guardian <https://www.theguardian.com/technology/2017/may/01/facebook-

advertising-data-insecure-teens> accessed 27 April 2026. 
79  SJ Lupien and others, 'The Effects of Stress and Stress Hormones on Human Cognition: 

Implications for the Field of Brain and Cognition’ (2007) 65 BRAIN & COGNITION 209, 

231. 
80 Carrie Shilyansky and others, ‘Effect of Antidepressant Treatment on Cognitive 

Impairments Associated with Depression: A Randomised Longitudinal Study’ (2016) 3 

LANCET PSYCHIATRY. 
81 Kathryn A LaTour, Michael S LaTour, 'Positive Mood and Susceptibility to False 

Advertising’ (2009) 38 J ADVERT. 
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identifies vulnerable demographics, and optimizes the timing of conversion 

and sales to exploit this vulnerability. 

This challenge is exacerbated in the era of micro-targeting,82 where 

advertisements are tailored to individual customers based on data analysis of 

past behaviour. Therefore, as ML systems develop, it is crucial for the law to 

incentivize businesses to implement guardrails and establish root and 

fundamental principles for their regulation. 

To address the use of algorithmic dark patterns in the legal system, the 

following approach should be undertaken: 

1. IDENTIFICATION OF UNLAWFUL CONDUCT 

It is crucial to identify algorithmic dark patterns because they create an 

illusion of choice. Consequently, individuals are less likely to realize the use 

of dark patterns, making it even less likely for them to report such instances. 

Dark patterns impart an illusion of autonomy when decisions result from 

manipulation based on the analysis of psychological and behavioural data. 

People generally view digital interfaces as lacking agency and only as tools 

for interacting with content and others, making them less likely to notice the 

extent to which online materials might be designed to deceive.83 Once a person 

becomes accustomed to a particular technology, the device or interface itself 

fades from conscious attention, allowing one to focus on the tasks we use it 

                                                             
82 Microtargeting involves personalizing or curating ads based on a user's personal data, digital 

footprints, etc. The user's digital presence is distilled into data, which advertising companies 

then use to infer personality traits, likes, and dislikes when designing advertisements. 
83 Jeffrey Heer & Peter Khooshabeh, ‘Seeing the Invisible, Avi WORKSHOP ON INVISIBLE 

& TRANSPARENT INTERFACES’<https://faculty.washington.edu/tanimoto/iti/heer-

khooshabeh.pdf> accessed 29 April 2026. 
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for.84 Users do not pay attention to how the interface design influences their 

interactions and perception of online content.85 Businesses may exploit these 

tendencies by algorithmically creating dark patterns that give the illusion of 

choice and consent when, in reality, there is none, ultimately forcing 

consumers to act against their best interests.86 

2. APPOINTMENT OF NATIONAL REGULATORS TO MONITOR 

PLATFORMS 

Micro-targeting may present different digital materials to different 

consumers, obscuring the commonality behind their experiences and reducing 

the likelihood of recognizing personal victimization.87 To compound the 

challenges, automated process of micro-targeting has led to an exponential 

increase in the volume of unique digital content that consumers are 

collectively exposed to by a single business. In 2017, Facebook's "dynamic 

and creative" artificial intelligence systems could generate more than 6,000 

variations of a single advertisement.88 This vast array of customized versions 

pose a significant challenge in substantiating digital deception.89 The 

challenge of managing the proliferation of designs in digital materials has 

become evident in litigation related to deceptive trade practices over the past 

decade. Thus, traditional methods of establishing a connection between such 

                                                             
84 Daniel Susser et al, Technology, Autonomy, and Manipulation, 8 INTERNET POL’Y REV 

(2019). 
85 Langdon Winner, ‘Do Artifacts Have Politics?’,109 DAEDALUS (1980) 121, 125. 
86 Ivana McConell, 'How Bad UX Makes Users Blame Themselves’, (UXPin, 16 June 2016) 
<https://uxpin.medium.com/how-bad-ux-makes-users-blame-themselves-341269ee78ce> 

accessed 25 April 2026. 
87 Lauren E Wills, 'Deception by Design’ (2020) Harv JL & Tech. 
88  Sam Levin, 'Facebook Told Advertisers It Can Identify Teens Feeling ‘Insecure’ and 

‘Worthless’’, (The Guardian, 1 May 2025) 

<https://www.theguardian.com/technology/2017/may/01/facebook-advertising-data-

insecure-teens> accessed 25 April 2026. 
89 ibid, 83. 
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unlawful conduct and the false beliefs of consumers are ineffective in these 

cases. 

In such cases, undertaking statistical methods to prove deception, such as 

using multiple crawlers90 in large-scale analyses with different settings and 

modalities, is essential. These detection and measurement methods are 

necessary to discern potential evidence and establish a causal link to a 

personalized dark pattern affecting a specific individual. Legal methods used 

to prove consumer deception lack validity when applied to real-time micro-

targeted deceptive practices, particularly as large-scale population studies 

cannot be undertaken in these cases. Therefore, appointing factfinders and 

experts in the form of national regulators is crucial to assess allegedly 

deceptive materials in a decontextualized setting because what might mislead 

a consumer completing a transaction in the hurly-burly marketplace might not 

appear misleading to a regulator in the quietude of a testing lab. If a marketing 

algorithm exploits the emotional states of young people, such as stress or 

anxiety, and regulators do not share those same emotions, their evaluations of 

deception may lack strong ecological validity and neutrality.91 

Moreover, the Guidelines for Prevention and Regulation of Dark Patterns, 

2023 lack a benchmark for distinguishing unfriendly design elements from 

dark patterns. The blanket ban imposed may stifle innovation in service and 

product design. Therefore, there is a need to consider deceptive design 

elements also on a case-by-case basis. Conversely, there may be dark patterns 

                                                             
90 A web crawler, commonly referred to as a spiderbot or crawler, is an internet bot primarily 

operated by search engines. Its main function is to systematically browse the World Wide 

Web for specific purposes, depending on the user's intent or command. 
91 ibid. 
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embedded within the system architectures92 that are hard to identify. Hence, 

the appointment of national regulators, who are experts in the field, is 

necessary to assess the legality of the designs employed, identify hidden 

patterns, and intervene against the use of patterns that may contravene the 

guidelines. With the endless possibilities in the formation of dark patterns, 

regulators can also anticipate trends and delineate best practices to counter 

those dark patterns. 

3. APPLICATION OF A REASONABLE AND UNIFORM LEGAL STANDARD 

Thirdly, the application of a reasonable and uniform legal standard to 

recognize deception can prove difficult. While the demonstration of intent is 

inconsequential to the establishment of consumer deception under Indian 

law93, cases frequently hinge on substantial evidence of the defendant's intent 

to deceive or their awareness of the deceptive nature of their practices. When 

a mala-fide intention is found, courts usually assume deception. However, 

with the increasing delegation of marketing and sales tasks to machines 

utilizing artificial intelligence, the notion of deceptive intent is likely to 

diminish. Section 2(e) of the Indian guidelines94 requires deceptive dark 

patterns to have been designed with an intention to mislead; however, 

deception may be designed by automation without human intent to deceive. 

Thus, there is a necessity to establish barriers to prevent AI companies from 

exploiting vulnerabilities. Furthermore, no-fault liability must be imposed 

when manipulation through AI takes place even when no intention exists. 

Inspiration may be drawn from the EU’s Proposal of AI Act95 for the same. If 

                                                             
92 System architectures are a set of abstract principles that conceptualize the design or 

construction of the structures, interfaces, or other components that may interact with one 

another. 
93 Consumer Protection Act 2019. 
94 Guidelines for Prevention and Regulation of Dark Patterns 2023, s 2(e). 
95 ibid. 
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a given AI system deploys ML to generate UI-based content or 

recommendations, then such a system is governed by the AI Act. 

The AI Act of EU is particularly relevant in this context because AI and 

machine-learning systems complicate traditional notions of deceptive intent. 

Conventional consumer protection frameworks often presume that deceptive 

practices originate from a deliberate human decision to mislead consumers. 

However, AI systems can autonomously optimise interfaces, 

recommendations, and user interactions based on behavioural data and 

conversion objectives. In such cases, manipulative outcomes may emerge 

from algorithmic optimisation even where no individual designer specifically 

intended to deceive. This creates a regulatory challenge, as harmful dark 

patterns may be generated without the presence of a readily identifiable human 

intent, thereby necessitating a shift from intent-based assessments towards the 

effects and outcomes of the conduct. 

The AI act addresses the use of ML to generate or proliferate existing dark 

patterns through Article 5.96 This article mandates AI97 to refrain, firstly, from 

employing techniques that manipulate behaviour to cause physical or 

psychological harm, and secondly, from exploiting vulnerabilities of specific 

groups. While the scope of Article 5(1)(b) has been restricted to specific 

groups, the manipulation and deceptive tactics used by dark patterns can affect 

anyone, regardless of whether they fall into the specified groups based on age, 

disability, economic status, etc. AI-based dark patterns are more nuanced and 

                                                             
96 Commission, ‘Proposal for a Regulation of the European Parliament and of the Council 

Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and 

Amending Certain Union Legislative Acts’ COM (2021) 206 final, art 3 <https://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206>. 
97Commission, ‘Proposal for a Regulation of the European Parliament and of the Council 

Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and 

Amending Certain Union Legislative Acts’ COM (2021) 206 final, art 3 <https://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206>. 
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dynamic in nature, as they are generated based on users' personal experiences 

and data, allowing for the curation of dark patterns to which most users, if not 

all, will be more susceptible. The two-pronged standard promulgated by 

Article 5 should be adopted by the guidelines as it has the potential to cover 

the darkest dark patterns. There should also be a prohibition over designers of 

algorithmic systems from placing on the market, putting into service, or using 

dark patterns within AI systems which is addressed further in the next 

suggestions. 

However, it may be noted that micro-targeting practices exploit the 

vulnerabilities of individuals in vulnerable positions. It also coerces or induces 

a consumer to perceive consent where it does not truly exist. Consequently, 

the significance and intentionality embedded in the phrase "intend to do" under 

Section 2(e)98 lose its conventional meaning, given that consumers may 

frequently believe they have intended an action even when these actions run 

counter to one's best interests. Thus, where consumers have formulated wrong 

beliefs in consequence of prima facie deceptive dark pattern practices, liability 

may be imposed when consumers behave in ways counter to their best 

interests. Moreover, businesses must be penalized for taking advantage of a 

consumer's lack of understanding regarding risks, as well as exploiting their 

inability to safeguard their interests. 

B. Drawing the line between Persuasive Advertisements and Insistent 

Dark Patterns 

At this juncture, it is imperative to draw a distinction between dark patterns 

and innocuous advertising and business tactics. Digital manipulation, 

characterized by the exploitation of cognitive biases and psychological 

                                                             
98 ibid. 
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vulnerabilities, undermines users' capacity for rational decision-making. 

However, it is crucial to acknowledge that not all endeavours aimed at 

influencing consumers to accrue wealth and establish market dominance 

should be categorically deemed as dark patterns. Such efforts may be 

construed as ordinary persuasion or pro-competitive behaviour within the 

realm of customary business practices. The prevailing belief is that companies 

engage in competition through advertising, product design, and persuasive 

strategies targeting consumers.99 

Online dark pattern tactics, as posited by theorists, embody a form of 

"hidden influence" or "covert subversion of another person's decision-making 

power."100 While online manipulation does not entail direct appeal as in 

persuasion or limitation of acceptable options as in coercion, it instead 

involves the exploitation of cognitive vulnerabilities to subtly guide 

individuals' decisions without overt coercion.101 Issues arise when technology, 

instead of aligning with users’ stated or unstated preferences, induces 

behaviour that runs counter to their best interests. The manipulation, in this 

context, assumes a nuanced and discreet character. While persuasion 

endeavours to logically inform, dark patterns manipulate through 

exploitation.102 

For instance, a website employing a "limited time offer" with a countdown 

timer, despite the offer being perpetually available, engages in a dark pattern 

                                                             
99 Retail Digit Digit Network, LLC v Appelsmith, 810 F3d 638, 649 (9th Cit 2016). 
100 Daniel Susser and others, 'Online Manipulation: Hidden Influences in a Digital World’ 

(2019) 4 GEO L TECH. REV. <https://philarchive.org/archive/SUSOMHv1> accessed 29 

April 2026. 
101 Justin Elliott & Lucas Waldron, 'Here's How TurboTax Just Tricked You into Paying to 

File Your Taxes’, (2019) Propublica <https://www.propublica.org/article/turbotax-just-

tricked-you-into-paying-to-file-your-taxes> accessed 31 April 2026. 
102 Gregory Day & Abbey Stemler, 'Are Dark patterns Anticompetitive?' (2020) 72 Ala L Rev 

1. 
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by instilling false urgency. Conversely, a travel company advertising a 15% 

discount on flights within specific booking dates, transparently indicating the 

promotion's start and end dates, adopts a legitimate tactic. Similarly, a social 

media platform pre-selecting a box to automatically opt users into sharing 

personal data with third-party advertisers and burying the option to uncheck it 

within an extensive privacy policy exemplifies a deceptive interface. 

Contrariwise, a store presenting a loyalty card offering discounts in exchange 

for customers sharing their email addresses, accompanied by explicit consent 

requests and elucidation of benefits, constitutes a legitimate business tactic. 

Furthermore, it is possible for a design to be ingeniously unfriendly 

without being malicious. Unfriendly and cluttered interfaces present usability 

issues and poor aesthetics, increasing confusion while hindering efficiency 

and enjoyment. As frustrating as unfriendly designs can be, they usually do 

not exploit users or trick them into unwanted actions. Unfriendly designs are 

typically a result of poor planning or execution103 but are transparent in their 

goals, whereas dark patterns are intentionally deceptive. 

Thus, it becomes imperative that dark patterns are differentiated from 

insistent advertising practices. While blatantly manipulative practices must be 

prohibited per se, a balanced approach is necessary for certain overlapping 

patterns. 

The Indian guidelines104 provide a list of specified dark patterns, to which 

the CCPA (specified in Sec 2(c)105 and constituted under Section 10 of the 

                                                             
103 While blatantly manipulative procedures must be prohibited per se, a balancing approach 

is necessary for certain patterns in that the personalization of the offer can only be envisaged 

through an effects-based approach. Much will ultimately depend on how it is presented to the 

consumer and how easy it is in practice for that consumer to navigate around the offer and 

finally cancel their contract. 
104 Guidelines for Prevention and Regulation of Dark Patterns 2023. 
105 ibid. 
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CPA106) may add any new patterns from time to time. However, in the rapidly 

turbulent online landscape, instead of relying solely on the CCPA, a grievance 

redressal mechanism may be developed by which consumers and relevant 

stakeholders can report novel and prevalent dark patterns, and/or attain 

compensation for any harm suffered by them. These new dark patterns can 

then be added into the list provided in Annexure-I107. While Section 2(e)108 of 

the guidelines defines dark patterns, the author recommends the adoption of a 

two-tier test to distinguish unfriendly design elements from dark patterns, as 

follows: 

Firstly, it must be determined whether the design elements engaged 

deceptive and manipulative tactics that influence the user’s choice or decision-

making may be tested on the five-pronged criteria of transparency, control, 

accessibility, autonomy, and consumer welfare. 

Secondly, it needs to be established which sectoral legislation, rules, or 

guidelines the particular pattern may contravene. 

C. Protecting Competition: Dark Patterns as a form of Unfair 

Competition 

Dark patterns have fuelled a race among businesses to capture user 

agreement/consent, ushering in a concerning paradigm shift where more 

companies, websites and applications have started to forgo their ethical 

obligations and conduct in pursuit of profit maximization. This trend is driven 

by a strategy, where retaining a consumer by manipulating choice 

architecture109 allows the extraction and maximization of revenue from 

                                                             
106 Consumer Protection Act 2019. 
107 ibid. 
108 Guidelines for Prevention and Regulation of Dark Patterns 2023, s2(e). 
109 ibid. 
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existing users. This, in turn, proves to be more remunerative than the arduous 

and resource-intensive process of acquiring new consumers. The increase in 

the use of dark patterns can be attributed to the presence of multiple data-

driven businesses in a single digital market. 

The Competition Law Review Committee (‘CLRC’), while 

acknowledging data access as a means of gaining a competitive advantage, has 

asserted that platforms leverage data to monetize services and secure 

additional funding. This funding may be used to enhance the quality of their 

free services, ultimately attracting a larger user base. Such practices may 

create significant entry barriers in digital markets.110 Hence, these practices 

not only need scrutiny under data privacy laws but also warrant attention from 

antitrust authorities due to their impact on market efficiency. 

The Competition Commission of India (‘CCI’) has consistently 

emphasized the significance of upholding "user choice" in relation to data 

collection. In 2021, when WhatsApp modified its privacy policy and terms of 

use, requiring users to consent to share data related to their interactions with 

WhatsApp business accounts, the CCI initiated an inquiry into WhatsApp's 

policies, expressing an initial opinion that WhatsApp had potentially exploited 

its dominant position,111 and the data was to be used for various purposes, 

including Facebook advertising. Users were also inundated with frequent in-

app notifications prompting them to accept these conditions. WhatsApp also 

faced scrutiny in the EU for its persistent notification strategy, employing 

persistent and confusing updates to its terms of service, thus employing 

                                                             
110 Competition Law Review Committee, ‘Report of Competition Law Review Committee’ 

(July 2019) <https://www.ies.gov.in/pdfs/Report-Competition-CLRC.pdf> accessed on 13 

April 2026. 
111 Re: Updated Terms of Service and Privacy Policy for WhatsApp Users, SM case No 01 of 

2021 (Competition Commission of India). 
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another dark pattern referred to as nagging. Here, WhatsApp could be seen as 

employing dark patterns better known as ‘forced action’ and ‘nagging’. 

The employment of nagging, a form of dark pattern, may be orchestrated 

by leading tech companies to stifle competition. When major players in the 

technology industry utilize tactics like dark patterns to marginalize 

competitors, it results in anti-competitive consequences.112 The use of nagging 

dark patterns by these entities serves as both an indication and a manifestation 

of their anti-competitive practices. Furthermore, companies wielding 

monopoly power could leverage nagging techniques as a weapon to counteract 

competitive challenges. The 2022 dispute between Apple and Tile illustrates 

an instance where a tech giant had purportedly employed nagging.113 Tile, 

known for its software and hardware facilitating digital tracking of personal 

belongings, has called on the European Commission’s antitrust chief to 

investigate Apple's alleged anti-competitive conduct. 

A different instance involves Amazon, currently facing a lawsuit from the 

FTC and 17 other U.S. states for unlawfully retaining dominance.114 The 

complaint states that Amazon's strategies to stifle competition involve a 

recurring pattern of illicit actions that hinder fair competition. This enables the 

company to exert monopoly control, leading to inflated prices, diminished 

quality, and a hindrance to innovation for both consumers and businesses. 

Additionally, the FTC is pursuing legal action against Amazon for engaging 

                                                             
112  ‘Tile accuses Apple of being anti-competitive in a letter to European Commission’ (HT 

Tech, 20 August 2022) <https://tech.hindustantimes.com/tech/news/tile-accuses-apple-of-

being-anti-competitive-71590838973922.html> accessed 13 April 2026. 
113 ibid. 
114 ‘FTC Sues Amazon for Illegally Maintaining Monopoly Power’ (Federal Trade 

Commission, 26 September 2023) <https://www.ftc.gov/news-events/news/press-

releases/2023/09/ftc-sues-amazon-illegally-maintaining-monopoly-power> accessed 13 

April 2026. 
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in deceptive practices, particularly related to its subscription service, 'Amazon 

Prime.'115 

Clearly, such tactics not only deny market access to competitors but may 

also result in unwarranted collection of more personal data, unjustifiably 

amplifying the market dominance of these platforms. Thus, they must be 

viewed as coercive and anti-competitive. An express prohibition must be put 

on online companies from using or selling data collected through unethical 

means for research and development. Although such usage may not cause any 

direct monetary loss to the consumers, it must be classified as an abuse of 

dominant position under Section 4 of the Competition Act, 2002, as it prohibits 

the imposition of unfair and discriminatory conditions on the sale of goods 

and unduly enhances the market share of these companies. Exemplary 

penalties may be imposed when companies use dark patterns to suppress 

competition. Exemplary penalties may be imposed when companies use dark 

patterns to suppress competition. 

Under guideline 2(e) of dark patterns have been classified as “unfair trade 

practices.”116 Though this initiative is welcomed, it's essential to note that the 

appropriate legislation to counter such dark patterns is the Competition Act, 

2002. However, the act is only applicable to dominant players that abuse their 

market position. Therefore, all online entities, irrespective of their market 

position, must be placed on an equal footing to be made liable under the act. 

Nevertheless, the penalty or fine imposed may differ based on the extent of 

the violation and market position. 

                                                             
115 ibid. 
116 ibid. 
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D. Bringing the current guidelines under the purview of the Digital 

Personal Data Protection Act, 2023 (DPDP) 

With the current trend of user retention; obtaining user consent, access to 

data, etc., often involves the use of dark patterns. Many dark patterns, such as 

privacy zuckering, immortal account, and address book leaching, violate 

ethical standards of data protection, access, and retention. While the present 

guidelines ensure a rule-based approach, it is recommended to adopt a 

combination of both rule-based and principle-based approaches to tackle any 

new dark patterns that may emerge due to continuous algorithmic evolution. 

Therefore, the guidelines should also involve the directly application of the 

provisions of the Digital Personal Data Protection Act, 2023 (‘DPDP’) along 

with The Consumer Protection Act of 2019. This approach establishes a 

standard for transparency and consent in design elements, while countering 

dark patterns that may not fall under the jurisdiction of consumer law but can 

adversely affect users' personal data and data protection aspects like data 

portability, data access, data erasure, etc. Therefore, incorporating the DPDP 

Act can be achieved by adopting the core principles of the legislation to ensure 

that the guidelines set a benchmark for accountability, transparency, fairness, 

data minimization, and data protection by design. 

E. Compliance Framework for consumer-friendly choice architecture 

The author suggests a bipartite compliance framework. Firstly, compliance 

measures, in the form of guidelines or rules, should be introduced to mandate 

digital businesses to adopt only neutral or consumer-friendly designs. 

Secondly, legal standards should be established for UI/UX developers. 

Additionally, a warning system should precede the imposition of penalties or 

punishments to ensure that businesses that didn’t intend to deceive users or 
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merely introduced unfriendly designs do not get punished. This precaution is 

necessary since there exists a thin line between dark patterns and unfriendly 

designs. 

1. DIGITAL BUSINESSES 

In 2020, the CMA recommended the introduction of a 'fairness by design' 

duty on online platforms to complement the GDPR’s 'data protection by 

design' duty. This high-level, principles-based duty would require platforms 

to design choice architecture in a way that encourages free and informed 

consumer choice over the use of their personal data.117 Such a duty could also 

be imposed on Indian digital businesses in the form of an ethical code to ensure 

greater transparency and accountability. Guidelines could also be created to 

mandate neutral design elements, placing responsibility upon businesses to 

employ consumer-friendly user interfaces, with tenets such as 'easy to 

understand', 'symmetry in choice', 'avoidance of language or interactive 

elements that are confusing to the consumer', 'avoidance of manipulative 

language or choice architecture', and 'easy to execute'.118 For instance, most 

banners have an “accept” option along with a “not now,” due to which the 

consumer keeps getting pop-ups from time to time. This dark pattern strips the 

user of the autonomy to decline, and therefore, a consumer-friendly banner 

would include both “accept” and “decline” instead of “not now.” 

                                                             
117 Competition and Markets Authority, ‘Appendix Y: Choice Architecture and Fairness by 

Design’ (2020)  

<https://assets.publishing.service.gov.uk/media/5fe36ab9d3bf7f0898e0776c/Appendix_Y_-

_choice_architecture_and_Fairness_by_Design_1.7.20.pdf>. 
118 Hogan Lovells, ‘Five key observations from the California Privacy Protection Agency's 

draft privacy regulations’ Lexology (31 May 2022) 

<https://www.lexology.com/library/detail.aspx?g=752884e9-e48f-4b22-b9f5-

7576250ee4ef> accessed on 14 April 2026. 
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2. UI/UX DEVELOPERS 

While designers may have an understanding of what constitutes neutral 

and consumer-friendly designs, the extent to which they need to align with the 

businesses’ needs while upholding legal requirements regarding principles of 

data minimization, privacy, etc., might be unclear or vague. This lack of clarity 

arises from deficiency in legal awareness and knowledge. Therefore, this issue 

could be countered by establishing legal guidelines or regulations for 

developers that may perspicuously set forth all user-friendly technical or 

systematic requirements in the development of system architecture or UI/UX. 

F. “Reject All” should be as easy as “Accept All” 

The French Data Protection Authority – Commission Nationale de 

l’Informatique et des Libertés (‘CNIL’) had fined Facebook €60 

million and Google €150 million for non-compliance with the French Data 

Protection Act.119 The judgment delineated that "free consent" implies that the 

methods offered to the user to express their choice should not encourage them 

to accept cookies more than they encourage them to refuse cookies.120 

Therefore, the Indian guidelines121 should also address design elements where 

the procedure for refusing or cancelling a subscription is more challenging 

than the processes of registration, subscription, or acceptance. Such design 

elements should be deemed void of the user's "valid consent." Such a stance 

                                                             
119 ‘CNIL fines Google and Facebook a total of €210 million over cookies’ (Data Privacy 

Manager 6 January 2022) <https://dataprivacymanager.net/cnil-fines-google-and-facebook-

a-total-of-e210-million-over-> accessed 18 June 2026. 
120 Para 43 of the judgement delivered by CNIL states- “With regard to operations to read 

and/or write information, this reinforcing of the fact that consent must be given freely implies 

that the methods that are offered to the user to express their choice are such that they do not 

encourage them to accept cookies more than they encourage them to refuse cookies.” 
121 ibid. 
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would congruously address dark patterns like roach motel, forced registration, 

and forced enrolment. 

G. Adoption of risk-mitigating measures 

The guidelines can instil a precautionary approach by implementing 

twofold risk-mitigation measures. Firstly, regular assessments and timely 

oversight of the most frequented large online platforms and entities could be 

conducted by national regulators or CCPA. Secondly, awareness should be 

raised among users about the deceptive and 'non-neutral' aspects of service 

designs and functionalities, while emphasizing on the potential consumer 

detriment resulting from them. 

VI. CONCLUSION 

It is evident that with the increasing prevalence of online interactions, 

enterprises and digital entities will persistently seek innovative methods to 

acclimate to the digital marketplace and identify avenues for profitability. In 

instances where technological advancements outpace individual 

comprehension, it becomes crucial for legislative measures to safeguard 

individuals from deceit and fraud. In scenarios where technology prioritizes 

profit over human welfare, it is imperative for laws to be enacted proactively, 

anticipating potential issues rather than reacting after harm has been inflicted 

upon consumers. 

Dark patterns are manipulative tactics employed by websites and 

applications to undermine user autonomy, coercing them into actions aligned 

with the interests of the respective platforms. These strategies exploit 

cognitive biases to induce users into choices that favour the platform's 

objectives. Effectively combatting dark patterns requires a comprehensive 
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understanding of these practices, necessitating the development of new 

classification methods. 

To anticipate the trajectory of such technology, it may be beneficial to 

examine the legal frameworks of advanced nations such as the United States 

and the European Union. Insights can be gleaned from their legal 

advancements and the gaps that remain unaddressed. It is imperative for India 

to be adequately prepared as the era of artificial intelligence and the internet 

dawns upon the nation. While the Guidelines on Prevention and Regulations 

of Dark Patterns, 2023 endeavour to tackle the issue, they fall short in 

addressing emerging challenges arising from ML and AI. 

A comprehensive framework should be established to discern deceptive 

behaviour, coupled with the appointment of national regulatory bodies tasked 

with overseeing platforms and addressing grievances. It is imperative to 

formulate a rational and consistent legal standard to ensure predictability in 

determining whether a particular practice falls under the purview of employing 

dark patterns. Such uniformity will greatly aid both consumers and regulators 

in their everyday online interactions. Additionally, the existing Indian legal 

framework may inadvertently allow dark patterns to be misconstrued as mere 

design flaws, underscoring the need for fundamental rules to establish clear 

distinction. 

Moreover, digital conglomerates and online marketplaces may utilize 

deceptive design techniques, diverting users from competing entities and 

consolidating monopolistic control. Consent acquired through user 

interactions should not be considered valid. To address this issue 

comprehensively, a pluralistic strategy is essential for the regulation of dark 

patterns. This involves integrating existing regulations to establish a robust 
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and comprehensive regulatory framework in India. Such concerted efforts to 

combat dark patterns will contribute to the establishment of a fair and 

trustworthy online ecosystem and a more ethical and user-friendly digital 

environment.
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The spread of generative Artificial Intelligence (AI) has triggered a paradigm shift in the 

financial crime environment, creating a new and very serious threat of the so-called Synthetic 

Market Abuse. It can be described as a major advancement in the sophistication and scale of 

white-collar crime, as AI-altered voice and deepfake video usage to impersonate corporate 

leaders and market manipulators has become a common practice. It was stated that the year 

2025 was the year of the crisis of Synthetic Media, when the boundary between real and fake 

content has become more unclear than ever before, which offers an unprecedented opportunity 
to manipulate the market and commit fraud. The ultimate target of these activities is the common 

people, including those who have very limited financial resources to invest and dream for their future. 

Creating a space in the virtual world or misusing the existing virtual space for fraudulent aims has 

become very convenient today. The democratization of powerful AI tools has lowered the entry 

barrier for malicious actors, enabling even those with minimal technical expertise to engage in 

complex schemes that can destabilize financial markets and erode investor confidence, 

primarily giving them impetus to invest ignorantly. This paper aims to explore the 

industrialization and institutionalization of ‘deceit and deception’ through AI, examine case 

studies of synthetic market abuse, and analyse the profound sociological, legal and economic 

impact of this emerging threat; having a major focus on the Indian context. The paper suggests 

measures like strategizing a strong and unified Global Front against misuse of AI for 
manipulating investors and subjects by market abuse, with the help of creating, amending, and 

effectively implementing financial regulations. It is also necessary to pay close attention to 

the encouragement to research bodies; law experts; and Higher Education Institutions (HEIs) 

toward the design of Policy Documents, which could come in handy, to implement design 

resolution mechanisms which are effective, to control and curb Deepfake Impersonation and 

Securities Fraud, in the context of the social audit of the current laws and financial regulations.   
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I. INTRODUCTION 

With the emergence of generative Artificial Intelligence (‘AI’), the nature 

of financial fraud has radically changed and turned into an automated, scalable 

business enterprise instead of a manual, labour-intensive one. This 

industrialization of lies is defined by the fact that there are complex AI models 

that are used to produce very realistic synthetic media. The generated media 
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can then be used to influence market sentiment, cheat on transactions on a 

large scale and deceive investors.1 With the availability of such technologies, 

sometimes under Deepfake-as-a-Service (‘DaaS’) services, criminals can 

impersonate trusted figures and publish fake information.2 This has given rise 

to high-frequency manipulation schemes where AI-powered bots are capable 

of executing pump-and-dump schemes at machine speed, exploiting the high 

rate of the rapid flow of information in today’s 21st-century financial markets. 

The repercussions of this change are enormous because the conventional 

regulatory frameworks struggle to keep pace with this fast-evolving threat 

landscape. The conventional approach to financial fraud usually involved a 

large human capital, technical skills and resources, restricting its size and 

scope. Fraudsters had to manually create phishing emails and fake websites, 

while social engineering tactics relied on slow, labour-intensive methods to 

deceive victims.3  

With the emergence of generative AI, such operations have become 

automated and faster, allowing one agent to organize multi-stage complex 

fraud operations that can involve thousands of victims at once. AI generates 

highly convincing phishing emails with perfect grammar and personalized 

content, realistic fake websites, and even deepfake videos and audio that are 

nearly indistinguishable from real ones. This automation dramatically 

increases both the efficiency and effectiveness of scams by exploiting 

                                                             
1 Pi-Labs, Digital Deception Epidemic: 2024 Report on Deepfake Fraud’s Toll on India 

(2024), 31. 
2 Bobby Chesney and Danielle Citron, ‘Deep Fakes: A Looming Challenge for Privacy, 

Democracy, and National Security’ (December 2019) 107 California Law Review 1753 

<www.californialawreview.org/print/deep-fakes-a-looming-challenge-for-privacy-

democracy-and-national-security/> accessed 20 February 2026. 
3 Frank Pasquale, ‘A Rule of Persons, Not Machines: The Limits of Legal Automation’ 

(January 2019) 87 George Washington Law Review 1 

<https://brooklynworks.brooklaw.edu/cgi/viewcontent.cgi?article=2094&context=faculty> 

accessed 22 February 2026. 
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psychological weaknesses and bypassing traditional defences. As a result, the 

threat has intensified sharply, operating at a scale and speed that law 

enforcement and financial institutions struggle to detect or stop.4 

The paper is structured as follows. Part I traces the industrialization of 

financial deception through generative AI and DaaS. Part II critically 

discusses case studies on synthetic market abuse in India, uncovering 

structurally vulnerable points and underlying causes that are not part of the 

narrative. Part III places quantitative economic information into a causal 

framework that traces the routes between deepfake creation and systemic 

financial risk. Part IV contains a critical assessment of the current statutory 

text, the 2025 IT Rules, the BNS, 2023, and the BSA, 2023, revealing the grey 

areas of the law, the ambiguity of regulations, and the gaps in enforcement. 

Part V addresses the issue of intermediary liability and safe harbour regime. 

Part VI concludes by providing context-specific, operationalizable 

recommendations as well as an evaluation of how risky and unintended their 

consequences can be. 

The use of AI in financial fraud has surged as the cost of producing 

convincing synthetic media has plummeted, from thousands of euros to just a 

few euros per minute of video.5 This has made deceit cheaper and simpler to 

scale, resulting in the rise of new types of fraud, including the so-called lost 

pet scam, wherein fraudsters utilize AI-generated pictures of allegedly 

discovered pets to scam desperate owners into paying small recovery fees, 

                                                             
4 Jack M Balkin, ‘Free Speech in the Algorithmic Society: Big Data, Private Governance, and 

New School Speech Regulation’ (February 2018) 51 UC Davis Law Review 1149 

<https://lawreview.law.ucdavis.edu/sites/g/files/dgvnsk15026/files/media/documents/51-

3_Balkin.pdf> accessed 12 March 2026. 
5 Hilary J Allen, ‘Driverless Finance’ (2020) 10 Harvard Business Law Review 158 

<https://journals.law.harvard.edu/hblr/wp-

content/uploads/sites/87/2020/03/HLB101_crop.pdf> accessed 24 February 2026. 
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conveniently weaponizing emotions of the people.6 Although such small-

ticket scams are alarming, the greater danger lies with the deepfake-enabled 

investment schemes and identity spoofing, which can cost an individual or a 

company a lot of money. The industrialization of fake news has also spawned 

advanced systems of fraud-as-a-service, in which fraudsters are able to buy 

access to AI-driven devices and services, including deepfake creation 

applications, phishing kits, and money laundering networks on the dark web 

or in encrypted messaging applications.7 This has resulted in a very efficient 

and criminal system which is difficult to crack since the criminals can easily 

shift to other fields and avenues once their operations are identified.8 

A. Deepfake-as-a-Service (DaaS) and its Role in Democratizing Fraud 

The so-called Deepfake-as-a-Service (“DaaS”) platforms, which are 

usually subscription services, offer consumers a collection of artificial 

intelligence-driven programs to make deepfakes, voice cloning, and synthetic 

identities.9 As such, DaaS has caused an explosion of scams powered by 

deepfakes since criminals can make very believable impressions of corporate 

leaders, government officials and other trusted individuals with limited 

technical knowledge.  

This has especially been reflected in the increase in CEO fraud and 

Business Email Compromise (‘BEC’) attacks, in which fraudsters employ 

                                                             
6 Frank Pasquale, New Laws of Robotics: Defending Human Expertise in the Age of AI 

(Harvard University Press 2020). 
7 International Monetary Fund, Global Financial Stability Report: Steadying the Course: 

Uncertainty, Artificial Intelligence, and Financial Stability (22 October 2024) 
<www.imf.org/-/media/files/publications/gfsr/2024/october/english/textrevised.pdf> 

accessed 17 March 2026. 
8 OECD, Assessing Potential Future Artificial Intelligence Risks, Benefits and Policy 

Imperatives (OECD AI Papers No 27, 14 November 2024) 

<www.oecd.org/content/dam/oecd/en/publications/reports/2024/11/assessing-potential-

future-artificial-intelligence-risks-benefits-and-policy-imperatives_8a491447/3f4e3dfb-

en.pdf> accessed 2 March 2026. 
9 Pi-Labs, Digital Deception Epidemic (n 2). 
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deepfake audio or video to dupe workers into transferring money.10 DaaS has 

also enabled the proliferation of cross-border fraudulent activities, as criminals 

can easily target their victims in other jurisdictions without being detected. 

The role of DaaS in the financial services industry cannot be overstated, and 

an increase in deepfake fraud of 1,740% in North America in 2022/23 alone, 

as well as a loss amounting to over 200 million in the 1st quarter of 2025 

alone.11 Deepfake fraud has also increased significantly in the Asia-Pacific 

(‘APAC’) region by 1,530 % over the same time.12 This is a fast-growing alert 

to the threat of DaaS and the necessity for financial institutions to build greater 

protections against AI-powered fraud, making policing and regulation 

challenging. 

Generative AI combined with the High-Frequency Trading (‘HFT’) 

algorithms has created what can now be described as a new and more dangerous 

variant of market manipulation: machine-speed Pump-and-dump.13 In these 

operations, AI enables fraudsters to rapidly generate and spread synthetic hype, 

including deepfake videos or audio of corporate officials, fake announcements, 

and AI-driven social media bots, to artificially inflate asset prices at 

unprecedented scale.14 Such algorithms are used to disseminate rumours and 

disinformation among the millions of users within minutes, leaving investors 

                                                             
10 Satish Lalchand, and others, Deepfake Banking and AI Fraud Risk (Deloitte Center for 

Financial Services, 29 May 2024) <www.deloitte.com/us/en/insights/industry/financial-

services/deepfake-banking-fraud-risk-on-the-rise.html> accessed 22 March 2026. 
11 McAfee, Beware the Artificial Impostor:A McAfee Cybersecurity Artificial Intelligence 

Report (May 2023) 

<www.mcafee.com/content/dam/consumer/en-us/resources/cybersecurity/artificial-

intelligence/rp-beware-the-artificial-impostor-
report.pdf?msockid=08cb4aa64d8a6bb633ea59274c786a29> accessed 20 May 2026. 
12 Pi-Labs, Digital Deception Epidemic (n 2). 
13 Viktoria Dalko and Michael H Wang, ‘High-Frequency Trading: Deception and 

Consequences’ (2018) 14(5) Journal of Modern Accounting and Auditing 271 

<www.davidpublisher.com/Public/uploads/Contribute/5b1a2dbbe1a79.pdf> accessed 18 

February 2026. 
14 Bank for International Settlements, Digitalisation of Finance (BCBS 575, May 2024) 

<www.bis.org/bcbs/publ/d575.pdf> accessed 30 March 2026. 



2026]   SYNTHETIC MARKET ABUSE 110 

crushed with millions of dollars in losses.15 The application of AI in pump-and-

dump schemes has also enabled the fraudsters to be much more efficient and 

harder to detect than the corresponding traditional schemes.16  

B.   Case Studies in Synthetic Market Abuse 

The following case analyses, across various jurisdictions, prove that the 

threat is indeed global, and a concerted response is urgently required. From 

exploitation of a famous industrialist to the imitation of the CEO of a large 

stock exchange, these cases have shown the susceptibilities of the modern 

financial system to AI-based fraud. 

1. THE NSE CEO DEEPFAKE: IMPERSONATING ASHISH KUMAR 

CHAUHAN FOR STOCK RECOMMENDATIONS 

In the case of the deepfake impersonation of Ashishkumar Chauhan, the 

Managing Director and Chief Executive Officer (‘CEO’) of the National 

Stock Exchange of India (‘NSE’), a highly realistic deepfake video was 

created and circulated, showing an AI-generated version of Chauhan 

delivering a specific stock recommendation.17 The video was crafted to 

deceive viewers into believing that the head of India’s largest stock exchange 

was personally endorsing certain investment opportunities. This incident had 

various implications.18 First, it exploited the high credibility and authority of 

                                                             
15 Sensity AI, The State of Deepfakes (2024) <https://5865987.fs1.hubspotusercontent-

na1.net/hubfs/5865987/SODF%202024.pdf> accessed 16 February 2026. 
16 Danielle Citron And Robert Chesney, ‘Deepfakes and the New Disinformation War: The 

Coming Age of Post-Truth Geopolitics’ (2019) 98(1) Foreign Affairs 147 

<www.foreignaffairs.com/articles/world/2018-12-11/deepfakes-and-new-disinformation-
war> accessed 20 March 2026. 
17 Press Trust of India, ‘NSE warns investors against deepfake clips of its chief recommending 

stocks’ Business Standard (New Delhi, 10 June 2024) <www.business-

standard.com/markets/news/nse-warns-investors-against-deepfake-clips-of-its-chief-

recommending-stocks-124061000836_1.html> accessed 13 March 2026. 
18 Jayshree P Upadhyay, ‘After NSE, BSE cautions investors on CEO’s deepfake videos’ 

Reuters (Mumbai, 18 April 2024) <www.reuters.com/world/india/after-nse-bse-cautions-

investors-ceos-deepfake-videos-2024-04-18/> accessed 24 February 2026. 
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a prominent figure in the Indian financial ecosystem, lending the fraudulent 

advice an air of legitimacy. Second, it demonstrated how deepfakes can be 

weaponized to manipulate markets and deliberately influence the price of 

specific securities. The case underscores the fact that even the most 

sophisticated market stakeholders remain vulnerable to AI--driven fraud. It 

raises serious questions regarding the adequacy of the existing regulatory and 

legal frameworks to address the risks in question.19 The ease with which a top 

financial leader could be convincingly cloned serves as a stark reminder of the 

serious threat deepfakes pose to large financial institutions and the integrity of 

information they disseminate.  

2.  THE RELIANCE DEEPFAKE: MISUSING MUKESH AMBANI’S PERSONA 

TO PROMOTE FRAUDULENT SCHEMES 

The other high-profile instance of synthetic market abuse was the 

misappropriation of the identity of Mukesh Ambani, Chairman and Managing 

Director of Reliance Industries, one of the largest conglomerates in India. In 

this case, a deepfake video was produced where Ambani was promoting a fake 

investment scheme. The video was widely spread on social media and other 

online platforms with the intention of trapping unsuspecting investors to part 

with their money.20 The case is especially intriguing as the targeted figure is 

not only a highly successful business leader, but also a household name in 

India, and therefore carries a certain degree of public trust and power. The case 

highlights the cross-platform aspect of the threat because the fraudulent 

content was spread through numerous digital platforms, and it became 

                                                             
19 Securities and Exchange Board of India, Master Circular on Surveillance of Securities 

Market (23 September 2024) <www.sebi.gov.in/legal/master-circulars/sep-2024/master-

circular-on-surveillance-of-securities-market_86929.html> accessed 22 February 2026. 
20 Express News Service, ‘Deepfake videos of Narayana Murthy, Mukesh Ambani: Bengaluru 

residents lose Rs 87 lakh in trading scam’ Indian Express (Bengaluru, 5 November 2024) 

<https://indianexpress.com/article/cities/bangalore/deepfake-videos-narayana-murthy-

mukesh-ambani-bengaluru-trading-scam-9654607/> accessed 4 April 2026. 
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challenging to contain and eliminate.21 The case acts as a wake-up call to 

people about the necessity of raising public awareness regarding the risk of 

deepfakes, as well as verifying the reliability of any information in a matter of 

investment, particularly when said individual is a high-profile figure. 

3.  STRUCTURAL DRIVERS AND ROOT CAUSES: WHY INDIAN MARKETS 

REMAIN DISPROPORTIONATELY VULNERABLE 

Critical analysis of these instances indicates that synthetic market abuse in 

India stems not only from technological sophistication but, more importantly, 

from deep structural vulnerabilities. First, trust asymmetry of financial culture 

makes India acutely vulnerable to identity-based fraud: the credibility of 

personalities like Mukesh Ambani or the NSE CEO is synthetically harnessed, 

creating an authority effect that India, with its rising numbers of first-

generation retail investors (130 million demat accounts by 2024), does not 

possess the analytical infrastructure to challenge. Second, the institutional 

diffraction of regulatory power between SEBI, MeitY and the Ministry of 

Home Affairs has a jurisdictional blind spot where no single authority has 

overall responsibility over AI-based market fraud. This is especially evident 

in Chinese-supported deepfake networks. They are often hosted on overseas 

servers, which exploit gaps between domestic regulatory jurisdictions. Third, 

the structural perverse incentive calculus has also been produced by the fall in 

DaaS price. Generating an effective deepfake now costs mere euros, while 

potential gains from market manipulation can be enormous. This imbalance 

has rendered the deterrent effect of existing laws under the BNS and SEBI’s 

enforcement toolkit largely ineffective.  

                                                             
21 FSB, The Financial Stability Implications of Artificial Intelligence (n 1). 
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II. THE ECONOMIC IMPACT OF SYNTHETIC HYPE 

As emphasised before, the rapid propagation of deepfakes and the use of 

such technologies in the financial sector may result in huge and extensive 

economic damage. Manufacturing and dissemination of artificial hype or fake 

or misleading information developed by AI can destabilise the economy of 

markets, ruin investor confidence, and ultimately endanger the economy. The 

economic impact of this phenomenon cannot be equated to just a few cases of 

fraud; it is a systemic risk, and it can also have extensive consequences for the 

entire financial system.22 This section will examine the economic impacts of 

synthetic hype, specifically the estimated loss of money in India, the potential 

threat to market integrity and investor confidence, and the potential economic 

disaster on a massive scale. 

Deepfake fraud poses an enormous economic threat in India. According to 

cybersecurity firm Pi-Labs (2024), the country was projected to suffer losses 

of ₹70,000 crore (approximately $8.4 billion) due to deepfake scams in 2025 

alone.23  This sudden rise in the number of financial losses is, according to the 

report titled Digital Deception Epidemic: 2024 Report on Deepfake Fraud on 

Toll on India, attributed to the increasing availability and maturity of 

generative AI tools, which are now being used to commit a wide array of 

crimes, including financial fraud, identity theft, and the production of non-

consensual adult material. Another point that was mentioned in the report is 

the appearance of the so-called Jamara 2.0, which is defined as the 

employment of deepfake to interfere with video-based Know Your Customer 

(“KYC”) procedures, impersonate a business executive, and generate artificial 

                                                             
22 OECD, Assessing Potential Future AI Risks, Benefits and Policy Imperatives (n 13). 
23 Pi-Labs, Digital Deception Epidemic (n 2). 
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evidence in a digital form.24 This vulnerability has placed both individuals and 

financial institutions as the main targets of identity theft, fraudulent 

investments, and money laundering since the number of video KYC calls 

conducted per day was over 11 lakh in India alone. It is not a mere figure of 

70,000 crore loss, but an indication of a serious burden on the Indian economy 

and with a wide-ranging implication on businesses, investors and people at 

large.25 

A. The Threat to Market Integrity and Investor Confidence 

In addition to the immediate losses in terms of money, the application of 

deepfakes in securities fraud is a critical threat to market integrity and investor 

confidence. A well-functioning financial market is based on trust that the 

information on which investment decisions are made is accurate and reliable. 

The spread of synthetic media essentially compromises this trust because it 

has become increasingly difficult to draw the line between the real and the 

fake. When the investors cannot be certain that a video of an announcement 

made by the CEO is authentic or that the recommendation given by a financial 

analyst is true, their trust in the market is lost. This may cause several adverse 

effects, such as market volatility, a decrease in liquidity and a flight to safety 

because investors will be risk-averse.26 This is the threat that has been 

identified by the International Monetary Fund (“IMF”), which has stated that 

the ill intent of AI, such as deepfakes, is a major threat to financial stability. 

Loss of investor confidence is a long, slow, insidious process, whose ultimate 

                                                             
24 Reserve Bank of India, Master Direction - Know Your Customer (KYC) Direction, 2016 
(Updated as on August 14 2025) (withdrawn)  

<www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=12893> accessed 25 February 

2026. 
25 Bank for International Settlements, Digitalisation of Finance (n 19). 
26 International Monetary Fund, Advances in Artificial Intelligence: Implications for Capital 

Market Activities (Chapter 3 in Global Financial Stability Report, 22 October 2024) 

<www.elibrary.imf.org/display/book/9798400277573/CH003.xml> accessed 26 February 

2026. 
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results may be disastrous, in terms of a weaker and less efficient financial 

system. 

Given the high degree of interconnectedness in modern financial markets, 

a localized incident of synthetic market abuse can also produce far-reaching 

and unpredictable consequences.27 A deepfake-induced flash crash in a single 

market could rapidly spread to others, triggering automated sell-offs, a sudden 

evaporation of liquidity, and a dangerous chain reaction. The IMF has 

cautioned against such events, suggesting that algorithmic trading programs 

tend to have risk management features that de-risk or shut down entirely in 

highly volatile times.28 The possibility of a large-scale economic crisis is an 

obvious and imminent threat in the context of the current situation, and the 

necessity of a unified and active intervention of regulators, policymakers, and 

the financial sector is pronounced. 

B. Causal Mechanisms and Systemic Risk: Beyond the Data 

The importance of the loss of an estimated 70,000 crores can hardly be 

understood without an analytical causal model. On the micro level, deepfake 

disinformation takes advantage of cognitive biases, including authority bias, 

social proof, and availability heuristic, to make economically irrational 

investment choices. On a meson scale, pools of misled investors have the 

effect of producing price momentum that is exponentially sensitive to high-

frequency trading algorithms because HFT systems operate under the 

principle of pursuing price changes instead of questioning the information 

underpinning these changes, creating a feedback mechanism where artificial 

hype generates real market movement that, in turn, confirms the hype to 

                                                             
27 United Nations Conference on Trade and Development, Digital Economy Report 2024 (10 

July 2024) <https://unctad.org/publication/digital-economy-report-2024>  accessed 31 March 

2026. 
28 IMF, Advances in Artificial Intelligence (n 31). 
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subsequent entrants. At the macro level, India is increasingly becoming 

entangled in the global capital markets due to the influx of FPI and index 

inclusion, such that when a synthetic market abuse event of adequate 

magnitude occurs, it may lead to cascading contagion effects with 

international spillover effects. The lack of an early-warning system to AI-

created market disinformation as part of the Indian financial stability system 

constitutes a major regulatory failure that current regulatory frameworks have 

not been able to recognize, much less mitigate. 

III. STATUTORY RECOGNITION: ANALYZING THE 2025 

INFORMATION TECHNOLOGY (IT) RULES AMENDMENT ON 

SYNTHETICALLY GENERATED INFORMATION 

The Indian government has made a major step towards the regulation of 

this new form of content owing to the increasing threat of synthetic media. 

The Ministry of Electronics and Information Technology (“MeitY”) has 

implemented changes in the Information Technology (Intermediary 

Guidelines and Digital Media Ethics Code) Rules, 202129, which seeks to 

capture the problems presented by the establishment and propagation of 

synthetically created information. The set of amendments, which were 

implemented in 202530, are a milestone in the history of the digital governance 

of India, as they offer the first codified legal basis to address the issues of 

deepfake and other types of AI-generated content. The following section of 

the paper offers an in-depth examination of the 2025 amendments to the IT 

Rules- including the new definitions, labelling requirements, and due 

diligence requirements they entail, while also comparing India’s approach to 

                                                             
29 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 

2021. 
30 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) 

Amendment Rules 2025, draft (17 October 2025). 
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these regulations with those adopted in other jurisdictions, and discusses the 

legal issues and judicial challenges they are likely to raise. 

A. The 2025 MeitY Amendments: An Analysis of the New Regulatory 

Framework 

Released in October 202531, the 2025 amendments to the IT Rules propose 

a new holistic framework of regulation of handling information synthetically 

generated. The amendments strike the right balance between the necessity to 

safeguard the citizens against the dangers of deepfakes and falsehood, and the 

desire to encourage innovation in the field of AI. The major text of the 

amendments is a new definition of information synthetically generated, a 

labelling obligation of this content, and an increased due diligence 

responsibility for social media intermediaries. The amendments also have a 

new idea of shared responsibility where both content creators and hosting 

platforms have the burden of making sure that the synthetic media is duly 

labelled and does not infringe on any legislation.  

A key foundation of the 2025 amendments to the IT Rules is the 

introduction of a formal legal definition for “synthetically generated 

information.” According to the draft rules, this refers to any information that 

is artificially or algorithmically produced, developed, altered, or transformed 

using computer resources in a manner that creates a reasonable impression of 

being genuine or authentic. Such a definition is intentionally broad as well as 

encompassing a wide range of AI-generated material, including deepfake 

videos, voice clones, synthetic images, and even AI-generated text. A 

particularly important element is the “reasonable impression” standard, which 

introduces a subjective assessment. This allows the regulation to cover 

                                                             
31 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) 

Amendment Rules 2025, as notified and reflected in the consolidated rules updated on 10 

February 2026. 
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material that is likely to mislead an ordinary user into believing it is real. 

However, such a subjective standard has been criticised as well, and the critics 

of the law32 have also highlighted that a subjective standard can be applied in 

an inconsistent manner and that the measure can have a chilling effect on 

lawful ways of expression: satire and parody. 

B. The 10% Visual Labelling Mandate for Deepfake Content 

One of the most significant and controversial provisions in the 2025 IT 

Rules amendments is the mandatory labelling of synthetically generated 

content. 33 The draft rules require visible labels covering at least 10% of the 

area for visual material and audible labels for 10% of the duration in audio.34 

They also mandate permanent metadata watermarks for traceability. 35The 

purpose of such labelling is to allow users to distinguish between legitimate 

and AI-generated content, therefore reducing the possibility of deceiving 

users.36 However, some critics have also condemned the threshold of 10%, 

stating that it is arbitrary and onerous to small platforms and content creators.37 

There is also a fear that the labelling requirement can be abused by 

unscrupulous individuals, and they may simply take out or alter the labels38. 

                                                             
32 Rishabh Dara, ‘Intermediary Liability in India: Chilling Effects on Free Expression’ (Centre 

for Internet and Society, 27 April 2012) <https://cis-india.org/internet-governance/chilling-

effects-on-free-expression-on-internet> accessed 15 March 2026. 
33 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) 

Amendment Rules 2025, r 4, GSR 775(E), Gazette of India, Extraordinary, Part II, s 3(i) 22 

October 2025. 
34 ibid r 3(2)(b)(ii). 
35 ibid r 3(2)(c). 
36 ibid, Explanation to r 3(2). 
37 B Chandra and others, Reducing Risks Posed by Synthetic Content: An Overview of 

Technical Approaches to Digital Content Transparency   (National Institute of Standards and 

Technology, 20 November 2024) <https://doi.org/10.6028/NIST.AI.100-4> accessed 13 

March 2026. 
38 HM Government, A pro-innovation approach to AI regulation: government response to 

consultation (February 2024) 

<https://assets.publishing.service.gov.uk/media/65c1e399c43191000d1a45f4/a-pro-
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C.    Due Diligence Obligations for Significant Social Media 

Intermediaries (SSMIs) 

The amendments of the 2025 IT Rules impose important new due diligence 

requirements on Significant Social Media Intermediaries (‘SSMI’), which are 

characterized as those platforms having over five million registered users in 

India39. In the new regulations, SSMIs must undertake some measures to curb 

the spread of fake-generated information, including: (i) User Declaration: 

Platforms must also obtain a declaration by users when they post their content 

on whether it is composed or modified with the assistance of AI or any other 

such synthetic method. (ii) Technical Verification: To determine the validity 

of user statements, platforms must undertake reasonable and proportionate 

technical interventions that contain automated detection tools. (iii) Prominent 

Labelling: The platforms should make sure that every content synthetically 

generated is clearly marked with an identifiable mark showing up visibly or 

audibly. (iv) Traceability: To make it traceable, platforms should have a 

permanent and unique metadata identifier or watermark on the content. (v) 

Takedown: Platforms must remove or disable access to any content that is found 

to be in violation of the rules. 

Any non-observance of these duties may lead to failure to enjoy the 

protection of safe harbour provided in Section 79 of the IT Act, which would 

cause the platform to be subjected to any unlawful content that is hosted on its 

service.  

D.      India's Intermediary Liability Approach: A "Kill Switch" for 

Content 

                                                             
innovation-approach-to-ai-regulation-amended-governement-response-web-ready.pdf> 

accessed 5 April 2026. 
39 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) 

Amendment Rules 2025, r 2(1)(v). 
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The concept of intermediary liability underlies India’s strategy of 

regulating synthetic media, and is aptly represented under the 2025 

amendments of the IT Rules.40 This model, also followed in countries like the 

United States, places primary responsibility on the platforms that host the 

content.41 In this policy, Intermediaries enjoy safe harbour protection from 

liability for third-party content, provided they fulfil due diligence obligations, 

such as removing unlawful material upon gaining knowledge of it.42 The 2025 

changes to the IT Rules made these responsibilities more enforceable and 

allowed the platforms to become more proactive in identifying and eliminating 

the synthetically generated information.43 Critics view this as a “content kill 

switch,” as it effectively empowers platforms to take down any material 

deemed non-compliant. The underlying rationale is that platforms are best 

placed to monitor content on their services and should be held accountable for 

harms arising from their negligence.44 

The 2025 IT Rules amendments have also encountered other legal 

objections and judicial reviews, especially on the effect it has on the freedom 

of speech and expression. The wide and subjective definition of the term 

synthetically generated information, its compulsory labelling prerequisites, 

and its increased due diligence risk of SSMIs have all been lamented as having 

the prospect of a chilling effect on online dialogue; some of the key ones have 

been covered in the current paper. 

The other significant issue regarding the amendments to the IT Rules 2025 

is that it may have a chilling effect on freedom of speech. The imprecise and 

                                                             
40 Regulation (EU) 2024/1689 (Artificial Intelligence Act) art 3(1). 
41 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) 

Amendment Rules 2025, r 2(1)(x). 
42 Communications Decency Act of 1996, 47 USC § 230(c)(1) (2018). 
43 Information Technology Act 2000, s 79(2)(c). 
44 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 

2021, r 3(1)(b) (as amended). 
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opinionated definition of what constitutes information synthetically generated, 

in combination with the obligatory labelling and the risk of losing safe harbour 

protection, may result in the creation of a scenario where platforms and users 

are too mindful of their online expression, which will result in not violating 

the rules.45 This may suffocate any valid means of expression, including satire, 

parody, and political criticism. 

IV. CRIMINAL LIABILITY UNDER BNS: SECTIONS 319 

(PERSONATION) AND 353 (MISINFORMATION) IN A 

SECURITIES CONTEXT 

With the emergence of deepfake technology, the Indian criminal justice 

system is faced with a novel and challenging number of issues. The capability 

to develop hyper-realistic, synthetic media that may realistically masquerade 

as actual people has set a new stage for criminal activities such as fraud, 

defamation, and manipulation of markets. To address this new menace, the 

Bharatiya Nyaya Sanhita (‘BNS’), 2023, also has a number of new provisions 

which are intended to tackle the issue of the digital era.46 

Section 319 (Cheating by Personation) and Section 353 (Statements 

Conducing to Public Mischief) are two such sections that will be of particular 

importance to the problem of synthetic market abuse.47 This section is a critical 

examination of the appropriateness and sufficiency of such provisions in 

deterring and penalizing the use of deepfakes in securities fraud. It additionally 

looks into the dynamic jurisprudence of the novel deepfake liability and 

interaction of the BNS and the IT Act, 2000. Sub-clause 353 of the BNS that 

is equivalent to Section 505 of the IPC, criminalizes the making, publishing, 

or circulating of any statement, false information, rumour, or report with the 
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intent to cause, or which is likely to cause, fear or alarm to the public, or to 

any section of the public, whereby any person may be induced to commit an 

offence against the State or against the public tranquillity.48  

The part also punishes the formation or propagation of the sentiments of 

hostility, hate, or malice among the various religious, racial, linguistic, or 

regional communities. The penalty for these crimes is a jail term of up to three 

years and a fine or both. The law of Section 353 applied to financial markets 

is a dynamic and complicated field of law.49 The BNS does not have a 

definition of the term public mischief, and the development of case law is 

likely to inform it.50 The concept of public mischief might be applied in 

securities fraud as the distribution of false or misleading information that will 

most likely influence investors to make decisions that they would not have 

otherwise made. Nevertheless, the boundaries of the concept of public 

mischief are not inexhaustible, and probably courts will demand that the direct 

and foreseeable connection between the false information and the harm be 

demonstrated.  

Although Section 353 is a possible avenue of prosecuting individuals who 

use deepfakes to induce financial market manipulation, it can be argued that 

there are reasons to suggest that this particular provision is not sufficient to 

prevent "synthetic hype" in the future. First, the part must comprehend an 

exhibiting of intent to cause, or probable cause of causing, fear or alarm in the 

populace. It is not apparent that the spread of fake data to manipulate the prices 

of a stock would satisfy this need. Second, the section does not explicitly 

concern itself with the application of synthetic media, and it might be difficult 

to apply its provisions to this new and fast-changing technology by the courts. 
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Third, the penalty for the crime in Section 353 is comparatively light, with the 

highest penalties of three years’ imprisonment. It is also feared that Section 

353 might be misapplied by the enforcing agencies to suppress an honest 

criticism and dissent, just as the now-abolished Section 66A of the IT Act.51 

Section 66A, which the Supreme Court declared unconstitutional in 2015, 

criminalised the sending of any “offensive” message through a computer or 

communication device. The provision was widely criticised for its vague and 

overbroad language and was frequently misused to arrest individuals for 

posting critical comments against politicians and public figures.  Although 

Section 353 is more narrowly drafted than Section 66A, concerns remain that 

it could still be misused to target legitimate political or economic commentary.  

This may send a chilling effect on free speech, and it may inhibit the role of 

the population to hold strong institutions accountable. 

Section 319 of the BNS, which corresponds to Section 416 of the IPC, 

criminalizes cheating by personation.52 The section states that "whoever cheats 

by personation shall be punished with imprisonment of either description for 

a term which may extend to three years, or with fine, or with both." The section 

defines "personation" as "the act of pretending to be some other person, or of 

knowingly substituting one person for another, or representing that he or any 

other person is a person other than he or such other person really is.53 Any 

activity of using deepfakes as a means of deceiving C-suite executives with 

the aim of influencing stock prices would come squarely under the 

understanding of the term as cheating by personation. The process of creating 

and sharing a deepfake of a CEO, say, would entail the act of impersonation 

of the CEO, and the desire to make investors purchase or sell a specific stock 
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would amount to the element of cheating.54 Nevertheless, a number of 

obstacles are expected to arise when prosecutors take cases under Section 319. 

To begin with, it can be challenging to show that the accused had the intention 

of cheating, rather than just performing a prank or a political satire. Second, a 

causal connection between the deepfake and subsequent financial loss may be 

hard to determine, especially in a turbulent and uncertain market.55 

Section 319 is not the only area of law where proving intent and causation 

in a synthetic media case is difficult. These are the issues that are prevalent in 

any form of financial fraud. Nevertheless, it can become even harder to obtain 

the required evidence with the help of AI and other high technologies. To give 

an example, one may find it hard to determine the source of a deepfake video, 

and it may be hard to recognize the people standing behind the creation and 

distribution of the video.56 Encryption and other privacy-enhancing 

technology may make it even more difficult to investigate and prosecute such 

cases. 

A. The Evolving Jurisprudence on Deepfake Liability 

The legal framework on deepfake liability in India is still evolving. While 

the Bharatiya Nyaya Sanhita (‘BNS’) and the IT Act provide a starting point 

for prosecuting those who misuse deepfakes, many critical questions remain 

unanswered and will ultimately have to be settled by the courts. This section 

examines the emerging jurisprudence on deepfake liability and highlights the 

key legal issues likely to arise in the coming years.  
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B. Context-Specific Recommendations and Critical Assessment 

In addition to broader reforms, three practical measures are proposed. 

First, SEBI must impose AI Disclosure Obligations upon material corporate 

communications of listed companies: any AI-assisted video, audio, or image 

must bear a cryptographically verifiable watermark listed in a SEBI-operated 

public registry, which speaks directly to the source of trust asymmetry that 

deepfake frauds take advantage of. Second, the current FSDC inter-regulatory 

framework should be extended with a new SEBI-MeitY Joint Enforcement 

Protocol, which would provide a co-regulatory mechanism of real-time 

evidence-sharing, and a rapid-track synthetic content takedown authority, in 

order to allow SEBI to impose binding removal orders on SSMIs, based on 

imminent harm to markets, and without requiring the standard Section 79 

notice-and-takedown procedure. Third, CERT-In must create a National 

Deepfake Forensics Laboratory, in collaboration with the IIT system, which 

could act as the nodal authority in deepfake-related proceedings, and a forensic 

infrastructure that the BSA, 2023, assumes but which is currently not offered 

by any institution.57 

These suggestions are not risk-free. Mandatory labelling and AI disclosure 

requirements have the risk of producing asymmetry in compliance, favoring 

less well-resourced platforms and creators, and potentially giving digital 

speech concentration to incumbent companies. The takedown mechanism has 

been fast-tracked without strong judicial checks and balances and may be 

repeated, the so-called chilling effect of now-latent Section 66A of the IT Act 

since it regulates legitimate financial commentary.  Automated deep fake 

detection tools should be deployed on a large scale only with consequence-

appropriate surveillance and data-protection protections, and with 
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proportionality safeguards and autonomous auditing requirements. Lastly, 

legislation requirements exceeding institutional capacity development are 

likely to spur a false illusion of safety, which is ironic, more vulnerable 

between the instalment between the enforcement infrastructure development 

cycle and its maturity.58 

C. The Need for Judicial Interpretation of BNS Provisions in the 

Digital Age 

The stipulations of the BNS do not have a clear purpose of dealing with 

the challenges of the digital era.59 This, in turn, necessitates judicial 

interpretation to define the way these provisions would be interpreted to apply 

to the cases involving synthetic media. Indicatively, the courts will have to 

determine whether the term personation in Section 319 encompasses the use 

of deepfakes and whether the term public mischief in Section 353 

encompasses the spread of fake news with the intent of controlling the price 

of stock.60 The court cases that will be ruled on such matters will largely 

determine the capacity of law enforcement agencies to fight the increasing 

menace of fraud through synthetic media.  

D. The Role of Precedent in Shaping Future Enforcement 

The cases that the courts resolve in the preliminary cases regarding 

deepfake liability will form valuable precedents that will be applied in the 

future. Such precedents will guide the work of the law enforcement agencies 

and prosecutors, and they will assist in the process of the law creation in this 

sphere. It is thus imperative that courts should be cautious and deliberate about 
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the cases and the court should be sensitive to the fact that their ruling may have 

a long-term effect on the legal scene. 

E. The Interplay Between the BNS and the IT Act, 2000 

Two distinct documents that can be used to solve the problem of deepfake 

liability are the BNS and the IT Act, 2000, which differ in many ways.61 The 

general criminal law framework is offered by the BNS, and the IT Act offers 

specific provisions, which are applicable in cybercrime.62 More should be 

clarified on how the two laws can interrelate with each other and when one 

should prosecute under one law as opposed to the other. This will require an 

analysis of the facts of each case that are specific, and more general policy 

objectives of the two laws. 

F. Legal Grey Areas, Regulatory Ambiguities, and Enforcement 

Lacunae 

Regardless of their legislative purpose, the BNS, 2023 and the 2025 IT 

Rules contain major grey spaces that hinder their effectiveness in reality. The 

former is a matter of definitional ambiguity: the standard of content of the 

2025 IT Rules, which is that it reasonably appears to be authentic or true, is 

subjective in nature and introduces an interpretative ambiguity, which 

encompasses political satire and lawful financial commentary, which would 

also lead to constitutional objection under Article 19(1)(a) as construed in 

Shreya Singhal v. Union of India. It is this flaw of definition that will 

eventually be resolved by the courts, rather than regulators, and the result will 

significantly influence the future of digital expression in India. 
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The second grey area is the jurisdictional fragmentation. The division of 

regulatory responsibilities between SEBI, MeitY, Home Affairs, and the RBI, 

with no single coordination mechanism, creates conflicting enforcement 

priorities and allowable coverage loopholes, especially in cross-border 

activities where the speed of AI-driven market manipulation is slower than the 

MLAT processes. In the current form of the BNS, 2023 does not provide any 

extraterritorial jurisdiction against AI-generated content, which means that 

law enforcement agencies in India have no statutory means to pursue offenders 

acting in a different jurisdiction. 

The third obstacle is forensic attribution. Even in cases of detected 

deepfake fraud, it is technically challenging to track synthetic media to a 

particular offender. India does not have specific deepfake forensic 

infrastructure at either the CERT-In or the NIA, in the sense that the 

progressive evidentiary framework of BSA assumes the capacity to detect and 

attribute deepfakes, which is not yet available to any domestic organization63. 

Lastly, the narrowing scope problem: the 2025 IT Rules were written in terms 

of the state of the art in deepfake technology, and do not address the new 

modalities of the phenomenon, such as real-time voice synthesis, AI-assisted 

financial analysis, or agentic systems of fraud, a structural feature of AI 

regulation that cannot be addressed through periodic revision but through 

adaptive regulation. 

V. SAFE HARBOUR IN PERIL: SSMI OBLIGATIONS AND THE 

LOSS OF IMMUNITY FOR AI- ENABLED FRAUD 

One of the most important aspects of the modern internet is the law 

regulating the liability of the online intermediaries for user-created content. In 

India, the framework is primarily based on the provision of the Information 
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Technology Act, 2000, Section 7964 that has provided a safe harbour to the 

intermediaries in the country, as they are not liable under some circumstances 

in which the third-party contents appear. However, that has significantly 

shifted with the 2025 revisions of the IT Rules that impose additional and 

stricter obligations on Significant Social Media Intermediaries (SSMI) 

regarding the synthetically generated information. This has raised essential 

issues about the future of the safe harbour protection in India and the potential 

to hold the platforms to the AI-powered fraud. This part will examine the safe 

harbour in Section 79 of the IT Act, which is a new requirement for SSMIs 

and potential loss of immunity on a site that fails to satisfy their requirement.65 

A. The Safe Harbour Provision under Section 79 of the IT Act 

In Section 79 of the IT Act, the intermediaries are given a safe harbour, in 

which they are not to be held responsible for any third-party information, data 

or communication link that is provided, hosted or made available by them. But 

this immunity is not absolute, and it does have a series of conditions. The 

middleman should not have started the transmission, chosen the recipient of 

the transmission, or chosen or altered the information in the transmission. The 

intermediary also has to practice due diligence in the process of performing its 

obligations under the Act, and also has a duty to observe such other provisions 

as the Central Government may specify in this regard. 

B. The Conditions for Immunity for Intermediaries 

Section 79 of the IT Act has made the terms of immunity in an attempt to 

ensure that intermediaries are only used as neutral channels of information and 

are not involved in creating or propagating illegal content.66 The condition that 
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the intermediary has not taken the initiative to send the transmission, or choose 

the recipient, or alter the information, is aimed at making sure that the 

intermediary is not a publisher or speaker of the content. The due diligence 

requirement, in its turn, is aimed at providing the intermediary with reasonable 

means of ensuring that the illegal content is not being spread through its 

platform. The rules that have been stipulated by the Central Government in this 

section present a more specific pattern to the due diligence responsibilities of 

the intermediaries.67 

C.   The "Notice and Takedown" Regime 

One of the sections of the safe harbour regime in the IT Act is the notice 

and takedown regime of Section 79.68 In this regime, a middleman has to take 

down or otherwise hamper access to any illegal content when he has actual 

knowledge that this content is present on its platform. The real knowledge can 

be acquired upon a court order or a notification by the government agency.69 

The intermediary should be quick in deleting the content, and the inability to 

do so may lead to the forfeiture of safe harbour. It has attracted considerable 

controversy, and it has been argued that the regime currently places an unfair 

burden on intermediaries and is prone to censoring legitimate content. 

D.   The Impact of the 2025 IT Rules on Safe Harbour 

The amendments of the IT Rules of 2025 have made a great impact on the 

safe harbour framework, as it places and enforce new and more rigorous due 

diligence requirements on SSMIs.  These commitments, which involve the 

necessity to acquire user expression on synthetic material, implement 

technical tools to validate these expressive, and conspicuously label all 
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synthetic material, outweigh the customary system of notice and takedown. 

Violation of such requirements may lead to the abrogation of safe harbour 

coverage, and the platform will be engaged in the criminal misconduct that is 

hosted on its service. That has raised a question mark, that the new rules would 

lead to the situation when platforms are left with no option but to undertake 

proactive content moderation, which can have a chilling effect on free speech. 

E.   The Obligations of Significant Social Media Intermediaries 

(SSMIs) 

The new requirements on SSMIs posed by the amendments of the 2025 IT 

Rules are likely to involve them as more active participants in combating the 

spread of synthetically created information. These requirements are a major 

shift in the historic regime of notice and takedown and are indicative of an 

increasing trend to hold platforms more responsible for the content they are 

hosting. 

1. A. THE REQUIREMENT FOR "REASONABLE AND APPROPRIATE 

TECHNICAL MEASURES" 

The 2025 IT Rules demand that SSMIs implement technical measures, 

which are reasonable and appropriate to identify and delete synthetically 

generated information.70 This is a major break with the much older and more 

traditional notice and takedown regime, where the platforms only needed to do 

something in response to actual knowledge of illegal content received. The new 

requirement imposes more competition on platforms to actively check their 

services as synthetic media. But the phrase reasonable and appropriate is not 

specified in the rules and will probably become the focus of numerous debates 

and litigation. The benefit of the platforms will be the creation and 
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implementation of a technical solution that would be efficient in identifying the 

synthetic media, without also labelling a substantial portion of the legitimate 

content. 

2. THE ROLE OF AUTOMATED TOOLS IN DETECTING SYNTHETIC 

CONTENT 

At this point, automated tools would most likely be instrumental in 

assisting SSMIs to adhere to their new requirements in the 2025 IT Rules. One 

can scan big amounts of content with these tools to detect manipulation in the 

form of discrepancies in lighting, shadows, and facial expression. 

Nevertheless, all these tools are not so effective and cannot always determine 

authentic and fake content. Platforms will be faced with the challenge to come 

up with and implement automated tools that are accurate and efficient. The 

automated tools also have an issue of false positives, thus the possibility of 

loss of valid content. 

3. THE BURDEN OF VERIFYING USER DECLARATIONS 

The IT Rules of 2025 demand that SSMIs request the user to declare every 

time they upload the content whether their message was written or edited with 

the help of AI or any other synthetic tool. Platforms are also required by the 

rules to put up tea-tincture technical measures that are reasonable and 

proportionate to confirm the correctness of these declarations. This heavily 

burdens the platforms because it will require them to create and deploy 

systems to check user claims on a large scale. Platforms will find it difficult to 

check such statements without violating the privacy of their customers as well. 

The overall load of authentication of user statements is probably one of the 

main problems that platforms will face in adherence to the new regulations. 

F.  The Loss of Immunity for AI-Enabled Fraud 
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The amendments of the 2025 IT Rules have increased the chances of 

immunity loss to those platforms that do not meet their new requirements. This 

has brought controversy on how platforms and individual perpetrators of AI-

enabled fraud should be held liable. 

1. THE ARGUMENT FOR PIERCING THE CORPORATE VEIL OF 

INTERMEDIARIES 

They claim that the safe harbour clause in the IT Act, Section 79, ought to 

be lifted in situations of AI-based fraud, and that the sites must be held directly 

responsible for the damages as a result of the synthetic media.71 The point is 

that platforms have ceased to become a neutral conduit of information, but 

they are getting actively engaged in the creation and sharing of content using 

both their algorithms and recommendation systems. It is argued that because 

platforms fail to take sufficient measures to prevent the spread of synthetic 

media, they should be liable for negligence. 

2. THE POTENTIAL FOR SHARED LIABILITY MODELS 

Others insist that a shared liability model will be more suitable in AI- 

enabled fraud cases.72 In this model, the platform would be liable along with 

the perpetrator individually who caused the harm by the synthetic media. The 

liability of the platform would consist in its inability to perform its due 

diligence duty, whereas the liability of the individual who carried the 

fraudulent content would be judged by their personal contribution to the 

generation and sharing of the scamming content. A shared liability model 

would offer a fairer analysis of how the liability should be distributed and 
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would make both platforms and individuals responsible in terms of 

committing AI-enabled fraud. 

3. THE GLOBAL DEBATE ON PLATFORM ACCOUNTABILITY FOR 

AI-GENERATED CONTENT 

The question of whether platforms should be held responsible or not 

regarding AI-generated content does not originate in India. It is an 

international controversy that is occurring in several jurisdictions, including 

the European Union73 and the United States.74 The result of this debate will be 

of interest in the future of the internet and control of online information. The 

dilemma presented by policymakers is to strike a balance between the 

necessity to safeguard users to ensure they are not hurt and the necessity not 

to destroy the open and free internet. The liability of the platform is likely to 

become a prime feature of the future policy and legal debate regarding the 

regulation of the artificially created content. 

VI. EVIDENCE AND ADMISSIBILITY: AUTHENTICATING 

SYNTHETIC MEDIA UNDER THE BHARTIYA SAKSHYA 

ADHINIYAM (BSA), 2023 

The proliferation of deepfake technology has created a new and significant 

challenge for the legal system: what should be done to confirm digital evidence 

in man-made media. The possibility of creating audio, video and images that 

are fake but hyper-realistic has made it more difficult to tell which works are 

the original works and which are the counterfeit ones. It has great implications 

for the admissibility of digital evidence in a court because the credibility and 

authenticity of such evidence are doubted. The current legislation is the 
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Bharatiya Sakshya Adhiniyam, 202375 (or the new name of the Indian 

Evidence Act, 1872), which has modulated the new set of rules in the 

admissibility of electronic and digital records. This section will contain the 

challenge of demonstrating deepfakes in the court, the provisions of the BSA, 

2023 and the future of deepfake detection and authentication. 

A. The Challenge of Authenticating Deepfakes in Court 

The authentication of deepfakes in a court is a challenging task. The deep 

fakes now are hyper- realistic, and it is in fact hard to tell the fake and the real 

by the human eye. This has taken the case to a point where even the expert 

witness would not, at times, be in a position to make a clear judgment of the 

validity of a particular piece of digital evidence.76 The issue of detecting 

deepfakes is also augmented by the fact that the software is dynamically 

shifting; consequently, it is difficult to uncover the technology and keep pace. 

1. THE RELIABILITY OF DIGITAL EVIDENCE 

The reliability of digital evidence has always been an issue in the legal 

system. The availability of digital files allowing duplication, editing and 

deletion at an extremely low rate has made it highly difficult to maintain a 

chain of custody, along with ensuring the integrity of the evidence. The 

emergence of deepfake technology has further contributed to these problems, 

since nowadays one can create very realistic fakes that are difficult to identify. 

One of the challenges that the legal system will face is the need to find new 

methods of certifying digital evidence that will take into consideration the 

risks presented by deepfakes. 
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2. THE NEED FOR EXPERT TESTIMONY AND FORENSIC ANALYSIS 

The reliability of digital evidence has been an issue of concern to the legal 

system. The ease with which it is possible to copy, modify and delete digital 

files has made it highly difficult to have a chain of custody as well as ensure 

that the evidence is intact. The emergence of deepfake technology has just 

contributed to the problems since fakes can now be made very realistic and 

undetected. The legal system has the burden of devising new methods of 

examination of digital evidence that can consider the risks of deepfakes. 

3. THE ADMISSIBILITY OF AI-GENERATED EVIDENCE 

The other more challenging question that will be forced to be addressed by 

the legal framework would be the admissibility of AI-made evidence. As AI 

keeps improving in the future, it is possible to anticipate that the application 

of AI-generated evidence in the court will rise. This can include, among others, 

AI to generate financial transaction reports or to filter large amounts of data. 

It will be hard to establish a framework in which the admissibility of AI-

generated evidence will make it reliable and accurate for the legal system. 

VII. THE BHARATIYA SAKSHYA ADHINIYAM (BSA), 2023: A NEW 

FRAMEWORK FOR DIGITAL EVIDENCE 

The new model on admissibility of electronic and digital records will be a 

new model named the Bharatiya Sakshya Adhiniyam (‘BSA’), 2023, which 

replaced the Indian Evidence Act, 1872.77 The fact that the BSA was 

introduced is a giant leap in the legal recognition of digital evidence, and the 

attitude towards the problems of synthetic media provided by the BSA is more 

contemporary and comprehensive. 

A. The Provisions for Electronic and Digital Records 

                                                             
77 Bharatiya Sakshya Adhiniyam 2023. 



137                 RGNUL FINANCIAL AND MERCANTILE LAW REVIEW             [Vol 13(2) 

      
 

There are a number of provisions in the BSA, 2023, which apply to the 

admissibility of electronic and digital records. Section 61 of the BSA provides 

that electronic or digital records will have the same legal enforceability and 

validity as records will paper-based records.78 Section 62 provides that section 

information in an electronic record shall be deemed a document, and shall be 

admissible evidence, without the additional evidence of the original.79 These 

provisions have provided a good legal basis for the admissibility of digital 

evidence before the court. 

B. The Standard for Proving the Authenticity of Digital Evidence 

BSA, 2023, is also a standard that defines the required standard for 

establishing the authenticity of digital evidence. Evidence that can prove the 

authenticity of an electronic record may concern the identity of the person who 

created the record, the accuracy of the method applied in the creation of the 

record, and the integrity of the method applied in the creation of the record, 

provided under section 63 of the BSA.80 This standard is less rigid than the 

traditional one that was used to show the authenticity of paper-based records, 

and it is more appropriate in a digital evidence setting. 

C.  The Role of Hash Values and Metadata in Establishing Chain of 

Custody 

The BSA, 2023, also recognises the importance of the hash values and 

metadata used in the chain of custody determination of the digital evidence. A 

hash value refers to a unique computerized fingerprint derived from a file. 

When a file is modified in any manner, the hash value will be different. This 
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renders hash values a handy tool in the authentication of the integrity of a 

digital file. 

Metadata is information that is stored within a file, and it gives information 

regarding the file, including creation date and time, device created, and 

application used to create it. Metadata may be a valuable instrument to define 

the authenticity of an electronic file. 

VIII. THE FUTURE OF DEEPAKE DETECTION AND 

AUTHENTICATION 

The future of deepfake detection and authentication will probably feature 

the continuation of the arms race between deepfake creators and the detection 

technology developers. The more advanced deepfake technology is developed, 

the harder it will be to detect the forgeries with the help of traditional 

techniques. This will require new and more sophisticated detection 

technologies to be created. Various high-end detection technologies are being 

created to fight the menace of deepfakes. These technologies are based on a 

wide range of methods to identify the evidence of manipulation, including the 

analysis of the smallest discrepancies in faces, movements of the eyes and 

light, which are usually visible in deepfakes. Machine learning is also used in 

some of these technologies to detect patterns of deepfakes that cannot be 

detected using the human eye. These enhanced technologies in fraud detection 

will play an important role in combating deepfake fraud. 

The internet is global; hence, the risk of deepfake fraud cannot be limited 

to a particular jurisdiction. This is why it becomes necessary to create 

international deepfake authentication standards. Such standards would offer a 

global basis for detecting and authenticating deepfakes, and would assist in 

successfully making sure that evidence can be accepted in global courts. 
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Governments, industry, and academia will have to coordinate their efforts to 

develop international standards of deepfake authentication. 

IX. CONCLUSION: BRIDGING THE LIABILITY GAP AND 

SAFEGUARDING ECONOMIC STABILITY 

The 2025 crisis of synthetic media has revealed the abysmal inefficiencies 

of the contemporary financial apparatus in a novel and pernicious variety of 

white-collar crime. Impersonation of C-suite executives and market 

manipulation using AI-modified voices and deepfake videos is a paradigm 

shift in the character of financial fraud, which current legal and regulatory 

frameworks are failing to resolve. This paper has explored the so-called 

liability gap of Bharatiya Nyaya Sanhita (‘BNS’), 2023, and the 2025 IT Rules, 

and has found that these instruments, while a step in the right direction, are 

insufficient to deter the kind of high-frequency, machine-speed market 

manipulation that is now possible.81 It has further discussed the international 

character of the threat, which has necessitated the need to have a global 

response towards it. This conclusion sums up the focal findings of the study, 

justifies a more aggressive and responsive regulation strategy, and makes an 

appeal to a worldwide and coordinated effort of measures against the threat of 

synthetic market abuse. 

The studies have also established that the current legal frameworks (both 

in India and in other areas of the world) are not suitable to handle the 

peculiarities of synthetic market abuse. The Criminal law and securities 

regulation tools used in the traditional set-up are not well-suited to deal with 

the pace, magnitude, and complexity of AI-based fraud. The liability gap that 

has now been created is a serious menace to the integrity of the market and 

investor trust, and the basic structure of our regulation of the financial system 

                                                             
81  Bharatiya Nyaya Sanhita 2023. 
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is seriously amiss. The discussion of the BNS and the 2025 IT Rules has shown 

that they have several limitations in their capability to work with synthetic 

hype. The BNS provisions, however, are not specifically oriented towards the 

issues of synthetic media, and they are expected to be applied to deepfake 

fraud cases, with a complex and demanding task. Even though the 2025 IT 

Rules are a positive move towards the regulation of synthetic media, the rules 

have a narrow scope and minimal impact. Under the context of the discussion 

manifested in the paper, the following recommendations are being proposed 

to ensure the situation is workable to safeguard society and economic 

institutions against Synthetic Market Abuse: Deepfake Impersonation and 

Securities Fraud. 

A. The Need for an Inter-Ministerial Coordinating Body for AI Fraud 

The comparative looks at the approaches to regulation in the world reveals 

that a united and all-inclusive reaction is necessary to the danger of synthetic 

market abuse in India. The modern legal and regulatory framework is 

disjointed and is not sufficient to address the issues of the digital age. There is 

a need to have a new body that is able to combine the experience of different 

government agencies and generate a holistic and proactive strategy to combat 

the AI-based financial crime. This paragraph is a proposal to establish an Inter-

Ministerial Coordinating Body of AI Fraud, its proposed structure and its 

mandate. 

1. THE RATIONALE FOR A COORDINATED RESPONSE 

Synthetic market abuse is a complex and multidimensional problem, 

which requires a concerted effort on the part of an immense number of 

governmental bodies. The Ministry of Finance, the Home Affairs, the Ministry 

of Electronics and Information Technologies and the Securities and Exchange 

Board of India (‘SEBI’) are all in the battle against this menace. However, 
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currently, these agencies cannot collaborate in a structured manner in order to 

develop a common strategy. This has resulted in a disjointed and 

uncoordinated response to the problem, which has proved to be ineffective in 

discouraging and punishing deepfake offenders who use them to commit 

financial fraud. This gap could be resolved through the creation of an Inter-

Ministerial Coordinating Body on AI Fraud that can facilitate the exchange of 

information among these agencies, coordinate their activities, and come up with 

a collective approach to this issue. 

2. THE PROPOSED STRUCTURE AND MANDATE OF THE BODY 

It would be one of the high-level bodies to be headed by the finance 

minister, referred to as the Inter-Ministerial Coordinating Body on AI Fraud. 

It would also include the officials of the Ministry of Home Affairs, the 

Ministry of Electronics and Information Technology, the Ministry of Law and 

Justice and SEBI. This would place the burden on the body to develop a 

national strategy for combating AI-driven financial crime, and it would do the 

same for implementing it. The plan would involve different actions, which 

would include: 

 Strengthening the legal and regulatory framework for combating AI-driven 

financial crime 

 Enhancing the capacity of law enforcement agencies to investigate and 

prosecute these crimes 

 Promoting public awareness of the risks of synthetic media 

3. THE ROLE OF INTERNATIONAL COOPERATION AND INFORMATION 

SHARING 

Synthetic market abuse is a problem on the international level, and it needs 

an international solution. The establishment of an Inter-Ministerial 
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Coordination Body on AI Fraud would be one such platform through which 

India can coordinate with other countries and international organisations to 

develop a universal solution to the issue. The body would take the initiative of 

disseminating information and best practices to other nations and to organise 

Indian response to transnational terrorist financial crime. The organisation 

would also work with international organisations such as the IMF and the 

World Bank to develop global standards on the regulation of AI and to bring 

more countries on board in the war on AI-generated financial. 

4. THE NEED FOR A HOLISTIC AND MULTI-FACETED APPROACH 

This lack of legal frameworks proves that there is a need to have an 

increasingly cynical and multi-faceted approach to the regulation of synthetic 

market abuse. This approach should entail the combination of legal, 

technological and educational measures. The legal aspect of the problem of 

synthetic media demands the development of new laws that are developed 

specifically in reference to the issue. On the technological side, more advanced 

detection and authentication technology needs to be developed. The 

educational sphere is one area where a greater number of individuals need to 

be informed about the harmfulness of synthetic media and the necessity of 

verifying the quality of information. 

The danger of synthetic market abuse is not an issue of tomorrow; it is a 

current and increasing menace to the financial markets of the world. Even the 

instances of deepfake fraud that are already known about are a sobering 

notification of the possibility that this technology can result in major economic 

harm. The estimated 1.5-3 billion dollars of losses in India and other nations 

act as a wake-up call to the policymakers and regulators of the country. It is 

time to make a move prior to the risk of synthetic market abuse becoming a 

systemic risk to the global financial system. 
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B. The Path Forward: A Call for Proactive and Adaptive Regulation 

The way out must be a transition from a reactive to a proactive and 

adaptive attitude to the management of AI-based financial crime. This would 

mean looking to the future to see threats that are likely to arise, developing 

new regulatory tools and systems, and inculcating a culture of collaboration 

between government, industry, and academia. 

1. THE IMPORTANCE OF A RISK-BASED APPROACH TO AI-REGULATION 

The regulation of AI in the future has to be grounded on a risk-based 

approach to address the various and evolving risks posed by synthetic media. 

Its methodology must focus on the specific threats of the different types of AI 

systems and applications, and should be adaptable to the forthcoming changes 

in the technology. Such a risk-based approach would enable regulators to 

deploy their resources more productively and would not result in a one-size-

fits-all approach that would suppress innovation. 

2. THE NEED FOR CONTINUOUS MONITORING AND ADAPTATION OF 

LEGAL FRAMEWORKS 

Intense dynamism in the change of technology implies that the legal 

regulations regarding the control of AI are to be regularly observed and 

modified. It also demands investment in continuous research and 

development, and a desire to re-examine and modify the current legislation 

and policies. It would be an important step in this regard to have a special 

institution like the proposed Inter-Ministerial Coordinating Body on AI Fraud. 

3. THE ROLE OF PUBLIC-PRIVATE PARTNERSHIPS IN COMBATING AI-

DRIVEN FRAUD 

The threat of AI-driven financial crime will require the use of public-

private partnerships. The business sector possesses an arsenal of experience 
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and capabilities that can be utilized to work on this problem, and it is in a good 

place to create and implement new technologies to detect and stop deepfake 

fraud. The state, on the other hand, is free to exercise its legal powers and 

regulatory powers to enforce the law and to bring to book those who defy the 

law. The best fighting method to deal with this new menace will be a 

collaborative approach that would incorporate the best of the two sectors. 

Synthetic market abuse is a worldwide menace that can only be solved 

worldwide. The cross-national character of the internet and the simplicity of 

the creation and distribution of deepfakes across borders create a situation 

where a single country cannot fight the menace on their own. An international 

reaction is necessary to ensure the integrity of the global financial system as 

well as to protect the interests of investors. The number of already identified 

cases of cross-border deepfake fraud is a good sign of how international the 

threat is. Malicious actors often use the tactic of using servers in one country 

to attack victims in another country. The ease and anonymity of the internet 

have rendered it a challenge for law enforcement to locate and punish the 

perpetrators of these crimes. The problem of cross-border deepfake fraud 

being inevitable implies that a purely domestic system of regulation will not 

be efficient. The world should have a combined international stand against 

artificial market exploitation for several reasons. First, it would enable the 

sharing of intelligence and best practices across countries. Second, it would 

make the prosecution and investigation of cross-border crimes easier. Third, it 

would assist in playing an even playing field for businesses and investors. The 

formation of a global treaty concerning transnational economic crime, as 

suggested in this paper, would be a milestone towards forming a unified global 

front against this new menace. 
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The era of AI will imply the need to reconsider the manner in which we 

go about the regulation of finance. The conventional means of control can no 

longer be adequate to deal with the problems of AI-based financial crime. It 

should be more adaptive, collaborative, and proactive. It will involve making 

an investment in innovation, being open to considering a new regulatory 

framework, and recognising that the future of financial regulation will be 

constituted by the present discourse between technology and the law.82 Our 

ability to overcome this challenge in the future will form the foundation of our 

financial system, and this will entail a holistic approach that draws on legal, 

judicial, financial, commercial, as well as technological systems and structures 

as a whole.

                                                             
82 Council of Europe, Council of Europe Framework Convention on Artificial Intelligence and 

Human Rights, Democracy and the Rule of Law (CETS No 225, 17 May 2024) 

<https://rm.coe.int/1680afae3c> accessed 20 February 2026. 
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I. INTRODUCTION 

     Cartelisation has emerged as a persistent challenge within the Indian 

Competition framework, raising serious concerns for both market regulation 

and the effective enforcement of competition law. This concern is particularly 

evident in sectors where the state, functioning through a Public Procurement/ 

Auction Framework, exercises a determinative influence over market 

structure.1 The Indian intoxicating liquor industry presents a striking 

illustration of this phenomenon. Owing to its heavy regulatory oversight, 

                                                             
1CCI, Cartel Enforcement and Competition: ICN Special Report (2018) 

<www.internationalcompetitionnetwork.org/wp-
content/uploads/2019/11/SP_Cartel2018.pdf> accessed on 9 June 2026. 
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market players in this sector operate in proximity to state control, blurring the 

line between regulation and market behaviour. Constitutionally, legislative 

competence over “intoxicating liquors” is vested in the states.2 This has 

resulted in a fragmented regulatory framework, with states independently 

designing excise policies, licensing regimes, and retail models. Regulatory 

approaches, therefore, vary widely, ranging from state-controlled distribution 

through entities such as Tamil Nadu State Marketing Corporation 

(‘TASMAC’) and Kerala State Beverages (Manufacturing & Marketing) 

Corporation (‘BEVCO’) to privately operated systems under strict licensing. 

While this decentralised, revenue-driven structure allows states to pursue 

fiscal objectives, it also creates regulatory inconsistencies and structural 

conditions conducive to collusion.3 

The existence of cartelisation and the oligopolistic nature of the Indian 

intoxicating liquor industry is no longer a matter of conjecture but has been 

concretely established through enforcement action by the Competition 

Commission of India (‘CCI’). The CCI’s 2021 decision in the Beer Cartel 

case4 marked a landmark intervention in the intoxicating liquor Industry. The 

Commission found that United Breweries, Carlsberg, and Anheuser-Busch 

InBev had engaged in sustained collusive conduct, facilitated through a trade 

association, and imposed significant monetary and personal penalties.5 

Subsequent developments indicate that such practices are not confined to 

beer alone. Investigations relating to spirits and retail distribution, particularly 

                                                             
2 Constitution of India 1950, Sched VII. 
3 Aditya Kalra, ‘India antitrust body raids Pernod, AB InBev in liquor industry crackdown, 

sources say’  (Reuters, 19 December 2024) <www.reuters.com/world/india/india-antitrust-

body-raids-pernod-ab-inbev-liquor-industry-crackdown-sources-say-2024-12-19/> accessed 

5 January 2026. 
4 In re: Alleged Anti-competitive conduct in the Beer Market in India, Suo Motu Case No 06 

of 2017 (Competition Commission of India, 24 September 2021). 
5 ibid 216. 
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in the context of the now-withdrawn Delhi Excise Policy 2021–22, have 

revealed structural vulnerabilities in policy design that enable market 

concentration and cartel-like behaviour.6 Judicial scrutiny of excise regimes, 

including challenges to the Chandigarh Excise Policy 2025-26, has further 

highlighted how licensing structures and auction mechanisms may facilitate 

collusion.7 

This paper seeks to critically examine the nuanced dynamics of the 

intoxicating liquor industry and the legal issues that continue to shape its 

regulatory and competition landscape. Accordingly, Part II examines the 

legislative framework and executive control, with particular emphasis on the 

need for coordination between competition authorities and other enforcement 

bodies. Part III analyses judicial approach review to such conduct in the 

intoxicating liquor industry through three case studies: (a) the Beer Cartel 

case, (b) the Delhi Excise Policy case, and (c) the Chandigarh Excise Policy 

case. Part IV analyses the viability of incorporating the idea of competition 

decentralisation into the Indian Competition regime to address competition 

violations in industries regulated at the state level. Part V discusses the 

potential way forward to address such structurally entrenched issues of 

competition enforcement with a specific focus on the intoxicating liquors 

sector. 

                                                             
6 Comptroller and Auditor General of India, Report of the Comptroller and Auditor General 

of India on Performance Audit on Regulation and Supply of Liquor in Delhi (Government of 

NCT of Delhi, Report No 1 of 2024), 83-94. 
7 Aiman J Chishti, ‘Need to challenge constitutionality of policy; liquor supply not essential 

for public: P&H HC in plea against allotment of liquor licenses in Chandigarh’ (LiveLaw, 26 

March 2025) <www.livelaw.in/high-court/punjab-and-haryana-high-court/punjab-haryana-

high-court-asks-to-challenge-constitutionality-of-chandigarh-liquor-policy-liquor-not-
important-for-public-distribution-can-wait-287592> accessed 5 January 2026. 
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II. LEGISLATIVE AND EXECUTIVE CONTROL OF 

CARTELISATION IN INDIA 

A. Cartelisation and Appreciable Adverse Effect on Competition 

Section 3 of the Act8 constitutes the core prohibition against agreements 

that cause or are likely to cause AAEC. Cartelisation, defined under Section 

2(c) of the Act9 represents the most serious form of horizontal coordination.      

In recognition of the inherent harm posed by such arrangements, Section 3(3) 

of the Act10 creates a presumption that cartels have an AAEC, covering classic 

manifestations such as price fixing, output restriction, market allocation, and 

bid rigging.  

Furthermore, the Act acknowledges the evidentiary difficulties associated 

with detecting cartels, which are by nature clandestine rather than explicit 

written agreements.11 These challenges are particularly pronounced in markets 

characterised by high concentration, significant regulatory or structural entry 

barriers, product homogeneity, and repeated interaction among competitors. 

To address this, Section 19 of the Act12 vests the CCI with broad powers to 

initiate inquiries either suo motu, on information received from any person, or 

on references from the government authorities.  

These statutory provisions have assumed particular significance in the 

context of the intoxicating liquor industry, where regulatory licensing regimes, 

state-controlled distribution structures, and relatively homogeneous product 

segments create conditions conducive to cartelisation. In the Beer Cartel case, 

the CCI’s reliance on Section 1913 and the DG’s use of dawn raids14 proved 

                                                             
8 The Competition Act 2002, s 3. 
9 The Competition Act 2002, s 2(c). 
10 The Competition Act 2002, s 3(3). 
11 The Competition Act 2002, s 2(b). 
12 The Competition Act 2002, s 19. 
13 Re Beer Market in India (n 8) 15.1.10, 102, 149. 
14 ibid 15.4, 188, 303. 
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decisive in uncovering evidence of coordinated price fixing and information 

exchange among competing brewers. 

The Act also extends extraterritorial jurisdiction under Section 32,15 

enabling the CCI to address overseas conduct that has an AAEC in India. 

Accordingly, the Act addresses cartelisation through a combination of ex 

ante and ex post remedies aimed at protecting consumer welfare.16 Therefore, 

the Act, while adopting a principled approach to curb cartelisation, expressly 

declares it illegal and vests the CCI with comprehensive powers to address a 

wide range of antitrust concerns Ex-post and Ex-ante Remedial Mechanisms 

under the Competition Act 

The Act adopts a remedial framework that operates primarily as ex-post 

remedies, by addressing and correcting established anti-competitive conduct. 

These mechanisms are designed to protect consumer welfare while ensuring 

accountability for violations of competition law. 

B. Ex-Post Remedies for Violation of Competition Law 

The ex-post regime in the Competition Law framework is comprehensive 

but reactive, addressing competition harm after it has occurred. Among the ex-

post remedial mechanisms under the Act, Section 2717 provides the statutory 

foundation for the Act’s ex-post remedial regime by empowering the CCI to 

pass cease and desist orders and impose penalties on both enterprises and 

individuals, or “such orders as it deems fit” for contraventions, thereby 

authorising both monetary sanctions and remedial directions.  

                                                             
15 The Competition Act 2002, s 32. 
16 The Competition Act 2002, ss 27, 48, 49. 
17 The Competition Act 2002, s 27. 
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1. PUNITIVE RESPONSES       

Monetary penalties constitute the primary punitive response. Under 

Section 27(b),18 the CCI may impose fines, including penalties of up to 10% 

of the average turnover of the preceding three years for anti-competitive 

agreements and abuse of dominance. Additionally, where the anti-competitive 

agreement involves a cartel under Section 3, the CCI may, upon each producer, 

seller, distributor, trader or service provider included in that cartel, impose a 

higher penalty of up to three times the profit or 10% of the turnover for each 

year of the cartel's operation, whichever is greater.19 The Act also provides for 

penalties for procedural and compliance-related violations, such as failure to 

notify combinations under Section 43A20 and non-compliance with orders or 

furnishing false information under Sections 4221 to 45.22  

The principle of proportionality governs the computation of penalties to 

be imposed on enterprises. In Excel Crop Care Ltd. v. Competition 

Commission of India,23 the Supreme Court held that penalties should be linked 

to the relevant turnover rather than the enterprise’s total turnover in case of 

multi-product companies. This approach has been reinforced by the 

Competition Commission of India (Determination of Monetary Penalty) 

Guidelines, 2024,24 which mandate the use of relevant turnover as the basis 

for calculating monetary penalties. The guideline further governs the 

computation of penalties for personal accountability.25  

                                                             
18 The Competition Act, 2002, s 27(b). 
19 The Competition Act 2002, s 27(b). 
20 The Competition Act 2002, s 43A. 
21 The Competition Act 2002, s 42. 
22 The Competition Act 2002, s 45. 
23 Excel Crop Care Ltd v Competition Commission of India (2017) 8 SCC 47. 
24 Competition Commission of India, The Competition Commission of India (Determination 

of Monetary Penalty) Guidelines, 2024 (notified 6 March 2024) 

<www.cci.gov.in/images/whatsnew/en/the-competition-commission-of-india-determination-

of-monetary-penalty-guidelines-20241709736785.pdf> accessed 5 January 2026. 
25 ibid guideline 5. 
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2. INCENTIVE BASED RESPONSES      

The Act also incorporates incentive-based corrective tools, including the 

lesser penalty mechanism under Section 46,26 operationalised through the 

Lesser Penalty Regulations, 2009,27 (now Lesser Penalty Regulations, 2024)28 

which incentivises cartel members to disclose information in exchange for 

reduced penalties. This mechanism has proven critical in uncovering 

clandestine collusion, as demonstrated in the Beer Cartel case,29 and reflects 

the regulator’s recognition that indirect coordination, often facilitated through 

trade associations or information exchanges, can constitute sufficient evidence 

of a concerted practice attracting liability. 

3. PERSONAL ACCOUNTABILITY 

Furthermore, the framework ensures personal accountability through the 

imposition of penalties under Section 4830, to individuals who were in charge 

of the conduct of business at the time of the contravention. The individual’s 

liability is closely tied to the role, duration of involvement, and degree of 

control exercised by personnel.  

In the Batteries Cartel case,31 the CCI inferred knowledge and approval of 

the cartel conduct on the part of the managing director and chief executive 

officer of Indo National Limited from the prolonged period of collusion during 

which he held office. Conversely, the Beer Cartel case32 illustrates the 

evidentiary threshold required to absolve individuals of liability, where the 

                                                             
26 The Competition Act 2002, s 46. 
27 The Competition Commission of India (Lesser Penalty) Regulations 2009, Noti No L-

3/(4)/Reg-LP/2009-10/CCI. 
28 The Competition Commission of India (Lesser Penalty) Regulations 2024, vide No L-

3(4)/Reg-LP/2023-24. 
29 Re Beer Market in India (n 8) 15.1.13. 
30 The Competition Act 2002, s 48. 
31 In re: Cartelisation in respect of zinc carbon dry cell batteries market in India, Suo Motu 

Case No 02 of 2016 (Competition Commission of India, 19 April 2018) 
32 Re Beer Market in India (n 8) 193. 
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CCI declined to hold a former executive director and chief financial officer 

liable after finding that his responsibilities were confined to financial oversight 

and did not extend to operational or strategic decision-making related to the 

anti-competitive conduct. 

4. CORRECTIVE RESPONSE 

Beyond penalties, the CCI can also issue non-monetary remedies under 

Section 27, such as cease-and-desist directions33 and modification of 

agreements.34 The ex post remedial framework is reinforced by Section 33 of 

the Act, which empowers the CCI to issue interim orders to restrain ongoing 

anti-competitive conduct once a prima facie contravention is identified, 

thereby limiting continuing harm during the course of investigation.35  

After the Commission has exercised its enforcement powers, appellate 

oversight is provided under Section 53A through the National Company Law 

Appellate Tribunal, which reviews the legality and proportionality of the 

CCI’s orders.36  

In practice, enforcement of these provisions has been difficult. Cartels 

operate in secrecy, making detection heavily dependent on insider 

cooperation. Establishing an AAEC often requires strong circumstantial 

evidence, particularly in sectors where state processes, such as excise 

approvals, mask coordinated conduct.  

C. Ex Ante Competition Enforcement Mechanisms 

In the existing competition law framework in India, two principal ex-ante 

mechanisms exist, namely the merger control regime37 and the competition 

                                                             
33 The Competition Act 2002, s 27(a). 
34 The Competition Act 2002, s 27(d). 
35 The Competition Act 2002, s 33. 
36 The Competition Act 2002, s 53A. 
37 The Competition Act 2002, ss 5-6. 
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advocacy regime.38 These mechanisms operate at different levels but are 

intended to prevent market distortions before anti-competitive harm 

materialises. However, the merger control regime is of little relevance to the 

scope of the present paper. 

The merger control regime in India is ex ante. All combinations crossing 

the prescribed financial thresholds,39 are mandatorily required to be notified 

to the CCI, and such combinations cannot be consummated until they are 

approved by the Commission.40 Section 6(2) of the Competition Act places a 

clear obligation on the parties to give notice to the Commission,41 disclosing 

full details of the proposed combination, thereby enabling prior scrutiny of 

potential competition concerns.  

The competition advocacy regime, on the other hand, empowers the 

Commission to engage with governments and regulatory authorities to 

promote pro-competitive policies, offer advisory opinions, and raise 

awareness so that laws and policies do not inadvertently restrict competition.42 

In the context of the intoxicating liquor industry, these ex-ante obligations 

remain limited in their effectiveness. Merger control only captures 

transactions above specific thresholds and does not address structural or 

policy-driven barriers created by State Excise frameworks. Additionally, it has 

not been triggered at all in the specific market under consideration for this 

paper, as cartelisation in the intoxicating liquor industry is usually coordinated 

through forums of interaction and exchange, such as The All-India Brewers’ 

Association,43 instead of formal mergers.  
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     Similarly, competition advocacy is largely persuasive and non-binding, 

which restricts its ability to correct entrenched regulatory practices. 

Consequently, there is a strong case for embedding competition scrutiny 

directly within excise policy itself, through regulations that mandate 

assessment of competition concerns at the stage of licensing and policy 

formulation. Therefore, these loopholes in enforcement particularly press the 

need for Competition Decentralisation.  

D. Role of Other Regulatory and Enforcement Bodies 

The enforcement landscape for cartelisation is not limited to the CCI but 

extends to other enforcement authorities, most notably state excise authorities 

in the intoxicating liquor industry. In such regulated sectors, cartelisation 

concerns intersect with sector-specific regulatory controls, and the imposition 

of penalties or other remedial measures often raises jurisdictional overlap 

between competition law enforcement and specialised regulatory regimes. 

Judicial decisions have consistently held that the existence of sectoral 

regulation does not automatically exclude the application of competition law 

where the conduct in question raises distinct competition concerns. For 

instance, in CCI v Bharti Airtel,44 the court clarified that competition law 

scrutiny by the CCI is not barred once such preliminary regulatory questions 

are addressed. 

The courts have strengthened the jurisdiction of the CCI following the 

preliminary regulatory analysis by the Sectoral Regulatory Authority. For 

instance, in SK Translines, the jurisdictional overlap arose between the CCI 

and coal sector authorities. The case clarified that while coal authorities 

regulate operational aspects, the scrutiny of cartelization by competition law 
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falls within the CCI’s domain.45 Similarly, in the New Delhi Power House 

case,46 the overlap concerned the CCI and the Delhi Electricity Regulatory 

Commission for power infrastructure tenders, where the court reaffirmed the 

jurisdiction of CCI.  

Therefore, these cases illustrate that competition enforcement often 

involves multiple authorities alongside the CCI. In the intoxicating liquor 

sector, these are primarily state excise authorities, though in other localised 

markets, the relevant body could be any federal or specialised regulatory 

authority responsible for the sector. This was clearly evident in the Delhi 

Excise Policy case, where the Central Bureau of Investigation (‘CBI’)47 and 

Enforcement Directorate (‘ED’)48 were involved. While CBI investigated 

allegations of corruption, criminal conspiracy, and abuse of official position 

in the formulation and implementation of the policy, the ED examined the 

alleged laundering of proceeds generated from these purported illegal acts.  

While the CBI and ED investigations may complement the CCI's inquiry 

by uncovering evidence of collusion and coordinated conduct, they operate 

under distinct statutory objectives. However, the parallel proceedings also 

reveal a lack of institutional comity and coordination, as multiple agencies 

investigate overlapping facts independently. A summation of these varying 

responses and duplication of efforts, further strengthen the case of 

incorporating ex-ante enforcement through Competition Decentralisation.  
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III.  JUDICIAL APPROACH TO SUCH CONDUCT IN THE 

INTOXICATING LIQUOR INDUSTRY 

Judicial review has functioned as a critical safeguard in ensuring that cartel 

enforcement and excise regulation conform to statutory requirements. Across 

the three key episodes, (a) the Beer Cartel case; (b) the Delhi Excise Policy 

2021-2022 case; and (c) the Chandigarh Excise Policy 2025-26 case, judicial 

scrutiny has played an important role in balancing the fiscal interests of the 

states with the imperatives of competition and market integrity. 

Judicial review has served as a timely tool in reconciling states’ fiscal 

interests with the needs of competition. The Courts have repeatedly held that 

regulation within industries could never be a cover for anti-competitive 

behaviour, and that administrative measures of excise and licensing were 

under scrutiny to ensure fairness, transparency, and adherence to 

constitutional standards. 

A. The Beer Cartel case 

The Beer Cartel case is a landmark in Indian competition law enforcement, 

particularly in the context of the highly regulated intoxicating liquor 

industry.49 Following a leniency application by AB InBev, the CCI      initiated 

a suo motu investigation into allegations that major beer manufacturers had 

colluded to influence prices and manage supply across several states.50 The 

inquiry revealed coordinated price proposals to state excise authorities, supply 

control to shape market conditions, and instances of market allocation.51 

The All-India Brewers’ Association was found to have facilitated this 

coordination by enabling the exchange of competitively sensitive information 
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under the guise of industry representation.52 The CCI held that such conduct 

constituted cartelisation under Section 3(3) of the Act,53 notwithstanding the 

existence of state regulation. Significant penalties were imposed, with 

leniency granted to the first applicant.54 

This case is noteworthy in a number of respects. First, it underscores that 

regulatory control over pricing does not preclude the operation of cartels if 

competitors coordinate their submissions or market conduct beforehand. 

Second, it highlights the utility of leniency programmes in uncovering 

complex cartels, particularly in opaque markets. Third, it demonstrates the 

CCI’s willingness to extend liability to individuals, thereby enhancing 

deterrence. Fourth, it demonstrates that trade associations, though legal, can 

turn into instruments of illegal coordination if left unchecked. 

Henceforth, in the broader context of regulating the intoxicating liquor 

industry, the Beer Cartel case illustrates how deeply rooted market 

participants can utilise procedural requirements to conceal collusion, 

leveraging both state regulatory processes and industry institutions to achieve 

anti-competitive outcomes. 

B. The Delhi Excise Policy Case 

The Delhi Excise Policy episode represents a significant instance where 

concerns of cartelisation intersected with governance, regulatory design, and 

criminal enforcement in the intoxicating liquor sector. Allegations did not 

merely focus on collusive market behaviour by private actors but extended to 

the policy framework itself, suggesting that the regulatory architecture was 

structured in a manner that concentrated market power in wholesale and retail 
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segments.55 This marked a departure from conventional competition cases, as 

scrutiny centred on whether the design of state policy facilitated cartel-like 

outcomes. 

The Comptroller and Auditor General’s (‘CAG’) Performance Audit 

highlighted systemic flaws in the formulation and implementation of the 

excise regime. Reforms such as the withdrawal of the government monopoly 

in wholesale trade and the creation of large retail zones with a limited number 

of licensees were found to have unintentionally narrowed market access.56 

These structural features reduced the number of market participants and 

increased the risk of coordination, thereby creating conditions conducive to 

collusion rather than competition. 

Parallel criminal investigations reinforced these concerns from a 

governance perspective. The CBI examined allegations of corruption and 

procedural impropriety in the policy-making process, noting opaque allocation 

of wholesale licences and policy provisions that enabled vertical integration 

between wholesalers and retailers.57 The investigation suggested that cartel-

like concentration arose not solely from market conduct but from policy 

choices that blurred the line between regulatory discretion and anti-

competitive effects. 

At the same time, the ED initiated proceedings under the Prevention of 

Money Laundering Act to trace alleged kickbacks and illicit financial flows 

linked to the policy’s operation.58 These probes framed cartelisation as part of 
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a broader scheme involving unlawful financial gains, where certain private 

entities were alleged to have channelled funds through complex networks. 

This dimension underscored that competition distortions in the liquor sector 

were intertwined with criminal economic activity rather than confined to 

pricing or supply coordination alone. 

Taken together, the Delhi Excise Policy case demonstrates that 

cartelisation in the liquor industry cannot be examined in isolation from 

regulatory governance and institutional accountability. While the CAG 

identified structural and revenue-related failures, the CBI and ED exposed 

procedural irregularities and financial misconduct underlying the policy’s 

execution. The absence of a structured coordination mechanism among 

competition, excise, and criminal enforcement authorities, however, limited 

the ability to address these issues in a cohesive manner, revealing deeper 

enforcement gaps in highly regulated markets. 

C. The Chandigarh Excise Policy case 

The litigation concerning the Chandigarh Excise Policy 2025–26 arose 

from allegations of large-scale cartelisation and monopolisation in the 

allotment of retail liquor vends.59 Under Clause 14 of the Excise Policy, the 

Union Territory administration expressly capped allotment at a maximum of 

ten liquor vends per “single entity,” including firms or companies with 

common partners, directors, or associates, with the stated objective of 

preventing monopolistic control and cartel formation.60 Despite this safeguard, 

petitioners alleged that a single family and its associated entities had secured 

control over eighty-seven out of ninety-seven liquor vends through 
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coordinated bidding and non-participation by other bidders, effectively 

eliminating competition.61 

The principal issue before the Punjab and Haryana High Court was 

whether the tendering and allotment process under the Excise Policy had been 

vitiated by cartelisation and whether the policy framework itself facilitated 

concentration of market power in violation of competition norms.62 The 

petitioners further contended that the administration had ignored evidence of 

bid-rigging and common ownership links, thereby rendering the policy’s anti-

monopoly safeguards illusory. Importantly, the challenge was not confined to 

individual allotments but extended to the structural design of the policy that 

permitted such outcomes.63 

By its interim order dated 26 March 2025, the High Court directed the 

parties to maintain the status quo in respect of the liquor vends for the policy 

year 2025–26.64 While doing so, the Court observed that if the grievance was 

that the policy itself enabled cartelisation and monopolisation, the petitioners 

would be required to directly challenge the constitutionality and legality of the 

policy framework rather than merely assailing its implementation.65 

The matter was carried in appeal to the Supreme Court, which vacated the 

High Court’s interim restraint.66 The Supreme Court did not adjudicate upon 

the merits of the cartelisation allegations or the validity of the policy. Instead, 

it confined its intervention to procedural grounds and emphasised that while 

interim relief could be granted, it must have been supported by at least a brief 
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but reasoned consideration of the parties’ contentions.67 The appeals were 

disposed of with a direction to the High Court to proceed expeditiously and 

with liberty to pass a fresh interim order, if warranted, supported by adequate 

reasons.68 

This judicial trajectory is significant for the present discussion for two 

reasons. First, both courts treated cartelisation concerns as matters arising 

incidentally within the excise regulatory framework, rather than as 

competition law issues warranting specialised scrutiny. The High Court’s 

focus remained on the vires and structure of the excise policy, while the 

Supreme Court limited itself to procedural discipline in interim adjudication. 

At no stage was there engagement with the substantive competition 

implications of coordinated bidding or market foreclosure. Second, the case 

demonstrates the limits of ex post judicial intervention in addressing 

competition harms that are structurally embedded within state-designed 

licensing regimes. The courts functioned as reactive fora, intervening only 

after market concentration had already occurred or been alleged, underscoring 

the absence of any ex-ante competition assessment at the policy formulation 

stage. 

In this sense, the Chandigarh Excise Policy 2025-26 litigation exemplifies 

how competition concerns in the intoxicating liquor sector are routinely 

filtered through constitutional and administrative law lenses, leaving 

competition law principles under-enforced. The case thus reinforces the need 

for decentralised competition governance mechanisms capable of engaging 

with state excise policies at the design stage, rather than relegating cartel 

control to belated judicial correction. 
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D. Other Relevant Examples 

The three episodes above sit alongside a broader pattern of CCI 

enforcement in the intoxicating liquor sector that has consistently treated each 

state as a distinct relevant market. In Case No. 02 of 2016, the CCI penalised 

the Uttarakhand Agricultural Produce Marketing Board (“UAPMB”) for 

denying market access to brands of USL and Pernod Ricard by procuring 

alcoholic beverages arbitrarily as the state’s exclusive wholesale licensee.69 

More recently, in Case No. 02 of 2024, the CCI directed a DG 

investigation into TASMAC for prima facie abuse of dominance in Tamil 

Nadu’s beer market, observing that its procurement formula perpetuated 

existing brand shares and foreclosed access to competing brands.70 Separately, 

in May 2026, the CCI ordered an investigation into Pernod Ricard India for 

alleged exclusive dealing arrangements with retailers in Delhi’s IMFL market 

under the now-scrapped Excise Policy 2021–22.71 

These cases collectively demonstrate that competition distortions in the 

liquor sector arise from state procurement policies and private vertical 

arrangements alike, each operating within state-specific market structures. 

IV. MAKING A CASE FOR COMPETITION 

DECENTRALISATION  

A.  The Argument and its Origins 
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The argument for competition decentralisation originates in European 

Union competition law72 and the principle of subsidiarity, formally introduced 

through the Maastricht Treaty. 73 Subsidiarity holds that regulatory action 

should be taken at the lowest effective level, challenging the assumption that 

enforcement by the European Commission was always preferable.  74 

By the 1990s, concerns over the Commission’s growing caseload, 

administrative delays, and limited ability to address local market 

infringements encouraged a shift toward shared enforcement. At the same 

time, Articles 85 and 86 of the EEC Treaty75  (now Articles 101 and 102 

TFEU) 76 came to be recognised as directly effective norms that could be 

enforced by national courts and authorities. This laid the foundation for a 

decentralised model in which Member States became active enforcers of EU 

competition law, while the Commission focused on cases with broader cross-

border significance. 77 

This shift was institutionally crystallised with the adoption of Regulation 

1/2003,78 which dismantled the Commission’s monopoly over enforcement 

and empowered National Competition Authorities and national courts to apply 
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Articles 101 and 102 TFEU79 directly. Decentralisation thus emerged not as 

deregulation, but as reallocation of enforcement responsibility, supported by 

cooperation mechanisms and overarching EU oversight. Subsequent 

scholarship has characterised this model as a deliberate move towards 

enforcement proximity, efficiency, and contextual sensitivity, while 

preserving substantive uniformity through EU law supremacy and judicial 

dialogue.80 

While the European Union provides the most systematic articulation of 

competition decentralisation, similar enforcement models have long existed in 

other jurisdictions, driven by comparable concerns relating to administrative 

capacity, market proximity, and federal or quasi-federal governance 

structures. 

In the United States, competition enforcement has historically operated 

through a decentralised dual-enforcement model. Federal antitrust statutes 

such as the Sherman Act,81 and the Clayton Act82 are enforced not only by 

federal agencies such as the Department of Justice and the Federal Trade 

Commission, but also by State Attorneys General, who possess independent 

authority to initiate antitrust actions.83 This structure reflects an acceptance 

that anticompetitive conduct often manifests in local or state-level markets and 

that decentralised enforcement enhances detection, deterrence, and 

responsiveness. Importantly, decentralisation in the U.S. has not diluted 

substantive uniformity; federal law remains supreme, while enforcement 

authority is distributed. 
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A comparable logic underpins competition governance in Brazil, where 

enforcement powers are shared between a central authority and regional 

investigative mechanisms. Brazil’s competition framework evolved from a 

fragmented enforcement structure to a coordinated decentralised system, 

recognising that local market knowledge and investigative proximity were 

essential for effective cartel detection, particularly in regulated and 

procurement-heavy sectors.84 

B. The Relevance of Competition Decentralisation in the Indian Context 

The case for competition decentralisation in India arises from structural 

limitations inherent in a fully centralised enforcement model operating within 

a large, diverse, and federal economy. While the Act establishes a uniform 

substantive framework, its exclusive reliance on a single national authority for 

enforcement has generated persistent governance and capacity constraints. 

The CCI exercises exclusive jurisdiction over enforcement against anti-

competitive agreements and abuse of dominance, irrespective of whether the 

relevant market is national, regional, or purely local.85 This design has resulted 

in a concentration of enforcement responsibility without a corresponding 

expansion in institutional capacity. Chronic resource constraints within the 

CCI, including staffing shortfalls, budgetary dependence, and prolonged 

vacancies at the Member and Chairperson level have directly affected the pace 

and consistency of enforcement.86 Centralisation has thus produced a 
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mismatch between the breadth of the CCI’s mandate and its operational 

bandwidth, leading to delays in investigation, adjudication, and appellate 

resolution. 

Indian markets frequently operate at sub-national or regional levels, 

shaped by state-specific regulatory frameworks, consumer behaviour, and 

local supply conditions. Despite this, enforcement remains anchored in a 

centralised institutional structure that is often distant administratively and 

informationally from the markets it regulates. Multiple competition cases 

adjudicated by the CCI involve narrowly defined geographic markets, 

revealing an inherent tension between localised competitive harm and 

centralised adjudication.87 This disconnect weakens enforcement 

effectiveness by limiting institutional familiarity with regional market 

dynamics and increasing compliance and access costs for smaller or regionally 

confined market participants. 

The relevance of decentralisation is further reinforced by India’s 

constitutional structure. Competition Law is enacted under Entry 21 of the 

Concurrent List, permitting both Union and State legislative engagement.88 

While the Act presently adopts a centralised enforcement model, the 

constitutional framework does not restrict itself to central exclusivity. The 

absence of decentralised mechanisms is therefore a matter of legislative choice 

rather than constitutional necessity, making reform institutionally feasible. 

Furthermore, under Section 7, the section itself discusses the power to 

constitute regional offices of CCI.89 

Competition decentralisation is therefore best understood as a governance 

rationalisation mechanism. By enabling state-level or regional engagement in 
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enforcement, decentralisation responds directly to the limitations of 

centralised control while preserving coherence through central oversight and 

appellate review. Accordingly, the Indian context presents not merely a case 

where decentralisation is desirable, but one in which continued over-

centralisation risks diminishing the accessibility and deterrent effect of 

competition law itself. 

V.      BENEFITS OF COMPETITION DECENTRALISATION IN 

THE INTOXICATING LIQUOR INDUSTRY 

While the previous section examined the broader need and constitutional 

permissibility of competition decentralisation in India, this section focuses on 

its industry-specific relevance to the intoxicating liquor sector. The case for 

decentralisation arises from the inability of centralised, ex post enforcement 

to effectively address markets that are structured and controlled by states ex 

ante. The Delhi and Chandigarh episodes illustrate that cartelisation in 

intoxicating liquor markets is often facilitated by regulatory design itself, 

making decentralisation institutionally necessary.  90 

Under the Competition Act, the CCI intervenes only after market 

outcomes have materialised. However, in excise-controlled liquor markets, 

entry conditions, pricing structures, and retail concentration are determined 

through state policy, embedding cartel incentives at the policy stage itself.  91 

Consequently, by the time coordination appears as bid-rigging or 

concentration, regulatory harm has already occurred, limiting the effectiveness 

of post-facto penalties. 

Decentralisation addresses this gap by enabling competition oversight 

during policy formulation and implementation. Although Section 49 of the 
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Competition Act, 92 recognises competition advocacy as a function of the CCI, 

such advocacy has remained largely advisory. A decentralised framework 

would embed competition review within state excise authorities, allowing ex 

ante scrutiny of licensing caps, tender conditions, ownership-link rules, and 

structural incentives that facilitate coordination or entrench incumbency. 

The Delhi and Chandigarh cases demonstrate that competition concerns 

stemmed not only from covert collusion, but also from policy architectures 

that enabled concentration despite formal safeguards. State-level mechanisms 

would also possess greater institutional proximity to monitor local markets, 

detect coordinated conduct, and identify tender manipulation across differing 

excise regimes. 

Finally, competition decentralisation aligns with the constitutional 

allocation of powers. While intoxicating liquors fall within the exclusive 

regulatory domain of states, Entry 21 of List III permits both the Union and 

the States to address concerns relating to industrial monopolies.  93 A 

decentralised competition framework would therefore remain constitutionally 

consistent while enabling more effective regulation of state-controlled liquor 

markets. 

VI. THE WAY FORWARD 

The recurrent failures of cartel control in India’s intoxicating liquor sector 

demonstrate that the problem lies not in the absence of legal prohibitions, but 

in the institutional disconnect between state-controlled market design and 

centrally enforced competition law. Any viable reform must therefore operate 

within existing constitutional boundaries while recalibrating enforcement 
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architecture. A phased approach offers a realistic pathway towards embedding 

competition governance into excise regulation. 

A. Immediate Measures: Internalising Competition Assessment Within 

Existing Excise Frameworks 

At the immediate level, competition concerns must be internalised within 

state excise policy formulation and implementation without awaiting 

legislative intervention. The Act already empowers the CCI to undertake 

competition advocacy under Section 49,94 including advisory engagement 

with government bodies on policy design. This power can be operationalised 

to mandate competition impact assessment of excise policies prior to 

notification, particularly in relation to licensing caps, tender structures, and 

ownership-link restrictions. 

State excise authorities are equally empowered, under their administrative 

mandate, to scrutinise applications and bidding patterns for cartel risks. 

Provisions such as Clause 14 of the Chandigarh Excise Policy 2025-2695 

demonstrate that states already recognise competition risks but fail in 

enforcement. Strengthened internal scrutiny, informed by competition 

principles and guided by findings such as those in the CAG’s performance 

audit on the erstwhile Delhi excise policy,96 can address collusive outcomes at 

the threshold stage. This approach remains fully consistent with the 

constitutional division of powers and ensures that CCI does not interfere with 

the functions of the excise departments while concurrently ensuring the 

competition concerns are taken care of. 
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C. Short-Term Measures: Policy Strengthening and Institutionalised 

Ex Ante Review 

In the short term, state excise policies must be structurally recalibrated to 

deter cartelisation rather than merely prohibit it in form. This requires 

strengthening anti-concentration clauses, such as Clause 14 of the Chandigarh 

Excise Policy 2025-2697 which is presently under scrutiny, by incorporating 

clearer ownership-link tests, disclosure obligations, and consequences for 

coordinated bidding. These changes fall squarely within the states’ regulatory 

competence and can be implemented through policy amendments. 

Concurrently, states should establish permanent excise evaluation 

committees trained in competition assessment. These committees would 

conduct ex ante review of tenders and licensing outcomes to detect patterns of 

coordination or market foreclosure. Their operation can be guided by model 

competition guidelines issued by the CCI, ensuring substantive uniformity 

while preserving decentralised implementation. Such institutionalisation 

would directly address the enforcement failures observed in Delhi and 

Chandigarh, where policy safeguards existed but were not effectively 

implemented. 

C. Long-Term Measures: Decentralised Competition Governance 

Through a Federal Enforcement Scheme 

In the long term, effective cartel control in regulated sectors necessitates 

structural reform of competition governance. The Competition Act is enacted 

under the Concurrent List, permitting a cooperative federal approach to 

enforcement.98 A federal scheme of regional or state-level competition 

authorities, funded by state governments and operating under CCI oversight, 

                                                             
97 Chandigarh Excise Policy 2025–26 (n 110) cl 14. 
98 Constitution of India 1950, Sched VII. 
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would address both institutional capacity constraints and enforcement 

proximity. 

Such a model would alleviate the persistent resource and staffing 

limitations faced by the CCI while allowing competition assessment to be 

undertaken by bodies with regional expertise and market familiarity. This is 

particularly relevant in intoxicating liquor markets, where competitive harm 

is localised and geographically bounded. Importantly, this reform would also 

correct the present anomaly whereby competition issues are routinely 

adjudicated by generalist courts, as seen in the Chandigarh litigation, rather 

than by specialised competition bodies.99 Sector-sensitive evaluation by 

trained authorities would enhance both accuracy and legitimacy of 

enforcement. 

Crucially, this decentralised framework would not disrupt the 

Constitutional distribution of powers. Substantive competition law would 

remain uniform and centrally defined, appellate oversight would continue to 

vest in national institutions, and states would exercise competition governance 

as an extension of their regulatory authority over excise. 

VII. CONCLUSION 

Conclusively, the recurring episodes of cartelisation in India’s intoxicating 

liquor sector expose a deeper governance failure that cannot be remedied 

through penalties, investigations, or judicial intervention alone. As this paper 

has demonstrated, the persistence of collusive outcomes is not primarily the 

consequence of weak substantive law, but of a structural misalignment 

between decentralised state control over market design and a centralised 

model of competition enforcement that intervenes only after competitive harm 

                                                             
99 Vault Liquor Pvt Ltd v Union Territory of Chandigarh CWP No 8637/ 2025, CWP No 8642/ 

2025 and CWP No 8672/ 2025 (PHHC, 26 March 2025); Union Territory of Chandigarh v 
M/S Kler Wines SLP (C) Nos 8919-8921/2025. 
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has crystallised. In a sector where licensing, pricing, and market access are 

determined ex ante by state policy, competition law remains largely reactive, 

arriving too late to correct distortions embedded within regulatory frameworks 

themselves. 

Judicial scrutiny, although necessary, has proven ill-suited in addressing 

these systemic failures. Courts have tended to frame competition concerns as 

ancillary to questions of administrative legality or constitutional vires, thereby 

reinforcing the limits of ex post correction. Similarly, parallel interventions by 

investigative agencies have revealed the intersection of cartelisation with 

governance and corruption, but have not supplied a durable institutional 

response. These developments underscore the inadequacy of treating 

cartelisation in the liquor industry as episodic corporate misconduct, rather 

than as a predictable outcome of regulatory design. 

Competition decentralisation, as argued in this paper, offers not a dilution 

of antitrust norms but a reorientation of competition law towards governance. 

By embedding competition principles within state excise regulation, 

enforcement shifts from punishment to prevention, from distant oversight to 

regulatory proximity. Yet decentralisation also raises hard questions about 

institutional coherence, accountability, and the balance between uniformity 

and local autonomy. 

This paper does not claim to resolve these questions conclusively. What it 

seeks instead is to reframe the inquiry: if regulated markets generate 

competitive harm at the point of policy design, can competition law afford to 

remain structurally external to regulation? The intoxicating liquor sector 

suggests that answering this question may be unavoidable. 
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The mandate of Business Responsibility and Sustainability Reporting (BRSR) for India’s top 

1000 listed companies represents a turning point in embedding Environmental, Social, and 

Governance (ESG) principles into corporate governance. However, despite mandating 
extensive sustainability disclosures, the framework does not clearly assign responsibility for 

their accuracy and integrity. This paper addresses the question “Who owns the BRSR?” by 

situating climate disclosures within the fiduciary duties of directors under the Companies Act, 

2013 and the oversight obligations under SEBI’s LODR Regulations. Employing a mixed 

methodology- doctrinal, comparative, case study, and limited content analysis of early BRSR 

filings- the paper demonstrates that current Indian law has created an obligation without 

responsibility. Disclosures often function as “tick-box” compliance exercises, exposing 

investors to greenwashing risks while diluting the transformative potential of ESG 

governance. While the primary focus of the study is the Indian Regulatory Framework, 

comparative references to the EU’s CSRD, the US SEC’s proposed climate disclosure rules, 

and the UK Companies Act, 2006 are used to contextualise India’s approach within evolving 

global standards. The paper proposes reforms including mandatory board and audit committee 
certification of BRSR disclosures, third-party assurance mechanisms, and enforcement tools 

to penalise misleading statements. The paper concludes that fiduciary duties in the twenty-
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I. INTRODUCTION 

Climate change has shifted from being an environmental issue to a core topic 

of corporate governance. Regulators around the world increasingly require 

large listed companies to report their Environmental, Social, and Governance 

(‘ESG’) impacts. India is no exception and has engaged with this trend 

through the Business Responsibility and Sustainability Report (‘BRSR’). 

Launched by SEBI in 2021, the BRSR became mandatory in FY 2022-23 for 

India's largest 1000 listed companies. The BRSR requires companies to 

provide sustainability reports on metrics from emissions to resource use and 

even workforce diversity.1 

The BRSR builds on India’s earlier Business Responsibility Reports (‘BRR’), 

but unlike the Companies Act’s CSR mandate, it is intended to integrate 

sustainability within governance rather than treat it as philanthropy.2 Yet this 

shift raises a crucial question: who is accountable for these disclosures? At 

present, preparation of BRSR filings is often delegated to compliance or 

sustainability teams, with limited oversight from boards. While Section 166 

of the Companies Act requires directors to act in the best interests of 

stakeholders,3 and SEBI’s LODR Regulations demand fair disclosure,4 neither 

framework explicitly ties ESG reporting to board or audit committee duties, a 

gap that leaves enforcement and accountability uncertain. 

This lacuna is not without consequence. International experience demonstrates 

how weak governance of climate disclosures fuels greenwashing and exposes 

firms to litigation and reputational damage. The term “greenwashing” refers 

to the practice of presenting an inaccurate or exaggerated impression of a 

                                                             
1 SEBI Circular No SEBI/HO/CFD/CMD-2/P/CIR/2021/562 (10 May 2021). 
2 Companies Act 2013, s 135. 
3 Companies Act 2013, s 166. 
4 SEBI (Listing Obligations and Disclosure Requirements) Regulations 2015, reg 4(2)(f). 
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company’s environmental performance through sustainability-related 

disclosures. Although Indian law does not recognise greenwashing as a 

distinct statutory offence, misleading ESG disclosures may attract regulatory 

scrutiny under existing securities law frameworks, including the SEBI 

(Prohibition of Fraudulent and Unfair Trade Practices) Regulations, 2003. 

Further, SEBI’s 2023 framework governing ESG Rating Providers reflects a 

growing regulatory emphasis on the accuracy and reliability of sustainability-

related information. International experience illustrates the consequences of 

inadequate oversight of sustainability disclosures. Volkswagen’s emissions 

scandal5 to investor suits against ExxonMobil illustrate the risks associated 

with misleading environmental disclosures.6 In India too, controversies 

around Vedanta7 and allegations regarding Adani’s ESG practices suggest 

vulnerabilities where disclosures lack credible oversight.8 

This paper examines whether India’s climate disclosure regime risks 

becoming a “tick-box compliance exercise” or a genuine driver of governance 

reform. While alternative mechanisms, including enhanced auditor oversight, 

specialised ESG committees, stronger disclosure standards, and stricter 

regulatory enforcement, may improve disclosure quality, this paper argues that 

such measures are unlikely, by themselves, to catalyse the behavioural change 

envisioned by the BRSR in the absence of clear board-level responsibility for 

sustainability disclosures. By situating BRSR within the framework of 

fiduciary duties and disclosure obligations, and comparing it with the EU’s 

Corporate Sustainability Reporting Directive (‘CSRD’) and the US SEC’s 

                                                             
5 Re Volkswagen 'Clean Diesel' Mktg, Sales Practices, & Prod Liab Litig, 895 F 3d 597 (9th 

Cir 2018). 
6 Ramirez v ExxonMobil Corp 334 F Supp 3d 832 (ND Tex 2018). 
7 Vedanta Ltd v State of Tamil Nadu (2019) 11 SCC 575. 
8 Hindenburg Research, ‘Adani Group: How the World’s 3rd Richest Man Is Pulling the 

Largest Con In Corporate History’ (24 January 2023) < 
https://hindenburgresearch.com/adani/>. 
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climate disclosure rules, the paper contends that Indian corporate governance 

must recalibrate accountability: climate reporting must ultimately be the 

responsibility of the board of directors. 

II. LITERATURE REVIEW  

A. ESG and Corporate Governance in India 

Indian corporate governance scholarship has historically revolved around 

financial transparency and shareholder protection, largely shaped by crises 

such as the Satyam scandal (2009) that exposed severe deficiencies in board 

oversight.9 In this context, reforms under the Companies Act, 2013 and SEBI’s 

Listing Obligations and Disclosure Requirements (‘LODR’) were directed 

primarily at improving audit and disclosure standards, with limited 

consideration of environmental or social dimensions.10 

The statutory mandate for Corporate Social Responsibility (‘CSR’) under 

Section 135 of the Companies Act generated significant scholarly 

commentary, but most authors interpreted CSR as a tool of philanthropy or 

compliance rather than as a structural element of governance.11 The 

introduction of the Business Responsibility Reports (‘BRR’) in 2012, 

grounded in the National Voluntary Guidelines on Social, Environmental and 

Economic Responsibilities of Business, marked India’s first attempt to require 

non-financial disclosures. However, empirical studies consistently found BRR 

disclosures to be formulaic, poorly verified, and often outsourced to 

consultants, with boards showing little interest in their preparation.12 

                                                             
9 Umakanth Varottil, 'Corporate Governance in India: Regulatory Responses to Scandals' 

(2010) JCLS. 
10 Afra Afsharipour and Shruti Rana, 'The Emergence of New Corporate Social Responsibility 

Regimes in China and India' (2014) UC Davis L Rev. 
11 Companies Act 2013, s 135. 
12 A Chatterjee, “Business Responsibility Reporting in India: A Study,” ICSI Journal (2017). 
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The Business Responsibility and Sustainability Report (‘BRSR’), introduced 

by SEBI in 2021 and made mandatory for the top 1000 listed companies by 

market capitalization from FY 2022–23, was designed to correct these 

weaknesses by standardizing metrics and aligning them with international 

frameworks such as the Global Reporting Initiative (‘GRI’) and the Task 

Force on Climate-Related Financial Disclosures (‘TCFD’).13 Commentators 

welcomed BRSR as a more rigorous disclosure regime, but early scholarship 

has remained descriptive, cataloguing compliance requirements rather than 

examining the question of accountability. 

A critical lacuna persists: while Section 166 of the Companies Act requires 

directors to act in the best interests of stakeholders, and the LODR Regulations 

oblige companies to ensure “fair” disclosure, neither explicitly assigns 

responsibility for the accuracy of BRSR filings to boards or audit 

committees.14 This ambiguity creates space for delegation and potential 

avoidance of accountability. 

B. Global Perspectives on Climate Disclosure and Board Duties 

International scholarship has increasingly emphasized that climate disclosure 

is inseparable from board accountability. In the United States, debates around 

the SEC’s proposed climate disclosure rule highlight the fiduciary duty 

implications of misleading ESG reporting. Scholars argue that climate risks 

are material to financial performance, and thus fall within directors’ duty of 

care and loyalty.15 Litigation against ExxonMobil illustrates the consequences 

of overstated sustainability claims, showing that disclosure lapses can be read 

as breaches of fiduciary obligation.16 

                                                             
13 SEBI, Circular No SEBI/HO/CFD/CMD-2/P/CIR/2021/562 (10 May 2021). 
14 SEBI (LODR) Regulations 2015, reg 4(2)(f). 
15 Jill E Fisch, 'The Uncertain Future of ESG Disclosures' (2021) U Pa L Rev. 
16 Ramirez (n 6). 
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The Corporate Sustainability Reporting Directive (CSRD) in the European 

Union is a more radical model, as it requires not only standardized reporting 

but also, board oversight and statutory audit of all sustainability-related data.17 

Critics claim this structural shift takes ESG from a voluntary narrative to a 

mandatory governance duty.18 Similarly, the United Kingdom also has a 

framework under Section 172 of the Companies Act (2006) that embeds 

consideration of environmental and stakeholder interests in the statutory duties 

imposed upon directors, with climate disclosure representing an important 

component of these duties.19 

These jurisdictions demonstrate a clear trend: sustainability disclosures are not 

peripheral communication but part of directors’ governance obligations. By 

comparison, India’s framework mandates disclosure but hesitates to place 

responsibility squarely on boards. 

C.  Why Indian Boards Hesitate and Why the Gap Matters 

The reluctance of Indian boards to assume direct responsibility for climate 

disclosures is shaped by institutional and cultural factors. Many boards still 

approach ESG as a compliance burden rather than as a governance priority, 

reflecting a broader tendency to treat regulatory reforms as box-ticking 

exercises. Moreover, environmental risks are often perceived as long-term or 

remote concerns, leading corporations to prioritise short-term financial 

objectives and consequently underinvest in sustainability initiatives. The 

prevalence of promoter-controlled companies further complicates reform: 

independent directors often lack the autonomy to challenge promoters or push 

for rigorous sustainability oversight. Weak enforcement of director liability in 

                                                             
17 Directive (EU) 2022/2464 (Corporate Sustainability Reporting Directive) [2022] OJ 

L322/15. 
18 Beate Sjåfjell, 'Sustainable Companies: Possibilities and Barriers in European Law' [2018] 

Eur Bus L Rev. 
19 Companies Act 2006, s 172 (UK). 
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India compared to jurisdictions like the U.S. or EU compounds this dynamic, 

making accountability for non-financial disclosures appear less pressing.20 

This institutional context explains why, despite the BRSR’s ambition, 

sustainability reporting is frequently outsourced to compliance teams or 

consultants, with minimal board scrutiny. Yet leaving disclosures in this space 

is dangerous. Greenwashing undermines investor trust, misallocates capital, 

and risks reputational damage for Indian firms in global markets increasingly 

dominated by ESG-sensitive investment criteria. 

The gap also matters theoretically. If fiduciary duty in India does not extend 

to sustainability disclosures, then directors can remain insulated from 

accountability for misleading ESG statements, a sharp divergence from trends 

in comparative governance. Practically, India’s position as one of the first 

large emerging economies to mandate standardized sustainability disclosures 

gives the BRSR significant persuasive value in ongoing debates on ESG 

governance across the Global South. Current literature does not adequately 

address this tension, leaving open the central question this paper seeks to 

answer: who should own responsibility for BRSR disclosures in India? 

III. METHODOLOGY 

This study adopts a doctrinal-empirical hybrid approach. The doctrinal strand 

examines the Companies Act, 2013 (particularly Sections 134, 135, and 166), 

the SEBI (LODR) Regulations, 2015, and SEBI’s BRSR circular (2021), 

alongside relevant case law on fiduciary duties and disclosure. This provides 

the normative framework against which BRSR practices are assessed. 

                                                             
20 Umakanth Varottil, 'The Evolution of Directors’ Duties in India' (NUS Law Working Paper, 

2020) <https://law.nus.edu.sg/wp-content/uploads/2020/04/006_2016_Umakanth.pdf> 
Accessed 18 June 2026. 
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The empirical strand consists of a content analysis of BRSR filings by a 

purposive sample of 50 NIFTY 100 companies drawn from energy, 

manufacturing, IT, and financial services. These sectors, chosen for their 

significant environmental and social impact as well as investor visibility, 

ensure cross-sectoral diversity while keeping the sample manageable for 

detailed analysis. However, the sample represents only part of the reporting 

universe, limiting statistical generalizability; findings should be interpreted as 

illustrative rather than definitive. 

A. Coding Framework 

BRSR disclosures are analysed using a structured rubric developed from 

SEBI’s BRSR format21, GRI standards, and EU CSRD benchmarks22. Key 

rubric criteria include: 

 Board oversight: explicit reference to board/committee 

involvement. 

 Integration: whether ESG issues are linked to risk management 

or strategy. 

 Specificity: presence of measurable, verifiable data rather than 

generic statements. 

 Assurance: evidence of internal/external validation of 

disclosures. 

                                                             
21 SEBI, Business Responsibility and Sustainability Reporting by Listed Entities: Annexure I 

– Business Responsibility and Sustainability Report Format (Circular No 

SEBI/HO/CFD/CMD-2/P/CIR/2021/562, 10 May 2021). 
22 Global Reporting Initiative, GRI Universal Standards 2021 (GRI 2021); Directive (EU) 

2022/2464 of the European Parliament and of the Council of 14 December 2022 amending 

Regulation (EU) No 537/2014, Directive 2004/109/EC, Directive 2006/43/EC and Directive 
2013/34/EU as regards corporate sustainability reporting [2022] OJ L322/15. 
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The selected criteria reflect governance indicators commonly used to 

assess the accountability, integration, reliability, and oversight of 

sustainability disclosures. 

For the purposes of this study, the findings are grouped into three categories 

reflecting varying levels of ESG integration within corporate governance 

structures. The classification is intended to distinguish between disclosures 

that are primarily compliance-oriented, those demonstrating some 

incorporation of ESG considerations into governance processes, and those 

evidencing substantive board-level engagement with sustainability oversight. 

This distinction is particularly relevant to the paper’s central inquiry, namely 

whether BRSR disclosures function merely as reporting obligations or as 

mechanisms of corporate accountability. 

The analysis identifies three broad categories of BRSR disclosures: 

 Compliance-driven (boilerplate, minimal board mention). 

 Partially integrated (some board involvement but primarily 

regulatory compliance). 

 Governance-catalyst (clear board oversight, alignment with 

strategic decisions, use of assurance). 

B. Coding Process and Bias Mitigation 

Coding will be conducted manually. An initial pilot coding on a subset of 

reports will be conducted to refine rubric application and ensure internal 

consistency. While resource limitations prevent multiple coders, transparency 

is maintained by consistently applying the rubric and documenting coding 

decisions. Where ambiguity arises, BRSR disclosures are cross-verified with 

annual reports and board committee charters to reduce subjectivity. 

C. Secondary Data and Triangulation 
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To strengthen interpretation, the analysis incorporates secondary sources such 

as investor briefings, regulatory speeches, and governance codes. These will 

undergo thematic coding to identify recurring motifs regarding board 

responsibility and ESG expectations. Triangulating corporate filings with 

stakeholder narratives helps distinguish genuine governance shifts from 

compliance formalities. 

D. Comparative Benchmarking 

Indian findings will be contrasted with the EU CSRD (mandating assurance 

and explicit board oversight) and the U.S. SEC climate disclosure proposals 

(imposing liability risks under securities law). This comparative dimension 

situates India’s framework within global debates on ESG accountability. 

In sum, this methodology blends doctrinal analysis, empirical coding, and 

comparative benchmarking, enabling both theoretical insight into fiduciary 

duties and practical evaluation of India’s evolving ESG governance regime. 

IV. THE LEGAL LANDSCAPE: BRSR AND INDIAN 

CORPORATE LAW 

A. Companies Act, 2013 and Fiduciary Duties 

The Companies Act, 2013 introduced a broader stakeholder-oriented 

formulation of directors' duties than that found in earlier Indian company law. 

Section 166(2) requires directors to “act in good faith in order to promote the 

objects of the company for the benefit of its members as a whole, and in the 

best interests of the company, its employees, the shareholders, the community 

and for the protection of the environment.” While this provision has frequently 

been cited as reflecting a shift away from a purely shareholder-centric 

conception of corporate governance, Indian courts and tribunals have not yet 

directly applied Section 166(2) in the context of ESG governance or 
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environmental disclosure obligations. Consequently, the provision remains 

doctrinally significant, but its precise implications for sustainability-related 

duties continue to evolve.23 Scholars have observed that this formulation 

aligns with the stakeholder-inclusive model of corporate governance, moving 

beyond the traditional shareholder primacy framework prevalent in common 

law jurisdictions.24 

However, judicial interpretation has been cautious. Tribunals and courts 

predominantly focus on financial probity, procedural diligence, and statutory 

compliance, often neglecting the ESG dimensions contemplated by Section 

166.25 This creates a doctrinal grey zone: directors are formally obligated to 

consider ESG factors, yet enforcement mechanisms are limited. As 

Bhattacharya notes, “the potential for fiduciary accountability in 

environmental and social matters exists in law but remains underdeveloped in 

practice.”26 

B. Key Sections of Companies Act Relevant to ESG / Board 

Accountability 

Several provisions of the Companies Act, 2013 are relevant to the question of 

ESG accountability. Section 134 requires disclosures relating to matters such 

as energy conservation, technology absorption and CSR activities in the 

Board's Report, thereby introducing elements of non-financial reporting, 

although enforcement has largely focused on disclosure compliance rather 

than the substantive accuracy of ESG-related information. Section 135 

establishes a governance framework for Corporate Social Responsibility 

                                                             
23 Companies Act 2013, s 166(2). 
24 S Bhattacharya, 'Corporate Governance and ESG in India' (2022) 15 J Corp L & Practice 

34. 
25 Ministry of Corporate Affairs v Gitanjali Gems Ltd (2019) NCLT Mumbai Bench. 
26 Bhattacharya (n 24) 36. 
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through mandatory CSR committees, board approval of CSR policies and 

reporting obligations, providing a useful precedent for institutionalising board 

oversight of sustainability matters. More significantly, Section 166 imposes 

fiduciary duties on directors to act in good faith and to consider the interests 

of stakeholders, including the environment. While the provision potentially 

provides a normative basis for ESG accountability, Indian courts and tribunals 

have yet to develop a substantial body of jurisprudence linking Section 166 

directly to sustainability reporting or climate-related obligations. 

C. Board’s Report, SEBI LODR, and BRSR 

Section 134 requires the Board’s Report to cover energy conservation, 

technology absorption, and CSR implementation. While these provisions 

institutionalize non-financial reporting, they do not encompass the broader 

ESG metrics mandated by SEBI’s BRSR, including climate risk, gender 

diversity, and supply-chain sustainability.27 Consequently, there exists a 

structural gap between statutory disclosure and practical ESG oversight. 

Under the SEBI (LODR) Regulations, 2015, boards are responsible for risk 

management, compliance, and “transparent disclosure of material 

information.”28 Sustainability reporting arguably falls within this remit, 

particularly when ESG factors are material to corporate performance. SEBI 

has consistently emphasized that ESG reporting mitigates systemic risks to 

investors, yet there is no statutory or judicially tested liability linking BRSR 

quality to fiduciary accountability.29 

                                                             
27 SEBI, Business Responsibility and Sustainability Report (BRSR) Guidelines (February 

2021). 
28 SEBI (Listing Obligations and Disclosure Requirements) Regulations 2015, regs 4(2)(f), 

17. 
29 SEBI, Consultation Paper on BRSR Core (February 2023). 
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1. TABLE 1: COMPARATIVE ESG DISCLOSURE FRAMEWORKS (INDIA 

VS. GLOBAL) 

Feature SEBI BRSR EU CSRD 
US SEC 

(Proposed) 

Mandatory 

Disclosure 

Top 1000 listed 

companies 

All large 

companies 

Public 

companies 

above 

material 

thresholds 

Board 

Oversight 

Recommended, not 

binding 

Explicit 

and 

enforceable 

Implicit 

through 

securities 

law 

External 

Assurance 

Voluntary/advisory Mandatory Limited; 

material 

misstatement 

basis 

Enforcement 

/ Liability 

SEBI penalties; 

directors not liable 

Directors 

liable for 

inaccuracies 

SEC 

enforcement; 

investor 

lawsuits 

possible 
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This comparison demonstrates India’s regulatory gap: BRSR is mandatory, 

but board-level accountability remains structurally weak, contrasting sharply 

with the explicit legal obligations in EU and US frameworks.30 

D. CSR Mandate and ESG Evolution 

The CSR mandate under Section 135 offers a relevant precedent for board 

accountability in non-financial governance. Boards are required to form CSR 

committees, approve policies, and disclose performance in annual reports. 

Judicial and regulatory practice increasingly treats CSR reporting as a board-

level responsibility, reinforced by MCA guidelines and circulars.31 

Scholars argue that CSR’s trajectory illustrates a potential pathway for BRSR: 

ESG reporting may similarly evolve from a compliance-driven exercise to a 

governance-catalyst instrument, particularly if SEBI strengthens enforcement 

or statutory interpretation expands fiduciary duties to ESG dimensions.32 

E. Doctrinal Tensions and Institutional Barriers 

Despite Section 166’s broad language, several factors limit practical 

accountability: 

 Regulatory fragmentation: MCA governs CSR and Section 

134 reporting; SEBI oversees BRSR, creating coordination 

challenges.33 

 Judicial conservatism: Courts remain hesitant to expand 

fiduciary duties into ESG, reinforcing the “tick-box” approach.34 

                                                             
30 Directive (EU) 2022/2464, Corporate Sustainability Reporting Directive; US SEC Proposed 

Rules on Climate Disclosure (2022). 
31 Companies Act, 2013, s 135; Ministry of Corporate Affairs, ‘Circulars on Corporate Social 

Responsibility’ (2014–2021). 
32 Bhattacharya (n 24) 38. 
33 ibid at 37. 
34 ibid 
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 Board culture: Heavy reliance on compliance teams and 

external consultants perpetuates procedural reporting rather than 

strategic engagement.35 

These factors contribute to the persistence of compliance-driven filings, 

where BRSR fulfills formal obligations but does not meaningfully influence 

corporate strategy. 

F. Synthesis 

The doctrinal landscape reveals a paradox: Indian corporate law contains 

progressive statutory provisions (Section 166) and robust reporting 

mechanisms (Sections 134, 135, SEBI LODR), yet ESG disclosures under 

BRSR remain loosely connected to enforceable board accountability. 

Comparative frameworks (EU CSRD, US SEC) underscore the gap: India’s 

approach relies on regulatory exhortation rather than legal compulsion. This 

grey zone justifies empirical investigation to determine whether BRSR 

operates merely as a compliance mechanism or has the potential to catalyse 

substantive governance transformation. 

V. THE ACCOUNTABILITY GAP 

A.  Research Sample and Coding Overview 

The study reviewed 50 BRSR filings (2022-23 cycle) selected from companies 

comprising the NIFTY 100 index. The sample was purposively constructed to 

ensure representation across energy, banking, FMCG, technology and other 

sectors, while capturing variation in carbon intensity and levels of institutional 

investor participation. 

Filings were coded into three categories: 

                                                             
35 K Sharma, ‘Boards and ESG: Governance Challenges in India’, (2021) Ind J L & Soc’y 55. 
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 Compliance-Driven: Reports meeting the minimum disclosure 

mandate with little or no integration into governance or strategy. 

 Partially Integrated: Reports where ESG metrics are linked to board 

committees or risk management frameworks but lack clear accountability 

structures. 

 Governance-Catalyst: Reports explicitly linking ESG disclosures to 

board-level decision-making, fiduciary duties, or long-term strategy. 

B. Overall Distribution of Findings 

1. TABLE 2: CODING DISTRIBUTION OF BRSR FILINGS (N=50) 

Category 
Number of 

Companies 
Key Characteristics 

Compliance-

Driven 

29 Minimal disclosures, 

consultant-drafted text, no mention 

of board oversight 

Partially 

Integrated 

15 ESG linked to risk committees; 

occasional board references without 

accountability mechanisms 

Governance-

Catalyst 

6 Board committees explicitly 

oversee ESG, integration into 

remuneration or strategy 
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Within the sample reviewed, compliance-oriented reporting was substantially 

more common than disclosures demonstrating explicit board-level 

responsibility for ESG oversight. 

C. Sectoral Patterns 

 Energy & Mining (n=10): Eight filings were compliance-driven, with 

disclosures limited to emissions data. Only two companies (ONGC, NTPC) 

showed partial integration by linking ESG risks to enterprise risk management 

frameworks. 

 Banking & Financial Services (n=12): More progressive, with six 

partially integrated and three governance-catalyst filings. Several banks linked 

ESG risks to credit and lending frameworks, reflecting regulatory nudges from 

RBI. 

 Technology (n=8): Half compliance-driven; only Infosys and TCS 

demonstrated governance-catalyst practices, explicitly linking ESG oversight 

to board sustainability committees. 

 FMCG & Consumer Goods (n=10): Predominantly compliance-

driven, though Hindustan Unilever disclosed board-level ESG integration 

linked to executive remuneration. 

D. Case Illustrations 

1. COMPLIANCE-DRIVEN EXAMPLE (VEDANTA LTD.) 

Vedanta's BRSR report relied heavily on boilerplate and narrative disclosures, 

particularly under Principle 6 relating to environmental stewardship, where 

broad commitments to sustainability were articulated without corresponding 

detail regarding board-level oversight or accountability mechanisms. This is 

particularly significant given the company’s involvement in environmental 



195                 RGNUL FINANCIAL AND MERCANTILE LAW REVIEW             [Vol 13(2) 

      
 

disputes and litigation, which make environmental risk a material governance 

concern. In such circumstances, more detailed disclosures regarding board 

oversight, risk mitigation measures, and the integration of environmental 

considerations into strategic decision-making would be expected. The limited 

discussion of these aspects illustrates the gap between sustainability reporting 

and demonstrable governance accountability that this paper seeks to 

highlight.36 

2. PARTIALLY INTEGRATED EXAMPLE (ICICI BANK) 

ICICI Bank’s filing linked ESG factors to its risk management framework and 

noted board-level review, but stopped short of disclosing how fiduciary 

responsibility informed the ESG review to directors.37 

3. GOVERNANCE-CATALYST EXAMPLE (INFOSYS LTD.) 

Infosys provided the strongest governance link: its Nominations and 

Remuneration Committee incorporates ESG metrics into executive pay, while 

the board sustainability committee directly oversees climate disclosures.38 

A. Cross-Cutting Observations 

- Boilerplate Risks: Many filings used identical consultant-prepared 

templates, undermining credibility and accountability. 

- Investor Pressure as a Driver: Governance-catalyst practices were 

concentrated in firms with significant foreign institutional investor (FII) 

presence. 

- Board Silence: Even where ESG committees exist, most filings do not 

clarify whether fiduciary duties extend to ESG misstatements. 

                                                             
36 Vedanta Ltd, BRSR Report 2022–23, 5–9. 
37 ICICI Bank Ltd, BRSR Report 2022–23, 12–15. 
38 Infosys Ltd, Integrated Annual Report 2022–23 (including BRSR), 42–46. 
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- Regulatory Arbitrage: Some firms emphasized CSR activities instead 

of ESG governance, treating CSR as a substitute rather than a complementary 

requirement. 

The empirical analysis reveals that BRSR adoption in India remains 

compliance-heavy, with only a small minority of firms embracing genuine 

board accountability for ESG disclosures. Sectoral variations suggest that 

regulatory nudges (e.g., RBI’s climate guidance for banks) and investor 

scrutiny play a key role in moving filings from tick-box compliance to 

strategic governance tools. This underscores the need for stronger enforcement 

mechanisms linking fiduciary duties to ESG disclosures, an issue explored 

further in Section VI. 

VI. COMPARATIVE PERSPECTIVES ON ESG DISCLOSURE 

AND BOARD ACCOUNTABILITY 

A. India’s BRSR in Context 

The Business Responsibility and Sustainability Report (‘BRSR’) regime is a 

significant milestone in India’s corporate governance landscape. By requiring 

the top 1,000 listed companies to disclose ESG-related metrics, SEBI has 

placed India among the few emerging economies with mandatory ESG 

reporting.39 However, as the empirical findings suggest, the regime currently 

functions more as a compliance mechanism than a governance tool. 

Comparative analysis demonstrates both India’s progressive leadership in 

mandating disclosure and its shortcomings in attaching board-level 

accountability. 

B. European Union: CSRD and Board Liability 

                                                             
39 SEBI, Business Responsibility and Sustainability Report (BRSR) Guidelines, Feb. 2021. 
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The EU’s Corporate Sustainability Reporting Directive (‘CSRD’), effective 

from 2024, represents the most ambitious global framework. It extends ESG 

reporting to nearly 50,000 companies, mandating board responsibility for 

sustainability information and requiring external assurance.40 Unlike BRSR, 

CSRD disclosures are legally binding, and directors may be held personally 

liable for misstatements.41 The EU framework also requires integration of 

ESG risks into financial reporting, making climate governance inseparable 

from fiduciary duties. 

C. United States: SEC Climate Disclosure Rules 

The U.S. Securities and Exchange Commission (‘SEC’) adopted climate-

related disclosure rules in March 2024 requiring public companies to disclose 

material climate risks, governance mechanisms for climate oversight, and 

certain climate-related information. However, the implementation of the rules 

has been stayed pending judicial review, and subsequent regulatory 

developments have raised uncertainty regarding their future scope and 

operation. Consequently, while the SEC framework reflects a growing 

emphasis on climate-related corporate disclosures, the current U.S. position 

remains considerably less settled than the European Union’s Corporate 

Sustainability Reporting Directive (CSRD) regime.42 While narrower in scope 

than CSRD, the SEC rules explicitly frame ESG disclosure as an investor-

protection measure. Misstatements may give rise to securities fraud liability, 

thereby linking ESG reporting directly to fiduciary duties under U.S. securities 

                                                             
40 Directive (EU) 2022/2464 (Corporate Sustainability Reporting Directive) [2022] OJ 

L322/15. 
41 Commission, ‘CSRD Factsheet’ (2023). 
42 US SEC, Proposed Rules on Climate-Related Disclosures, Release Nos 33-11042; 34-
94478 (2022). 
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law.43 This enforcement linkage is absent in India’s BRSR, where penalties 

are largely administrative and rarely touch directors personally. 

D. Asia-Pacific Comparisons 

Other jurisdictions provide further lessons: 

 Singapore has progressively strengthened its sustainability reporting 

regime through the SGX listing rules, including mandatory climate-related 

disclosures for specified sectors and enhanced board-level responsibility for 

sustainability governance. Current requirements emphasise board oversight of 

sustainability matters and require issuers to disclose the governance structures 

through which material ESG risks and opportunities are identified, monitored, 

and managed.44 

 Japan integrates ESG disclosure within its Corporate Governance 

Code, emphasizing stewardship and investor dialogue rather than hard 

penalties.45 

Both regimes underscore that board-level responsibility is now a regional 

expectation, not merely a Western innovation. 

E. Comparative Table 

1. TABLE 3: COMPARATIVE ESG DISCLOSURE FRAMEWORKS 

Featur

e 

India 

(BRSR) 

EU 

(CSRD) 

US 

(SEC 

Sing

apore 

Japa

n 

                                                             
43 M Coffee, 'The Future of ESG Litigation under US Securities Law' (2023) 45 J Corp L 201. 
44 Securities and Exchange Commission, ‘The Enhancement and Standardization of Climate-

Related Disclosures for Investors’ (Final Rule) 89 FR 21644 (6 March 2024). 
45 Tokyo Stock Exchange, Japan Corporate Governance Code (revised 2021). 
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F. Synthesis 

The comparative review suggests that India has adopted a relatively expansive 

disclosure framework by mandating ESG reporting across a large universe of 

listed companies. However, unlike jurisdictions such as the European Union 

and Singapore, the Indian framework does not expressly connect sustainability 

disclosures with comparable board-level accountability mechanisms. While 

differences in legal systems, enforcement practices, investor expectations, and 

regulatory capacity caution against direct comparisons, these jurisdictions 

nevertheless provide useful reference points in demonstrating how 

sustainability reporting may be more closely integrated with governance and 

oversight structures. In contrast, Indian boards retain greater scope to delegate 

the preparation of BRSR disclosures to compliance or sustainability teams 

without equivalent accountability mechanisms. 

This analysis underscores the central doctrinal challenge: unless fiduciary 

duties are extended to ESG reporting, BRSR risks stagnating as a compliance 

checklist rather than evolving into a catalyst for governance reform. 

VII. PROPOSALS FOR REFORM 

The preceding analysis makes clear that the BRSR regime sits at a crossroads: 

while it has created an unprecedented framework for climate disclosure in 

India, the absence of clear allocation of responsibility risks reducing it to an 

exercise in bureaucratic compliance. Reforms, therefore, must be both legally 

credible and institutionally workable. 

A. Pinpointing Accountability at the Board Level 

At present, BRSR obligations are imposed on the “company” as a reporting 

entity, without identifying the organ responsible for ensuring truthfulness. 

This contrasts with financial reporting, where the board and audit committee 
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carry statutory responsibility under Regulation 17 of the LODR Regulations46. 

SEBI could amend LODR to require that: 

 At least one board committee (audit, risk, or a dedicated sustainability 

committee) review BRSR disclosures before filing. 

 The Chairperson and CFO certify the accuracy of disclosures, 

mirroring the model adopted for quarterly financial statements. 

Such an amendment would remove the convenient ambiguity that allows 

boards to deflect responsibility onto sustainability consultants or mid-level 

managers. 

B. Embedding ESG into Fiduciary Duties 

Indian company law already contains the seeds of ESG responsibility. Section 

166(2) of the Companies Act, 2013 requires directors to act in the interests of 

the “community” and “environment.” Yet courts and tribunals have 

historically treated these phrases as aspirational rather than justiciable. 

Accordingly, greater accountability may require either judicial recognition of 

sustainability oversight as falling within directors’ existing fiduciary 

obligations or legislative intervention expressly linking BRSR disclosures to 

board-level responsibilities. In addition, misleading or materially inaccurate 

sustainability disclosures could be addressed through existing securities law 

mechanisms, including enforcement under the SEBI Act and the SEBI 

(Prohibition of Fraudulent and Unfair Trade Practices) Regulations, 2003. 

Such reforms would strengthen the accountability framework for ESG 

reporting while remaining consistent with existing statutory and regulatory 

structures. 

                                                             
46 Securities and Exchange Board of India (Listing Obligations and Disclosure Requirements) 
Regulations 2015, reg 17. 
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C. Independent Verification and Assurance 

Unlike the EU’s CSRD47, Indian BRSR disclosures are not subject to 

independent verification. This gap creates opportunities for selective 

disclosure or greenwashing and may undermine investor confidence in 

sustainability reporting. Comparative experience demonstrates that while 

jurisdictions such as the EU have adopted mandatory assurance requirements, 

others, including Singapore, have favoured phased implementation models 

that balance disclosure reliability with compliance capacity. Drawing on these 

approaches, India could adopt a gradual assurance framework through the 

following measures: 

 Introduce voluntary limited assurance by registered auditors for the top 

500 listed companies. 

 Within three years, extend assurance to all companies subject to 

BRSR. 

 Task audit committees with explicitly overseeing ESG assurance 

reports, ensuring parity with financial audit. 

Independent assurance would significantly enhance investor confidence while 

creating accountability channels that bypass internal inertia. 

D. Enforcement with Teeth 

Currently, penalties for non-filing of BRSR reports are modest and primarily 

administrative. This allows even large firms to treat compliance lightly. A 

credible enforcement strategy requires: 

                                                             
47 Directive (EU) 2022/2464 Corporate Sustainability Reporting Directive. 
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 Director-level liability for material misstatements in ESG disclosures, 

akin to liability for misleading prospectuses under Section 34 of the 

Companies Act. 

 Empowering investors to bring shareholder actions where 

misreporting undermines financial value. 

 Greater publicity of SEBI’s enforcement actions - naming directors 

found culpable, not just anonymized orders. 

Such reforms would signal that ESG disclosures are not a peripheral exercise 

but a matter of market integrity. 

E. Building Board Competence 

Even the best-designed rules falter without institutional capacity. Many 

directors in Indian boards lack the technical expertise to interrogate ESG 

reports critically, leaving them reliant on consultants. Regulators and 

professional bodies should: 

 Mandate a minimum ESG training module for all independent 

directors under Regulation 25 of LODR. 

 Encourage industry associations like CII and FICCI to create sector-

specific climate governance guides. 

 Incentivize boards to disclose the ESG expertise of their members, 

encouraging market-driven accountability. 

This capacity-building is not merely cosmetic: it determines whether boards 

can realistically fulfil their duties under a strengthened BRSR regime. 

F. Sequenced Reform Roadmap 

Reforms should be staged to balance feasibility with ambition: 
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 Short-term (1–2 years): Clarify board responsibility in LODR; 

introduce voluntary ESG assurance. 

 Medium-term (3–5 years): Mandate limited assurance; expand 

SEBI’s enforcement powers. 

 Long-term (5+ years): Move towards integrated reporting that fuses 

financial and ESG data under unified board accountability. 

BRSR’s promise lies not in the elegance of its forms but in whether it compels 

boards to treat climate risk as a question of governance rather than public 

relations. By clarifying responsibility, embedding ESG into fiduciary duty, 

mandating independent assurance, enforcing meaningful sanctions, and 

investing in board competence, India can ensure that its disclosure regime is 

not a tick-box ritual but a lever for genuine governance change. 

VIII. CONCLUSION 

The BRSR framework represents one of the most ambitious attempts in the 

Global South to mainstream ESG considerations within corporate governance. 

By mandating disclosure for the top 1,000 listed entities, India has adopted 

one of the most extensive ESG disclosure frameworks among emerging 

economies. Yet the analysis in this paper demonstrates that the promise of 

BRSR will remain unrealized unless disclosure is coupled with accountability. 

At present, Indian boards operate in a zone of comfortable ambiguity: 

disclosures are filed, investors are superficially reassured, but few structural 

changes are made to align business strategy with climate and social 

imperatives. 

At the same time, it would be inaccurate to suggest that all BRSR disclosures 

amount to a mere compliance exercise. Several Indian companies have 

integrated sustainability considerations into long-term business strategy and 
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governance processes. For instance, sustainability initiatives such as Mahindra 

Group’s Project Hariyali,48 which emphasises long-term tree survival and 

ecological restoration outcomes rather than merely plantation targets, illustrate 

how ESG commitments can be translated into measurable governance and 

sustainability outcomes. Such initiatives demonstrate that sustainability 

reporting can, in appropriate cases, reflect substantive corporate commitment 

rather than symbolic compliance. 

This tension underscores a broader theoretical point. Disclosure regimes, 

when decoupled from fiduciary responsibility, risk devolving into ritualistic 

compliance. The Indian experience suggests that transparency alone does not 

guarantee governance change; what matters is whether disclosures are 

supported by meaningful accountability mechanisms and credible 

enforcement. Comparative developments in jurisdictions such as the European 

Union and Singapore indicate a growing regulatory preference for linking 

sustainability reporting with board oversight and assurance requirements. 

While differences in legal systems, enforcement capacity, and market 

structures caution against direct comparison, these experiences suggest that 

accountability mechanisms may play an important role in enhancing the 

credibility and governance value of sustainability disclosures. India thus faces 

a choice: continue treating ESG primarily as a reporting exercise, or 

progressively embed it within the broader architecture of corporate 

governance. 

The proposals advanced here, clarifying board-level responsibility, 

embedding ESG into fiduciary duties, mandating independent assurance, 

strengthening enforcement, and investing in board competence, are designed 

                                                             
48 Mahindra Group, ‘Project Hariyali: Restoring Nature and Livelihoods’ (Mahindra, 10 April 
2023) <https://www.mahindra.com/blogs/project-hariyali-restoring-nature-and-livelihoods>. 
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not as abstract ideals but as practical pathways. Several of these reforms build 

upon existing statutory and regulatory foundations, while others would require 

targeted legislative or regulatory intervention. Collectively, they represent an 

evolutionary rather than revolutionary pathway towards embedding 

accountability within India’s ESG governance framework. 

From an academic standpoint, this paper contributes to filling a critical gap in 

the literature. Much of the commentary on BRSR has been descriptive, 

focusing on form-filling requirements or high-level ESG rhetoric. By contrast, 

this study interrogates the juridical architecture of accountability: who is 

responsible, under what law, and with what consequences. It also situates 

India’s experiment within the global comparative context, highlighting both 

its pioneering scope and its structural weaknesses. 

Finally, this paper points toward future research agendas. Longitudinal studies 

of actual BRSR filings, interviews with directors and regulators, and empirical 

analyses of investor reactions would help test whether the reforms proposed 

here translate into measurable governance change. More fundamentally, 

India’s experience raises the question of whether disclosure-based governance 

can genuinely drive transformation, or whether deeper reconfiguration of 

corporate purpose is required. 

In short, the evolution of BRSR is not simply a technical matter of reporting. 

It is a test of whether Indian corporate law can adapt to the demands of a 

climate-constrained world, whether governance in the world’s fifth-largest 

economy will remain compliance-driven or become catalyst-driven. The 

answer will shape not only investor confidence but also the trajectory of 

corporate responsibility in the decades ahead.
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I. INTRODUCTION 

India is currently one of the largest derivatives markets in the world, 

accounting for 61% of global equity options contracts by April 2025.1 

Together, the National Stock Exchange and the Bombay Stock Exchange 

account for around 80% of the global derivatives turnover.2 Reflecting India’s 

dominant position in equity derivatives globally, particularly in index options, 

which account for most of the volume traded in the derivatives segment. 

However, the sheer scale of derivatives trading in India, where around 91% of 

                                                             
1 ‘When Algorithmic Trading Meets Allegations of Market Manipulation’ (FTI Consulting, 

28 July 2025) https://www.fticonsulting.com/insights/articles/when-algorithmic-trading-

meets-allegations-market-manipulation accessed 29 January 2026. 
2 Ashish Rukhaiyar, ‘Amid Regulation concerns, India corners 81% of global F&O volume’ 

(Money Control, 2024) <https://www.moneycontrol.com/news/business/markets/amid-

regulatory-concerns-india-corners-81-of-global-fo-volume-12752882.html> accessed 29 
January 2026. 

https://www.fticonsulting.com/insights/articles/when-algorithmic-trading-meets-allegations-market-manipulation
https://www.fticonsulting.com/insights/articles/when-algorithmic-trading-meets-allegations-market-manipulation
https://www.moneycontrol.com/news/business/markets/amid-regulatory-concerns-india-corners-81-of-global-fo-volume-12752882.html
https://www.moneycontrol.com/news/business/markets/amid-regulatory-concerns-india-corners-81-of-global-fo-volume-12752882.html
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the retail traders make losses in the derivatives segment,3 raises concern about 

speculative activity, systemic risks, and market manipulation. In a 

contemporary globalised world where every aspect of life is intrinsically 

intertwined with technological advancement, trading activities also do not 

remain isolated from this transformation. The prevalence of algorithmic and 

High-Frequency Trading (‘HFT’)  in the contemporary securities markets has 

radically changed the dynamics of price discovery, liquidity in the market, and 

regulatory control, however, it has been often argued that such strategies are 

an efficiency-enhancing mechanism, while their interaction with high leverage 

derivative instruments and a fragmented regulatory system has reflected the 

systemic weakness, particularly in emerging markets like India.4 The recent 

regulatory action of the Securities and Exchange Board of India  (‘SEBI’)  

against the Jane Street entities (“Jane Street”) is a watershed moment in Indian 

securities regulation,5 not merely due to its scale of market manipulation, but 

with the doctrinal and institutional questions it raised in the field of market 

manipulation in an algorithm-driven environment. Before delving into the 

Jane Street case, it is pivotal to define market manipulation; the apex court in 

SEBI v. Rakhi Trading (P) Ltd. held that, “Market manipulation is a deliberate 

attempt to interfere with the free and fair operation of the market and create 

                                                             
3 Chiranjan Kumar, Retail derivatives traders lose Rs 1.05 lakh crore in FY25: Sebi’ (Fortune 

India, 2025) <https://www.fortuneindia.com/markets/retail-derivatives-traders-lose-105-

lakh-crore-in-fy25-sebi/124676> accessed 29 January 2026. 
4 Thierry Foucault, Marco Pagano and Ailsa Röell, ‘Algorithmic and High-Frequency 

Trading’ in Thierry Foucault, Marco Pagano and Ailsa Röell (eds), Market Liquidity: Theory, 

Evidence, and Policy (Oxford University Press, 2023) 

<https://doi.org/10.1093/oso/9780197542064.003.0009> accessed 29 January 2026. 
5 SEBI, 'Interim Order in the Matter of Index Manipulation by Jane Street Group’ 

<https://www.sebi.gov.in/enforcement/orders/jul-2025/interim-order-in-the-matter-of-index-
manipulation-by-jane-street-group_95040.html> accessed 29 January 2026. 

https://www.sebi.gov.in/enforcement/orders/jul-2025/interim-order-in-the-matter-of-index-manipulation-by-jane-street-group_95040.html
https://www.fortuneindia.com/markets/retail-derivatives-traders-lose-105-lakh-crore-in-fy25-sebi/124676
https://www.fortuneindia.com/markets/retail-derivatives-traders-lose-105-lakh-crore-in-fy25-sebi/124676
https://doi.org/10.1093/oso/9780197542064.003.0009
https://www.sebi.gov.in/enforcement/orders/jul-2025/interim-order-in-the-matter-of-index-manipulation-by-jane-street-group_95040.html
https://www.sebi.gov.in/enforcement/orders/jul-2025/interim-order-in-the-matter-of-index-manipulation-by-jane-street-group_95040.html
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artificial, false or misleading appearances with respect to the price, market, 

or securities”.6 

The essence of the Jane Street saga lies in a structural conflict between the 

intent-based liability and effect-based regulation. The alleged trading pattern, 

which was executed across cash, futures, and options segments and 

coordinated among domestic and foreign affiliates of Jane Street, was within 

the proper confines of legality when each trade is viewed in isolation. 

However, on a cumulative assessment, the strategy was purported to have 

allegedly distorted the Bank Nifty index on expiry days, enabling 

disproportionate gains in index options.7 It must be acknowledged at the outset 

that disproportionate profitability, standalone, is not evidence of manipulation. 

Superior gains in index options may legitimately reflect superior information 

processing, better risk modelling, or more efficient arbitrage, all of which are 

not only lawful but welfare-enhancing for markets. Jane Street itself 

characterised its activities as 'basic index arbitrage trading, a core and 

commonplace mechanism of financial markets that keeps the prices of related 

instruments in line. The distinction, as this paper argues, lies not in the 

quantum of profit but in whether the profit was generated by exploiting pre-

existing price inefficiencies or by deliberately manufacturing them. Arbitrage 

exploits inefficiencies; manipulation tries to manufacture them. This gap 

between micro-level legality and macro-level market effect reveals the 

shortcomings of the current regulatory structure in India, which continues to 

rely on broad, principle-based prohibitions of the Securities and Exchange 

                                                             
6 SEBI v Rakhi Trading (P) Ltd Civil Appeal No 1969 of 2011 (SC). 
7 Neha Joshi, ‘Sebi Bars Jane Street Entities, Impounds over ₹4,000 Cr for Index 

Manipulation’ (Live Mint, 4 July 2025) <https://www.livemint.com/market/sebi-bars-jane-

street-entities-impounds-over-4-000-cr-for-index-manipulation-11751597250611.html> 
accessed 29 January 2026. 

https://www.livemint.com/market/sebi-bars-jane-street-entities-impounds-over-4-000-cr-for-index-manipulation-11751597250611.html
https://www.livemint.com/market/sebi-bars-jane-street-entities-impounds-over-4-000-cr-for-index-manipulation-11751597250611.html
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Board of India Act, 19928 (‘the Act’) and the Securities and Exchange Board 

of India (Prohibition of Fraudulent and Unfair Trade Practices relating to 

Securities Market) Regulations, 20039 (‘the Act’). 

In this manuscript, firstly, we will analyse the manipulative strategy deployed 

by Jane Street to manipulate the derivative markets. Secondly, the regulatory 

loopholes highlighted in the Jane Street case, such as the absence of the “single 

economic group” doctrine for Foreign portfolio investors (‘FPI’), inadequate 

real-time monitoring of last-traded price (‘LTP’) manipulation, and weak ex 

ante control over strategies deployed on expiry-day trading. Thirdly, the paper 

seeks to demonstrate that market integrity in the algorithmic era needs to be 

reoriented from entity-centric to a group-wide attribution, ex ante risk 

regulation, intent-heavy enforcement, and technologically informed 

surveillance systems. 

II. THE INTENT-EFFECT DICHOTOMY IN MARKET 

MANIPULATION ENFORCEMENT 

The SEBI has prosecuted Jane Street for the violation of numerous provisions, 

such as Section 12A of the Act,10 and Regulations 3 and 4 of the Regulation.11 

One of the contentious provisions under which Jane Street were held liable by 

SEBI is Regulation 4 (2)(a) & (e) of the Regulation.12 This Regulation deems 

an act to be fraudulent or manipulative, where it creates false or misleading 

appearances of trading in securities markets, or involves the manipulation of 

the price or the benchmark prices of any securities. One of the critical 

                                                             
8 Securities and Exchange Board of India Act 1992 (SEBI Act 1992). 
9 SEBI (Prohibition of Fraudulent and Unfair Trade Practices relating to Securities Market) 

Regulations 2003 (PFUTP Regulations 2003). 
10 SEBI Act 1992, s 12A. 
11 PFUTP Regulations, reg 3 & 4. 
12 ibid reg 4(2)(a) & 4(2)(e). 
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challenges faced by regulators is in proving the intent, especially where the 

trades were executed by sophisticated algorithms that execute millions of 

trades per second in multiple segments of the markets.  

The SEBI, SAT, and Courts have taken different approaches to the 

intent/Mens Rea aspect over the years; thus, judgments requiring the 

establishment of intent coexist with the affixing of motive or intention before 

establishing liability. SAT in Ketan Parekh v. SEBI13 and Subhkam Securities 

Private Limited v. SEBI14 states that synchronised trade executed by a trader 

is, per se, not illegal; however, it violates the Regulations when it is executed 

with the intent to defraud the market. Here, SAT laid emphasis on the presence 

of manipulative intent as a prerequisite for establishing a violation. Contrarily, 

in Pyramid Saimira Theatre Ltd. v. SEBI held that Regulation 3(b) of the 

Regulation does not require manipulative intent or state of mind.15   

The SC in N. Narayanan v. Adjudicating Officer, SEBI,16 had asserted that 

market abuse entails “manipulative and deceptive devices” and “known to be 

wrong to the abusers”; this phrase makes knowledge and intent an essential 

aspect on the part of the wrongdoer.  Notwithstanding the above, in the 

following year, in SEBI v. Rakhi Trading (P) Ltd., SC termed market 

manipulation as a “deliberate attempt to interfere with the free and fair 

operation of the market”,17 indicating intent is not an essential aspect of 

market manipulation. One of the material questions of law which has been 

pending before the SC for the last 5 years in Price Waterhouse & Co. And Ors. 

                                                             
13 Ketan Parekh v SEBI Appeal No 2 of 2004 (SAT). 
14 Subhkam Securities Pvt Ltd v SEBI Appeal No 73 of 2012 (SAT). 
15 Pyramid Saimira Theatre Ltd v SEBI Appeal No 242 of 2009 (SAT). 
16 N Narayan v Adjudicating Officer, SEBI Civil Appeal No 4112-4113 of 2013 (SC). 
17 Price Waterhouse & Co v SEBI [2010] 103 SCL 96 (Bom). 
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vs SEBI is whether the intent/Mens Reas is a quintessential necessity for the 

market violation.18 

Whereas SEBI often relied on “preponderance of probability”, that is, 

reliance on circumstantial evidence like patterns of trades, unusual volumes, 

or coordinated activity.19 Here, SEBI doesn’t need to prove the market 

manipulation with absolute certainty; this probability test allows SEBI to 

prosecute on the likelihood and inference basis. However, this preponderance 

or probability can often lead to regulatory overreach, where there is an 

involvement of complex trade, and circumstantial evidence may be 

misinterpreted without the direct proof of intent.20 Thereby, leading to the 

penalisation of innocent traders due to circumstantial anomalies.   

At the present juncture, where trades are executed autonomously by 

algorithms, taking prevailing market conditions into consideration, it becomes 

critical to establish the intent aspects. Although human agents designed the 

algorithms, the trades were executed solely through the algorithm upon the 

favourable market conditions. Therefore, creating a difficulty in proving the 

manipulative intent in cases of HFT. Sometimes, the trader may not even be 

aware of the execution sequences that later on appear to be market 

manipulation. Still, under Regulation 4 of the Regulation, that trade may be 

deemed to be manipulative where it distorts the reference price point or creates 

misleading market appearances. This doctrinal ambiguity under the 

Regulation as to whether liability hinges on manipulative intent or arises 

                                                             
18 [2010] 103 SC L96 (Bom). 
19 Sunandan Wadadekar and Mridul Anand, ‘Preponderance of Probability and Presumptions 

of Guilt: Contextualising SEBI’s move towards more Permissive Evidentiary Standards in 

Securities Regulation’ (2024)17 NUJS L Rev 2. 
20 ibid. 
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merely from market impact serves as a cornerstone of the SEBI case against 

algorithmically driven strategies like those employed by Jane Street. 

III. EXPLOITATION OF HIGH LEVERAGE IN INDEX OPTIONS 

AND THE REGULATORY VACUUM IN INDEX INTEGRITY 

Index derivatives, especially index options, are inherently highly leveraged 

because a comparatively small premium controls a significant notional value 

of the index and shifting sensitivities (such as delta and gamma), option prices 

react nonlinearly to changes in the index.21 Thus, even a small movement in 

the underlying index may cause a large change in the option price. The interim 

order of SEBI relies on this mechanical relationship between derivative 

exposure and cash-market movements.22                                                                        

The mode of exploitation in the Jane Street case may be best thought of as a 

three-legged cycle. The first leg of this cycle is the creation of large, 

concentrated positions in index options (or asymmetrical risk-sensitivity 

across strikes) that will profit significantly from a targeted intraday movement 

in the index. The second leg of this cycle involves the execution of highly 

concentrated trades of an algorithmic nature in the cash and futures markets to 

influence the prices in the preferred direction; this is possible because even a 

small change in the underlying index leads to much larger changes in option 

values. In the last phase, profits from the option positions are locked in while 

the cash and futures positions are used to move the index, which are later 

                                                             
21 Vishrut Kansal, ‘Jane Street and the Expiry Day Trap: Unpacking SEBI’s Crackdown on 

Algorithmic Manipulation in India (Oxford Law Blogs, 30 July 2025) 

<https://blogs.law.ox.ac.uk/oblb/blog-post/2025/07/jane-street-and-expiry-day-trap-

unpacking-sebis-crackdown-algorithmic> accessed 29 January 2026. 
22 Interim Order (n 5). 

https://blogs.law.ox.ac.uk/oblb/blog-post/2025/07/jane-street-and-expiry-day-trap-unpacking-sebis-crackdown-algorithmic
https://blogs.law.ox.ac.uk/oblb/blog-post/2025/07/jane-street-and-expiry-day-trap-unpacking-sebis-crackdown-algorithmic
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reversed once the desired movement is achieved.23 SEBI’s interim order finds 

this pattern of manipulation in the Bank Nifty closing trades on expiry days.  

This form of market manipulation lies at the intersection of multiple legal 

domains, rather than within a single, codified offence. In the contemporary 

era, a specific law regulating the integrity of index prices and benchmark 

manipulation does not exist in India. Instead, the normative framework of 

SEBI’s action is derived from multiple sources of law, including the Act, the 

Securities Contracts (Regulation) Act of 1956,24 and judicial pronouncements. 

The Act empowers SEBI to protect investors and regulate markets, with 

Sections 11 and 11B enabling swift intervention and issuance of directions to 

curb emerging or technology-driven practices, including algorithmic index 

trading, without awaiting adjudication.25 Additionally, Regulations 3 and 4 of 

the Regulation prohibit manipulative conduct,26 while selective disclosure of 

index rebalancing strategies may violate the SEBI (Investment Advisers) 

Regulations, 201327 and SEBI (Research Analyst) Regulations, 2014.28 SEBI 

may also invoke the SCRA to penalise the use of any fraudulent device in 

securities transactions, a provision applicable to indirect index-driven 

manipulation through pre-planned trades. 

The SEBI (Index Providers) Regulations, 2024, notified in March 2024, 

signified the first direct significant regulatory measure for index providers, 

thereby incorporating them under the SEBI regulatory ambit.29 The 

                                                             
23 Devina Gupta, ‘Why Jane Street, a US Trading Giant, Is in Trouble in India’ (BBC, 17 July  

2025) <https://www.bbc.com/news/articles/c5y0zgrevl1o> accessed 29 January 2026. 
24 Securities Contracts (Regulation) Act of 1956. 
25 SEBI Act 1992, s 11 & 11B. 
26 PFUTP Regulations, reg 3 & 4. 
27 SEBI (Investment Advisers) Regulations 2013. 
28 SEBI (Research Analyst) Regulations 2014. 
29 SEBI (Index Providers) Regulations 2024. 

https://www.bbc.com/news/articles/c5y0zgrevl1o
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regulations make compulsory registration, provide for governance and conflict 

of interest management, provide for pre-disclosure of indexing and 

rebalancing strategies, and provide for compliance, thus making the practice 

of indexing a regulatory requirement, rather than a voluntary best practice. 

IV. COORDINATED TRADING ACROSS GROUP ENTITIES 

AND REGULATORY ARBITRAGE UNDER THE FPIS 

FRAMEWORK 

One of the ways employed by Jane Street is trading across their group entities, 

where their Indian registered entity JSI Investment Pvt Ltd. and JSl2 

Investment Pvt Ltd. engage in intraday trade, and their foreign arm engages in 

derivative trade. Through their Indian entity in “Patch I”, they create an 

aggressive position in the cash and futures, inflating the Bank Nifty index; in 

the interregnum, their foreign arm (Jane Street Singapore Pte. Ltd. and Jane 

Street Asia Trading Ltd) creates a short position in the derivative segment. 

Later in “Patch II”, their Indian entity reverses their entire position by 

aggressively selling and pushing the index down.30 Here, Jane Street has 

leveraged their Indian entity to create an intraday position, thereby 

circumventing Regulation 20 (4) (a) of the SEBI (Foreign Portfolio 

Investment) Regulations, 2019, which, herein states that “A foreign portfolio 

investor shall transact in the securities in India only on the basis of taking and 

giving delivery of securities purchased or sold”.31 Under the prevailing 

regulatory framework in India, FPIs are not allowed to execute intraday trades 

and are barred from executing such transactions. They must settle all their 

holding, as per the settlement cycle of T+1 Day and are not allowed to square 

                                                             
30 Interim Order (n 5). 
31 SEBI (Foreign Portfolio Investment) Regulation 2019, reg 20(4)(a). 
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off their position within the same trading session.32 This trading pattern is not 

only relevant from the lens of intraday trading restrictions that are applicable 

to FPIs, but also reflects a deeper structural flaw in FPIs' regulatory framework 

regarding the group-level coordination among the entities.  

Under Regulation 3 (2) of SEBI (Foreign Portfolio Investors) Regulations, 

2019, where multiple FPIs belong to a single global financial group, then each 

of those FPIs has to be registered as a separate legal entity even though they 

are controlled and managed by the same financial group.33 In cases like Jane 

Street, this legal fragmentation becomes problematic, where a multitude of 

trades were executed by multiple FPIs and their Indian entities allegedly 

executing coordinated trades across the cash and derivative segments, which 

is, per se, not illegal, with the objective to influence the index prices. Unlike 

several other jurisdictions, the Indian law does not expressly recognise the 

doctrine of a “single economic group” for FPIs, thereby making it onerous for 

SEBI to prove manipulation entity-by-entity, rather than attributing such 

conduct to a single economic group. This regulatory lacuna facilitates the 

trading firms in splitting their trading strategies among different entities and 

enables them to portray coordinated trading among multiple related entities as 

independent market conduct. However, in the Jane Street case, SEBI has 

documented and delineated the trades executed by each of the four entities 

separately; despite this entity-by-entity approach, SEBI has constantly 

referred to Jane Street as “Jane Street Group” to emphasise the synchronised 

trade executed by four of their entities. This hybrid approach of SEBI reflects 

                                                             
32 ‘Stock Market Settlement Cycles: India’s Shift from T+2 to T+1 Explained’ Business 

Standard (1 August 2023) <https://www.business-standard.com/markets/news/stock-market-

settlement-cycles-india-s-shift-from-t-2-to-t-1-explained-123080100560_1.html> accessed 

30 January 2026. 
33 SEBI (FPI) Regulation 2019, reg 3(2). 

https://www.business-standard.com/markets/news/stock-market-settlement-cycles-india-s-shift-from-t-2-to-t-1-explained-123080100560_1.html
https://www.business-standard.com/markets/news/stock-market-settlement-cycles-india-s-shift-from-t-2-to-t-1-explained-123080100560_1.html
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a regulatory gap, wherein they recognise an economic group in substance, yet 

enforcement still requires entity-specific attribution and findings. 

Jane Street, operating through multiple subsidiaries in India under a common 

control leverage this and exploits this regulatory gap due to the lack of real-

time monitoring of coordinated trade across multiple entities.34 The lack of a 

stringent regulatory framework to monitor trades by affiliated entities acting 

in concert enables entities to distribute their trading activities across their 

multiple entities, thereby enabling them to evade regulatory oversight.  

V. EXPIRY-DAY TRADING, SETTLEMENT PRICE 

SENSITIVITY, AND CUMULATIVE MARKET IMPACT 

The average daily trading volume of FPIs in Indian index options surpasses 

USD 350 billion,35 underscoring the significance of FPIs participation in the 

Indian derivatives market. This level of trading volume can cause significant 

volatility in the index, particularly on the contract expiration dates. 

Consequently, retail investors increasingly perceive the market as susceptible 

due to the distortion arising from such trading activities, and the issue is further 

exacerbated due to repeated contract expiries, thereby intensifying instability 

and uncertainty.  

Expiry-day trading receives increased regulatory attention not only because of 

its volatility but also because of the critical role played by the value of the 

index at the end of market hours in bringing about settlement in India’s 

derivatives market. All index option contracts are mandatorily settled at the 

end of every expiry day, with their margins managed in accordance with the 

                                                             
34 Vishrut Kansal (n 21). 
35 National Securities Depository Limited, Latest (Daily Trends in FPI Investments) 
<https://www.fpi.nsdl.co.in/web/Reports/Latest.aspx> accessed 30 January 2026. 
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value of the index used for settlement at the end of market hours. This makes 

all retail participation vulnerable to the determination of the settlement value, 

because retail investors generally cannot influence markets and risk 

management capacity to effectively hedge against short-term price swings that 

might disproportionately affect settlement outcomes.36 This structural 

vulnerability is not abstract; SEBI's own data reveal that approximately 91% 

of retail derivatives traders incur losses,37 a figure that cannot be separated 

from the systemic distortions occasioned by concentrated algorithmic activity 

on expiry days, when settlement prices are most susceptible to manipulation. 

The interim order passed by SEBI against Jane Street does not hold that 

aggression on the expiry day itself is unlawful per se. Instead, they undertake 

a post manipulation correlation of the trading activity across market segments 

so as to reconstruct the alleged market impact. In doing so, the order draws 

attention to the fact that aggressive trades in the cash and futures markets were 

executed and subsequently unwound at a juncture where index levels were 

most sensitive, and where derivative values were directly linked to the 

settlement price.  

The regulatory significance of such conduct lies in its cumulative and cross-

segment nature. Though each trading segment, cash, futures, and options, is 

independently monitored and risk-managed, the alleged manipulation 

becomes apparent only when trading of all segments is examined together, 

particularly around the settlement window. Accordingly, the SEBI’s theory of 

liability lies not in its assessment of isolated trades within any single segment, 

                                                             
36 Tim de Silva, Kevin Smith and Eric C So, ‘Losing Is Optional: Retail Option Trading and 

Expected Announcement Volatility’ (SSRN, 14 January 2025) 

<https://papers.ssrn.com/abstract=4050165> accessed 30 January 2026. 
37 Chiranjan Kumar (n 3) 

https://papers.ssrn.com/abstract=4050165
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but in whether that activity cumulatively affected the benchmark price at 

which derivatives were settled. 

VI. MANIPULATION OF THE LAST TRADED PRICES AND 

THE LIMITATION OF REAL-TIME MARKET 

SURVEILLANCE 

The SEBI, in its order, elucidated how Jane Street have consistently 

manipulated stock prices in its favour by exploiting the LTP through the use 

of HFT, which enables the execution of large trades in milliseconds and 

creates artificial market signals. Wherein, on January 17, 2024, they placed 

their buy order at or above the prevailing LTP,38 thereby artificially pushing 

up the stock prices. While sell orders in patch II were strategically placed at 

or below the LTP with the objective of bringing the price down. The lack of a 

robust real-time surveillance mechanism to detect such LTP manipulation 

enabled Jane Street to execute these strategies to manipulate the market.  

The LTP is one of the crucial indicators in the stock market, as it reflects the 

stock’s current value. Its real-time nature highlights the immediacy and critical 

necessity for traders and investors to make informed decisions within a rapid-

paced market environment.39 In accordance with the standard theory,40 The 

prices of the stock are significantly influenced by the LTP on account of 

market efficiency, since the LTP acts as a reference point for most of the 

traders by reflecting the most recent executed transaction value in the market. 

This reference price point helps traders to decide whether to take an entry or 

                                                             
38 Interim Order (n 5). 
39 Dev Sethia,‘What Is LTP in Share Market - Meaning, Full Form, & How LTP Is Calculated’ 

(Upstox, 16 December 2025) <https://upstox.com/learning-center/futures-and-options/what-

is-ltp-in-share-market/article-401/> accessed 30 January 2026.https://upstox.com/learning-

center/futures-and-options/what-is-ltp-in-share-market/article-401/ 
40 ibid. 

https://upstox.com/learning-center/futures-and-options/what-is-ltp-in-share-market/article-401/
https://upstox.com/learning-center/futures-and-options/what-is-ltp-in-share-market/article-401/
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exit in the market, and the absence or manipulation of real-time LTP 

undermines fairness, efficiency, and stability in the market, essentially shifting 

a transparent and competitive market to an opaque and vulnerable market.41 

The repeated manipulation of LTP by Jane Street reflects deeper structural 

weakness in the market surveillance framework of SEBI. Although exchanges 

do constantly monitor the volume threshold, price movement, and abnormal 

trading patterns, it fails to integrate real-time LTP analysis with the multi-

segment trading behaviour across cash, futures, and options segments, 

thereby, manipulative strategies are thriving through micro-level prices 

nudging, for instances by placing aggressive buy orders at or above the LTP 

to induce an artificial upward price movement or coordinated sell by placing 

order at or below the LTP to create downward movement, this artificially 

induced upward or downward movement can escape immediate detection due 

lack of market surveillances. These manipulative tactics distort the market 

reference price point, which often becomes the basis of the investor's decision-

making. When it is viewed in isolation, it often appears to be innocuous, 

allowing sophisticated investors to exploit the surveillance blind spots until 

the cumulative distortion becomes discernible ex post. 

VII. NORMATIVE RECOMMENDATIONS 

A. Definitional Clarity in Algorithmic Manipulation 

 In this dynamic and rapidly evolving trading world, wherein trades are being 

executed by algorithms essentially deployed by HFT firms, it becomes a 

quintessential necessity to explicitly define what constitutes market 

manipulation when trades are executed by algorithms and not by human 

agents. As of today, SEBI uses broad terms like unfair market practices, 

                                                             
41 ibid. 
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fraudulent trade practices, manipulative practices, etc. The author advocates 

for delineation of a clear definition of spoofing, quote stuffing, layering, front 

running and other methods employed by algorithmic trading firms. By 

amending the Regulations, SEBI should inculcate a specific definition of this 

manipulative strategy.  

B. Ex-ante Algorithmic Accountability Framework 

Where an entity is deploying an algorithm to execute a trade, primarily the 

Black box algorithms, there should be robust pre-trade and real-time risk 

controls to prevent the strategy from operating in a way that creates either a 

false or misleading appearance, disrupts or manipulates the price discovery 

process. This will essentially shift the evidentiary burden from “did they 

intend to manipulate the market?” to “did they take reasonable care at the stage 

of the creation of the algorithm from causing manipulative effects?”  

Consequently, mens rea in algorithmically executed manipulation is properly 

assessed at the stage of design and deployment, and pre-trade scrutiny 

represents the legally coherent mechanism for such attribution under the 

existing regulatory framework.  

Furthermore, in consonance with the European Securities and Markets 

Authority, SEBI has also adopted the ex-ante transparency and algorithmic 

accountability approach, requiring investment firms engaging in algorithmic 

trading to maintain and disclose information like trading logic, kill-switch 

mechanisms, order-to-trade, order-to-cancel ratios, pre-trade and post-trade 

risk controls.42 However, these requirements are merely applied as market 

                                                             
42 Shri Venkatesh, 'SEBI's Algo Trading's Success Depends on Its Enforcement' 

(ETLegalWorld, 2025) <https://legal.economictimes.indiatimes.com/news/editors-desk/sebi-

introduces-new-regulations-for-algo-trading-to-enhance-investor-protection-and-market-
transparency/118148187> accessed 6 June 2026 

https://legal.economictimes.indiatimes.com/news/editors-desk/sebi-introduces-new-regulations-for-algo-trading-to-enhance-investor-protection-and-market-transparency/118148187%3E
https://legal.economictimes.indiatimes.com/news/editors-desk/sebi-introduces-new-regulations-for-algo-trading-to-enhance-investor-protection-and-market-transparency/118148187%3E
https://legal.economictimes.indiatimes.com/news/editors-desk/sebi-introduces-new-regulations-for-algo-trading-to-enhance-investor-protection-and-market-transparency/118148187%3E
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surveillance and systemic risk mitigation tools; they can act as a latent 

evidentiary basis for intent attribution, similar to the EU MAR-ESMA 

approach.43 Yet, the current enforcement mechanism under the Regulation, 

predominantly relies on ex post price movement and market impact analysis, 

often blurring the line between price manipulation and price influences. This 

algorithmic disclosure regime can be reconceptualised from a compliance-

centric mechanism to an intent-diagnostic mechanism, which will 

significantly help in strengthening the doctrinal coherence of jurisprudences 

of manipulation in light of the algorithmic trading.  

C. Strategy Level Testing and Pre-clearance 

 The authors advocate for algorithmic strategy sandboxing and targeted pre-

clearance requirements as a preventive regulatory measure in response to high-

leverage index manipulation. Sandboxing is a technique of testing trading 

algorithms in a controlled and simulated environment that replicates real-

world market conditions without running the risk of disrupting the live 

markets.44 In parallel, Pre-clearance mechanisms allow regulators and 

exchanges to assess and review the algorithms that may influence expiry-day 

outcomes before they are deployed in the live markets.45 Although SEBI has 

a few control mechanisms, such as maintaining algorithm version logs, 

exchange approval before deployment, etc., these measures are primarily 

focused on preventing technical failures and fail to address the market impact 

                                                             
43 Regulation (EU) No 596/2014 of the European Parliament and of the Council of 16 April 

2014 on market abuse (market abuse regulation) and repealing Directive 2003/6/EC of the 

European Parliament and of the Council and Commission Directives 2003/124/EC, 

2003/125/EC and 2004/72/EC Text with EEA relevance 2014 (OJ L 173). 
44 Rajandran R, ‘Understanding OpenAlgo Sandbox Mode: Your Risk-Free Testing Ground 

for Algorithmic Trading’ (Medium, 4 October 2025) <https://blog.openalgo.in/understanding-

openalgo-sandbox-mode-your-risk-free-testing-ground-for-algorithmic-trading-

ce4ab18f690b> accessed 30 January 2026. 
45 Vishrut Kansal (n 21). 

https://blog.openalgo.in/understanding-openalgo-sandbox-mode-your-risk-free-testing-ground-for-algorithmic-trading-ce4ab18f690b
https://blog.openalgo.in/understanding-openalgo-sandbox-mode-your-risk-free-testing-ground-for-algorithmic-trading-ce4ab18f690b
https://blog.openalgo.in/understanding-openalgo-sandbox-mode-your-risk-free-testing-ground-for-algorithmic-trading-ce4ab18f690b
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of algorithmic strategies. In contrast, sandboxing and pre-clearance 

frameworks would enable SEBI and exchanges to examine algorithms, 

focusing on their potential to distort price formation.  The sandboxing 

infrastructure should be jointly administered by SEBI and the stock 

exchanges, with SEBI retaining final clearance authority, emulating the 

exchange-supervisory architecture already established under SEBI circular,46 

particularly for strategies carrying significant cross-segment exposure. 

The acceptability of an algorithm's market impact should be assessed against 

three parameters: whether its simulated order-to-trade ratios remain within 

prescribed thresholds; whether it creates artificial price pressure close to 

expiry days; and whether its cross-segment profit-loss attribution is consistent 

with genuine hedging rather than a manufactured directional move. This 

approach also aligns with MiFID II’s mandate on pre-deployment testing, 

strategy-level governance, and enhanced oversight.47 

D. Group-wide Attribution for FPIs 

To prevent the circumvention of Regulation 20 (4) (a) of SEBI (FPI) 

Regulation 2019, which Jane Street have leveraged to execute synchronised 

trade across associated group entities, the author advocates for a shift from 

entity centric approach to a group-wide attribution approach, where SEBI 

should view an Indian arm of FPIs that is their subsidiaries and associates from 

the lens of a “Single Economic group” for intraday square-off checks, trading 

limits, and delivery obligations, thereby closing the regulatory lacuna that Jane 

                                                             
46 SEBI, 'Safer Participation of Retail Investors in Algorithmic Trading' (Circular No 

SEBI/HO/MIRSD/MIRSD-PoD/P/CIR/2025/0000013, 4 February 2025) 

<https://www.sebi.gov.in/legal/circulars/feb-2025/safer-participation-of-retail-investors-in-

algorithmic-trading_91614.html\> accessed 06 June 2026 
47 Directive 2014/65/EU of the European Parliament and of the Council of 15 May 2014 on 

markets in financial instruments and amending Directive 2002/92/EC and Directive 
2011/61/EU (recast) Text with EEA relevance 2014 (OJ L 173). 

https://www.sebi.gov.in/legal/circulars/feb-2025/safer-participation-of-retail-investors-in-algorithmic-trading_91614.html%5C%3E
https://www.sebi.gov.in/legal/circulars/feb-2025/safer-participation-of-retail-investors-in-algorithmic-trading_91614.html%5C%3E
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Street have exploited by splitting trades across their domestically incorporated 

entity and with their Singapore registered entity. To operationalise this group-

wide approach a new provision should be formally introduced mandating the 

FPIs to file a consolidated “Group level regulatory registration” highlighting 

the control structure, common management, shared algorithms, risk systems, 

and overarching compliance policies. This will help in creating a single point 

of reference for the SEBI and will help in preventing legal fragmentation as 

seen in the case of Jane Street. Moreover, the author contends for the extension 

of FPIs-related restrictions to the domestically incorporated entities of the 

FPIs, akin to Australia’s FIRB regime,48 under this framework, regulatory 

oversight get triggered for domestically incorporated entities, where a single 

foreign entity is holding at least 20% of ownership or where a two or more 

foreign entities holding aggregate substantial interest of at least 40% in 

domestically incorporated entities,  thereby applying similar threshold based 

approach in India would ensure that domestically incorporated subsidiaries 

with significant FPIs ownership are subjected to similar regulatory scrutiny.49 

SEBI should also amend the regulation to give equivalent treatment to the 

Indian investment firms that are de facto arms of an FPIs group, where FPIs 

are holding a substantial interest in the domestically registered entity, thereby 

equating trades executed by a domestic firm with the trades of their FPIs. This 

would consequently subject the domestic firm to the same delivery-based 

restrictions that are presently applied to FPIs.  

                                                             
48 Department of the Treasury, ‘Australia’s Foreign Investment Framework’ (Foreign 

investment in Australia, 14 March 2025) <https://foreigninvestment.gov.au/investing-in-

australia/foreign-investment-framework> accessed 30 January 2026. 
49‘Australian Foreign Direct Investment Guide’ (Herbert Smith Freehills, January 2025) 

<https://www.hsfkramer.com/dam/jcr:3307619d-3ab9-41f3-b8fd-

932400aa44d2/Australian%20Foreign%20Direct%20Investment%20Guide%20-
%20January%202025.pdf> accessed 30 January 2026. 

https://foreigninvestment.gov.au/investing-in-australia/foreign-investment-framework
https://foreigninvestment.gov.au/investing-in-australia/foreign-investment-framework
https://www.hsfkramer.com/dam/jcr:3307619d-3ab9-41f3-b8fd-932400aa44d2/Australian%20Foreign%20Direct%20Investment%20Guide%20-%20January%202025.pdf
https://www.hsfkramer.com/dam/jcr:3307619d-3ab9-41f3-b8fd-932400aa44d2/Australian%20Foreign%20Direct%20Investment%20Guide%20-%20January%202025.pdf
https://www.hsfkramer.com/dam/jcr:3307619d-3ab9-41f3-b8fd-932400aa44d2/Australian%20Foreign%20Direct%20Investment%20Guide%20-%20January%202025.pdf
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E. Consolidated Audit Trail System 

To prevent the manipulation of LTP, a consolidated audit trail regulatory 

system should be established, aligned with the U.S. CAT, which tracks and 

records every order from entry to execution, modification, and cancellation 

across listed equities and options in U.S. markets.50 It essentially enables 

market regulators, such as the SEC51 and FINRA,52 to monitor trades in real-

time and detect any market manipulations. Although SEBI’s Integrated 

Market Surveillance system does monitor the trading activity, but it does not 

provide a single unified audit trail across all markets like CAT, and therefore, 

the regulator may often face a delay in timely detection of market 

manipulation, as seen in the Jane Street case. This consolidated audit trail 

would enable the regulator to systematically undertake the cross-referencing 

of LTP manipulations in real-time basis. Moreover, the Regulation should be 

amended to explicitly incorporate the LTP manipulation as a fraudulent 

practice, which would strengthen the enforcement action under Section 12A 

of the Act.  

F. Reform of Expiry-day Settlement Pricing 

 In order to avoid distortions of the benchmark price due to concentrated 

trading activity around expiry dates, SEBI could consider modifying the index 

settlement system by expanding the settlement reference window or adopting 

a hybrid pricing formula. Such steps would reduce the settlement price 

sensitivity to transient and concentrated trades near market close. This would 

be in line with the EU Benchmarks Regulation, which states that the value of 

                                                             
50 Securities and Exchange Commission, Rule 613 (Consolidated Audit Trail), 17 CFR s 

242.613 (2017) (USA). 
51 ibid. 
52 Financial Industry Regulatory Authority <https://www.finra.org/> accessed 30 January 
2026. 
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a benchmark should reflect market activity and be resistant to temporary 

pressure on prices.53 Additionally, the U.S. CFTC’s position limits and 

accountability rules under the Commodity Exchange Act54 and implementing 

regulations55 require trading facilities to implement position limits or 

accountability mechanisms to prevent excessive speculative positions that 

could cause price distortions, especially in the spot/expiry contract month. 

These frameworks serve as structural caps on concentration and offer 

exchanges reporting and intervention powers when speculative dominance 

could potentially jeopardise the integrity of settlement. The implementation of 

these policies would directly address the issue of dominance on expiry days 

by large market participants. 

VIII. CONCLUSION 

The Jane Street market manipulation reflects a decisive inflexion point in the 

Indian securities legislation, exposing structural flaws in the traditional, entity-

centric, ex-post enforcement mechanisms that strain under the weight of high-

leverage, algorithmically driven, and coordinated trading strategies. While the 

trades in question often appear to be lawful in isolation, their cumulative 

market impact reveals the fragility of the regulatory framework that hinges on 

intent-based liability and effect-based regulations without doctrinal clarity. 

The regulatory response must shift from reactive forensic enforcement to 

proactive, technically informed governance, with the explicit definition of 

algorithmic manipulation, ex ante testing, and group-wide regulations; 

                                                             
53 Regulation (EU) 2016/1011 of the European Parliament and of the Council of 8 June 2016 

on indices used as benchmarks in financial instruments and financial contracts or to measure 

the performance of investment funds and amending Directives 2008/48/EC and 2014/17/EU 

and Regulation (EU) No 596/2014 (Text with EEA relevance) 2016 (OJ L 171). 
54 Commodity Exchange Act 2025, s 5h(f)(6) (US CFYC). 
55 Commodity Futures Trading Commission, 17 CFR Part 150 (Limits on Positions) (Code of 
Federal Regulations, 2025) (US). 
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consolidated audit trails are no longer optional; they are essential to preserve 

the market’s fair price discovery.



 

 

ALGORITHMIC PRICING AND TACIT 

COLLUSION IN DIGITAL MARKETS:  THE 

DUAL ROLE OF DATA AND A 

COMPARATIVE ASSESSMENT OF GLOBAL 

AND INDIAN REGULATORY RESPONSES 

Yashvi R. Mehta 

ABSTRACT 

“Whether you use a smoke-filled room in a basement or you’re using AI and an API, it’s still 

the same thing. It’s still collusion.”  -Jonathan Kanter 

The rise of algorithmic pricing in digital markets has transformed the structure of price 

determination and challenged the conceptual foundations of traditional competition law. The 

paper begins by revising core antitrust doctrines and how digital markets challenge them. It 
then goes on to examine the mechanics of algorithmic pricing, tacit collusion, and how data 

concentration (symmetry and asymmetry) acts as a facilitator and barrier to tacit collusion. 

Unlike traditional cartels that rely on clear communication, algorithmic pricing systems often 

lead to tacit collusion through independent interactions, real-time data analysis, and self-

learning methods that adjust pricing strategies without explicit agreement. This paper 

examines the growing issue of algorithmic tacit collusion, focusing on the dual role of data 

concentration. Against this backdrop, the paper also compares global regulatory responses, 

particularly of the European Union, the United States, and the United Kingdom, where 

authorities are actively addressing algorithmic tacit collusion, and against this backdrop, the 

paper critically evaluates India's stance on the same. It concludes by proposing targeted 

regulatory and legal reforms that aim to improve detection, ensure accountability, and shape 

policy, all while allowing innovation in data-driven markets. 

Key Words: Digital Markets; Algorithmic Pricing; Tacit Collusion; Data Concentration; 

Competition Law; Enforcement Gaps; Regulatory Reforms. 

I. INTRODUCTION ................ 2300 

II. THE DYNAMICS OF TACIT 

COLLUSION AND THE 

ALGORITHMIC CATALYS .......... 234 

                                                             
 Yashvi R. Mehta is a third-year student of B.Com. LL.B. at the Institute of Law, Nirma 

University, Ahmedabad. The views stated in this paper are personal. 

III. THE DUAL ROLE OF DATA IN 

FACILITATING AND 

CONSTRAINING TACIT 

COLLUSION .................................. 238 



2026]  ALGORITHMIC PRICING  230 

A. Data Asymmetry ................ 239 

G. Data Symmetry .................. 240 

IV. GLOBAL REGULATORY 

RESPONSES ................................... 242 

A. Regulatory Framework In The 

European Union .......................... 242 

H. Regulatory Framework In The 

United States ............................... 243 

I. Regulatory Framework in the 

United Kingdom .......................... 246 

J. The Regulatory Framework In 

India 247 

1. THE 2025 MARKET 

STUDY ................................... 248 

2. THE DIGITAL 

COMPETITION BILL 2024 .. 249 

V. ENFORCEMENT GAPS ....... 253 

A. Agreement And The Posner 

Kaplow Debate ............................ 253 

B. The Liability Gap And The 

“Black Box Problem” ................. 255 

C. The Plus Factors Gap ............. 257 

D. The Pricing-As-A-Service (Paas) 

Model .......................................... 257 

VI. REFORMS AND 

RECOMMENDATIONS ................ 259 

A. Systematic Investigation And The 

“Red Zone Mapping” ................. 259 

B. Strategic Data Asymmetry ..... 260 

C. Algorithmic Sandboxing ........ 260 

D. Mandatory Audit Trails:........ 261 

K. Establishing Strict Liability 

For Hubs ..................................... 262 

L. Shifting The Burden Of 

Proof  ........................................... 263 

VII. CONCLUSION ...................... 263

 

I. INTRODUCTION 

 Traditionally, antitrust enforcement has focused on the meeting of the 

minds as the essential point for legal action. However, we are now witnessing 

a change wherein the smoking gun, i.e. documents or communications that 

show a clear intent to restrain trade, such as coordinating prices with 

competitors instead of competing against them. is being replaced by an 

algorithm. In the past, laws were built around visible evidence of collusion, 

formal agreements, and smoke-filled rooms. With the rise of digital 

marketplaces, we have entered a time of silent coordination. 

 As companies increasingly use algorithmic pricing to manage their 

products and services, market interaction has shifted; it has moved from 

independent strategies to the collective optimization of Artificial Intelligence 

tools. In this new environment, the conspiratorial handshake has been replaced 
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by an algorithmic consensus, which creates a market where the lack of human 

interaction does not negate competition. This paper examines the intersection 

between algorithmic tacit collusion and the dual role of data concentration 

acting as a facilitator and as a barrier to tacit collusion, also arguing that 

current competition law frameworks inadequately capture the competitive 

harms arising from algorithmic pricing and tacit collusion. 

The main issue lies in the well-established nature of tacit collusion 

facilitated by algorithmic pricing.1 While tacit collusion has often been seen 

as a fragile and uncommon outcome, primarily due to issues such as human 

error or slow response times,2 algorithms have effectively eliminated these 

issues. By monitoring market conditions and competitors in real time, and 

automating a practically “tit-for-tat” retaliation, algorithmic pricing can 

sustain supra-competitive prices without ever engaging in direct 

communication or agreement. This creates a gap where the outcome for the 

consumer is identical to that of a cartel, yet the behavior remains legally sound 

according to current standards that prioritize evidence of intent over economic 

effects.  

Furthermore, it is argued that collusive stability isn’t merely a byproduct 

of algorithmic pricing, but also of the structural environment created by data 

concentration.3 The concentration of vast data sets in the hands of a few 

dominant players facilitates the “information symmetry” required for these 

                                                             
1 OECD, ‘Algorithms and Collusion: Background Note by the Secretariat’ (OECD, 21–23 

June 2017) <https://one.oecd.org/document/DAF/COMP(2017)4/en/pdf> accessed 14 

February 2026. 
2 Ariel Fzrachi & Maurice E Stucke, 'Sustainable and Unchallenged Algorithmic Tacit 

Collusion' (2020) 17 Nw J Tech & Intell Prop 217. 
3 Ron Jarmin and Amy O’Hara, ‘Big Data and the Transformation of Public Policy Analysis’ 
(2016) 35(3) Journal of Policy Analysis and Management 715. 
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algorithms to work with formidable perfection;4 at the same time, this 

“information asymmetry” leads to data-based entry barriers where relatively 

nascent firms find it difficult to challenge collusion because they lack the data 

needed to train a competitive algorithm.  As regulatory authorities begin to 

scrutinize robo-sellers,5 the traditional boundaries of competition law are 

being pushed to their breaking point. This research aims to portray that, 

without a paradigm shift, i.e., moving away from intent-based “agreements” 

towards an effect-based analysis of the behavior of firms, the digital 

marketplace shall transform into a landscape of automated monopolies.  

Traditionally, competition law has been designed to regulate competition 

among firms that compete primarily through price, output, and product 

quality. Market power has generally been assessed through factors like market 

share, the ability of the players to influence prices, and their control over 

supply.6 Section 3 of the Competition Act, 2002,7 reinforces the premise that 

the existing regulations have been designed to deal with human facilitation of 

collusion. However, the growth of digital markets has transformed how 

competition operates, challenging the adequacy of traditional competition 

laws in addressing modern market realities.   

Digital markets are often organized around platform-based models that 

connect different user groups. These platforms benefit from network effects, 

                                                             
4 Marco Gambaro, 'Big Data Competition and Market Power' (2018) 2 Mkt & Competition L 

Rev 99. 
5 Terrell McSweeny and Brian O’Dea, ‘Implications of Algorithmic Pricing for Antitrust 

Enforcement’ (Federal Trade Commission, 2017) 

https://www.ftc.gov/system/files/documents/public_statements/1286183/mcsweeny_and_od

ea_-_implications_of_algorithmic_pricing_antitrust_fall_2017_0.pdf accessed 06 February 

2026. 
6 Raghuvansh Seth, 'Interplay of Algorithmic & Tacit Collusion with Competition Law' (2022) 

16 NUALS LJ 131. 
7 Competition Act 2002, s 3. 
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wherein the value of their services increases as more users join. As a result, 

first-movers tend to consolidate their positions over time, making entry 

difficult for relatively newer competitors. Unlike traditional markets where 

competition can be sustained among several firms, digital markets often 

display a tendency towards dominance by a few players.  

A central feature of competition in the digital markets is the role that data 

plays as a competitive asset. Firms collect and process vast amounts of data, 

which enables them to improve services, refine their algorithms, target 

advertising, and improve overall user experience. Over time, this 

accumulation of data creates a loop where better data improves services, 

improved services attract new users, and new users generate even more data. 

Smaller or relatively nascent firms lack access to comparable data sets, making 

it relatively difficult for them to garner market share, consequently acting as a 

barrier to entry and a potential source of market power.8  

Many digital services are provided to consumers at little or no monetary 

cost; firms generate revenue through advertising or data monetization instead 

of charging their consumers directly. Consequently, even when services 

appear free, consumers may suffer through reduced innovation or diminished 

data privacy through market concentration. These developments complicate 

the assessment of anti-competitive conduct, particularly when competitive 

outcomes are influenced by automated technologies. When firms rely on 

algorithmic pricing to determine pricing and market strategies, the retaliation 

to competitors’ pricing strategies becomes rapid, which raises concerns of 

coordination or anti-competitive outcomes emerging without explicit 

agreements, making regulation even more challenging.   

                                                             
8 Maurice E Stucke and Allen P Grunes, Big Data and Competition Policy (OUP 2016). 
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The paper adopts a doctrinal and analytical research methodology based 

on statutory provisions, legal precedents, regulatory reports, and academic 

literature on competition law and digital markets. It examines Indian law 

alongside developments in the European Union and the United States to 

evaluate how regulators respond to algorithmic pricing and data-driven market 

power. Drawing from academic and policy sources, the study explores the 

challenges of algorithmic tacit collusion and data concentration. It also 

identifies gaps in legal and regulatory measures for addressing competition 

issues in digital markets. The analysis is guided by a consumer welfare 

framework, which assesses how changing market practices and regulatory 

actions affect consumer interests, market efficiency, and competition 

outcomes in digital markets. 

II. THE DYNAMICS OF TACIT COLLUSION AND THE 

ALGORITHMIC CATALYS 

Tacit collusion, often termed “conscious parallelism,” represents a market 

state where independent firms achieve a supra-competitive price equilibrium 

without any formal agreement or direct communication.9 Unlike explicit 

collusion, which relies on “smoke-filled rooms” and express communication, 

tacit collusion is a byproduct of rational, unilateral decision-making.  

 

At its core, the phenomenon is driven by the realization of mutual 

interdependence, i.e., firms acknowledge that their individual profit-

maximizing strategy is inextricably linked to the actions and reactions of their 

rivals, a principle recognized in cases like Theatre Enterprises Inc. v. 

                                                             
9 OECD, Algorithms and Collusion: Competition Policy in the Digital Age (2017) 

<https://www.oecd.org/competition/algorithms-collusion-competition-policy-in-the-digital-
age.htm> accessed 09 February 2026. 
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Paramount Film Distributing Corp10 in the United States and in the Indian 

LPG Cartel case11 addressing parallel pricing.  

The economic stability of this kind of arrangement is best explained 

through the lens of repeated games. In a static one-off interaction, the firms 

face the classic “prisoners' dilemma” wherein undercutting their rival to 

capture market share seems like the most plausible option; however, in a real-

world market situation, the game is played indefinitely.12 According to the 

Folk theorem, firms can sustain collusion only if they value future cooperative 

profits more than the immediate one-time gain of undercutting their 

competitor. This premise rests on a credible threat of retaliation. For instance, 

if Firm A drops its price (defects), Firm B must be able to detect this "cheating" 

and respond with a price drop of its own (punishment). If the punishment is 

swift and severe, the original defection becomes irrational, and a high-price 

equilibrium remains stable. Some market conditions are imperative for this 

equilibrium to hold, the first being “market transparency,”13 i.e., firms must 

be able to observe each other's prices and sales volumes to distinguish between 

aggressive price cutting or a genuine decrease in demand.  

The second is the “frequency of interaction,”14 wherein the more often the 

firms interact, the shorter the “detection lag” shall be. The third is “product 

                                                             
10 Theatre Enterprises Inc v Paramount Film Distributing Corp 346 US 537 [1954]. 
11 In Re LPG Cylinder Manufacturers Case No 03/2011 (Competition Commission of India, 

24 April 2012). 
12 Ann Nowé, Peter Vrancx and Yann-Michael Hauwere, ‘Game Theory and Multi-Agent 

Reinforcement Learning’ in Marco Wiering and Martijn van Otterlo (eds), Reinforcement 

Learning: State-of-the-Art (Springer-Verlag 2012) 441, 450. 
13 A Gupta, ‘Algorithmic Collusion and its Challenges to Antitrust Regulations’ (2025) 

International Journal of Law Research & Analysis https://www.ijlra.com/details/algorithmic-

collusion-and-its-challenges-to-antitrust-regulations-by-arpita-gupta accessed 05 February 

2026. 
14 S Assad and others, ‘Algorithmic Pricing and Competition: Empirical Evidence from the 
German Retail Gasoline Market’ (2024) 132(3) Journal of Political Economy 845. 
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homogeneity,”15 i.e., coordination is simpler when the firms are selling 

identical goods rather than complex, differentiated products, where a price 

change might merely reflect a change in quality. 

Despite these preconditions, human-led tacit collusion is seldom possible 

because humans are subject to cognitive biases and incomplete information.16 

For instance, an executive might misinterpret a competitor's logistical error as 

an intentional price cut, triggering a “price war.” Furthermore, the sheer 

amount of data in modern markets often exceeds human processing capacity, 

making it difficult to monitor multiple rivals in real time. Historically, 

“frictions” like delays in detection, human error, and data overload served as 

a natural check against the emergence of tacit collusion between firms.  

The advent of algorithmic pricing fundamentally alters the landscape by 

cancelling these human “frictions” which previously deterred tacit collusion. 

Algorithms do not collude in the human sense of intent, but they can achieve 

outcomes that mirror collusion, as a natural byproduct of profit 

maximization.17 Algorithms can monitor thousands of competitor price points 

every second. This near-instantaneous surveillance eliminates the “detection 

lag.” A firm might cheat weeks before being caught by a human, but, in an 

algorithmic system, retaliation occurs in milliseconds; by making punishment 

immediate, algorithms make the “deviation gain” negligible, thereby 

reinforcing the stability of the collusive equilibrium.  

Beyond mere speed, modern reinforcement learning algorithms (such as 

Q-learning) can independently discover that supra-competitive pricing is the 

                                                             
15 Louis Kaplow, Competition Policy and Price Fixing (Princeton University Press 2013). 
16 George J Stigler, ‘A Theory of Oligopoly’ (1964) 72(1) Journal of Political Economy 44. 
17 Emilio Calvano, Giacomo Calzolari, Vincenzo Denicolò and Sergio Pastorello, ‘Artificial 

Intelligence, Algorithmic Pricing, and Collusion’ (2020) 110(10) American Economic 
Review 3267. 
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most profitable long-term strategy. Experiments by Calvano et al.18 (2020) 

demonstrated that AI agents, when left to maximize profits in a simulated 

oligopoly, naturally converge on collusive strategies that include reward-

punishment schemes. These agents learn to “signal” intent through price 

movements and “punish” deviations without ever being programmed to 

cooperate. “Relatively simple pricing algorithms systematically learn to play 

collusive strategies. The algorithms typically coordinate on prices that are 

somewhat below the monopoly level but substantially above the static 

Bertrand equilibrium. The algorithms learn these strategies purely by trial 

and error. They are not designed or instructed to collude, they do not 

communicate with one another, and they have no prior knowledge of the 

environment in which they operate.”19 

The facilitation of tacit collusion can occur through a structural 

commonality, wherein multiple competitors may employ the same third-party 

pricing software (a “hub”), i.e., the underlying code acts as a centralizing 

force. Even if the firms never interact, the use of common logic or a similar 

data pool can act as a harmonizing agent.20  

The U.S. v. RealPage case21 represents a significant challenge from the 

DOJ against “algorithmic price-fixing.” The DOJ claimed that landlords used 

a shared software "hub" to share sensitive data and raise rents together. The 

key legal issue is the shift from “independent judgment” to “collective 

delegation.” The DOJ argued that outsourcing pricing to a common AI creates 

                                                             
18 ibid. 
19 ibid. 
20 OECD, Algorithmic Competition: OECD Competition Policy Roundtable Background Note 

(2023) https://www.oecd.org/daf/competition/algorithmic-competition-2023.pdf accessed 08 

February 2026. 
21 United States and Plaintiffs v RealPage Inc, No 1:24-cv-00710 (MDNC, filed 23 August 
2024) (ongoing). 
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a de facto conspiracy, even without direct human contact. By showing that the 

software optimized for the revenue-to-occupancy ratio, favoring higher rents 

even if it led to more vacant units, the case aims to prove that algorithmic 

consensus is functionally and legally similar to a traditional price-fixing 

agreement. 

Ultimately, the integration of algorithmic pricing makes tacit collusion a 

robust, high-speed market reality. By eliminating the detection lag and 

automating retaliation, algorithms remove traditional frictions that historically 

caused tacit collusion to fail.22 This essentially results in a “perfected state” of 

conscious parallelism wherein firms achieve the supra-competitive profits of 

a traditional cartel through purely unilateral data-driven decisions. This 

evolution exposes a critical regulatory gap, as the resulting consumer harm 

occurs without the explicit “meeting of minds” required for a traditional 

antitrust prosecution.23  

III. THE DUAL ROLE OF DATA IN FACILITATING AND 

CONSTRAINING TACIT COLLUSION 

Data, in algorithmic pricing, plays a monumental role, yet its impact on 

market stability is governed by the structural distribution of that data. Data 

concentration, the gathering of vast datasets into the hands of a few dominant 

firms, operates as a double-edged sword, depending on whether such data is 

held by one dominant firm (asymmetry) or shared among a circle of elite 

incumbents (symmetry), which can act as a facilitator or a powerful barrier to 

tacit collusion resulting from algorithms. Understanding this tension is critical 

                                                             
22 Ariel Ezrachi and Maurice E Stucke, ‘Virtual Competition: The Promise and Perils of the 

Algorithm-Driven Economy’ (Harvard University Press 2016). 
23 (n 17) 
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to determining whether a market is trending toward monopolization or a stale 

supra-competitive oligopoly.  

A. Data Asymmetry 

In classical economic theory, the primary obstacle to any collusive 

arrangement is “noise,” or uncertainty. When data concentration is 

asymmetric, i.e., it rests in the hands of a select few, or one firm, that its rivals 

cannot replicate, the very prerequisite of algorithmic data collusion, i.e., the 

symmetry of data for effective learning and decision-making, for the algorithm 

may reduce the feasibility of sustained tacit collusion.  

Informational asymmetry introduces a fundamental misalignment in the 

market. For instance, if Firm A has access to real-time consumer data and a 

predictive demand analysis that Firm B lacks, Firm A then is no longer playing 

the same game as B and does not have to worry about any competition from 

B until it acquires the technology or booms.  

In this scenario, Firm A (data-rich firm) has a lower incentive to participate 

in a tacit agreement. Coordinating with a relatively uncompetitive rival on a 

higher price, when one has a competitive advantage over the same, is an 

irrational decision. Moreover, superior datasets can be used to identify 

precisely where the rival is most vulnerable and effectively eclipse them 

within the market. Asymmetric data concentration allows the dominant firm 

to engage in limit pricing or hyper-personalized price discrimination, 

capturing the entire consumer surplus, consequently driving the rival out of 

the market. Therefore, data concentration can be used as a barrier to entry, 

ensuring that relatively nascent firms do not gain sufficient market intelligence 

to compete effectively.  



2026]  ALGORITHMIC PRICING  240 

Moreover, data asymmetry essentially destroys the signalling mechanism 

necessary for tacit collusion.24 For instance, if Firm A’s pricing logic is hidden 

behind a proprietary “black box” of exclusive data, here distinguishing 

between a strategic attack and a rational response to a private data signal is 

very difficult. This ambiguity causes the collusive structure to fail.   

G. Data Symmetry 

Conversely, when data concentration occurs symmetrically, with a small 

group of firms having access to the same data pools, the risk of tacit collusion 

increases exponentially. Symmetry acts as a facilitator for algorithmic 

coordination. When algorithms are fed relatively similar datasets, they are 

predisposed to reach the same outputs. The “uncertainty” that prevented 

humans from tacitly colluding is effectively eliminated, thus allowing for a 

level of price synchronization that is both independent in the eyes of law and 

“collusive” in its economic effect.  

The EU Horizontal Cooperation Guidelines (2023)25 specifically 

addresses this “data symmetry” in Chapter 6.26 They view shared data pools 

and algorithmic pricing as key factors that can lead to collusion. The 

Guidelines caution that high-frequency data sharing, even through third-party 

platforms, can remove strategic uncertainty. This allows companies to reach a 

collusive equilibrium almost instantly. By removing the “detection lag,” these 

digital systems promote synchronized market behavior similar to traditional 

cartels. To ensure compliance, the EU requires some technical safeguards. 

                                                             
24 Marco Gambaro, 'Big Data Competition and Market Power' (2018) 2 Mkt & Competition 

L Rev 99. 
25 Commission, ‘Guidelines on the applicability of Article 101 of the Treaty on the 

Functioning of the European Union to horizontal co-operation agreements’ [2023] OJ C 

259/1. 
26 ibid ch 6. 
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This keeps data as a means for innovation instead of a “glasshouse” for price 

coordination. 

In a symmetric environment, the detection lag effectively drops to zero. 

When one firm’s algorithm experiments with a price change, the other 

algorithm will respond to such a change by altering the price in milliseconds. 

This near-instantaneous feedback loop makes “cheating” on a collusive price 

floor impossible, as the retaliatory punishments are so swift that no short-term 

gain can be achieved from the defection.  

Additionally, in a scenario where the firms use the same hub,27 i.e., the 

same third-party algorithmic software for their pricing, the chances of 

collusion increase. This symmetry is often facilitated by data pooling or the 

reliance on a limited number of data sources. When firms use the same cloud-

based data sources, they are essentially outsourcing their decision-making to 

a central logic, thus, virtually, creating a “hub and spokes” model28, wherein 

even without the presence of a formal agreement, the concentration of 

symmetric data into these funnels ensures that the algorithms, systematically, 

“learn” to cooperate. They gradually, through trial and error, discover that in 

a transparent, symmetric market, the most profitable long-term strategy is to 

maintain high prices and punish any deviation instantly.29 

In conclusion, the impact of data concentration on competition cannot be 

reduced to a single outcome; it is a dynamic force that dictates the stability of 

                                                             
27 Bradley C Weber, ‘Hub-and-Spoke Conspiracies: Can Big Data and Pricing Algorithms 

Form the Rim?’ (2023) 26(1) SMU Science and Technology Law Review 4. 
28 Joseph E Harrington Jr, ‘Hub-and-Spoke Collusion with a Third-Party Pricing Algorithm’ 

(2025) CRESSE Working Paper https://www.cresse.info/wp-

content/uploads/2025/09/2025_ps3_pa1_HARRINGTON-1.pdf accessed 09 February 2026. 
29 Leon Musolff, ‘Algorithmic Pricing Facilitates Tacit Collusion: Evidence from E-

Commerce’ in Proceedings of the 23rd ACM Conference on Economics and Computation (EC 
’22) (ACM, 2022) 2 https://doi.org/10.1145/3490486.3538239 accessed 14 February 2026. 
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a market. Asymmetric concentration leads to monopolization by exclusion, 

while symmetric concentration leads to stagnation through automated 

collusion. In both these instances, current competition law, which focuses on 

explicit agreements and “mens rea,” fails to capture the structural reality. 

Thus, data concentration serves a dual role: it provides the “intelligence” for 

algorithms to coordinate and the “fortress” to ensure that coordination remains 

unchallenged by market forces.  

IV. GLOBAL REGULATORY RESPONSES 

The rapid proliferation of algorithmic pricing has triggered a coordinated, 

albeit fragmented, global response. Antitrust authorities have shifted from 

mere observation to aggressive litigation and the introduction of ex-ante 

regulations.  

In enforcement proceedings related to explicit collusion, the illegality of 

collusion depends on the existence of an agreement or a concerted practice30; 

therefore, authorities usually establish the presence of concerted practice or a 

“meeting of minds.”  

A. Regulatory Framework in the European Union  

The application of Article101 of the TFEU31 (Treaty on the Functioning 

of the European Union). The EU recognizes that tacit collusion is not per se 

unlawful.32 Therefore, the first step to regulating tacit collusion would be to 

revisit the concept of “concerted practice.” In the EU, Art. 101 of the TFEU33 

includes both agreements and concerted practices. A price-fixing agreement 

                                                             
30 OECD, Algorithms and Collusion: Background Note by the Secretariat (n 12) 34. 
31 Treaty on the Functioning of the European Union [2016] OJ C 202/47, art 101. 
32 Whish and Bailey (n 47) 603. 
33 ibid. 
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essentially “centres around the existence of a concurrence of wills between at 

least two parties, the form in which it is manifested being unimportant so long 

as it constitutes the faithful expression of the parties' intention.34” In addition, 

a concerted practice is “a form of coordination between undertakings which, 

without having reached the stage where an agreement properly so-called has 

been concluded, knowingly substitutes practical cooperation between them for 

the risks of competition.”35 Moreover, in accordance with the EU Guidelines 

on horizontal cooperation,36 agreement or concerted practice to exchanges of 

information between competitors (including pricing information) can be 

tackled under Art. 101 of the TFEU.37  

H. Regulatory Framework in the United States 

In the US, the concepts of agreement and concerted action are employed 

interchangeably, as constituting a “joint action,” prohibited by §1 of the 

Sherman Act38. The term agreement or concerted action is not explicitly 

mentioned in the Sherman Act39 it rather uses the terms “contract,” 

“combination,” or “conspiracy,” and an agreement with an anti-competitive 

purpose encompasses all these concepts. In addition, the concepts of price 

fixing agreements and concerted action can be observed in the Socony40 as 

well as the Container Corp.41  

                                                             
34 Case T-41/96 Bayer AG v Commission [2000] ECR II-3383 [69]. 
35 Case 48/69 ICI v Commission [1972] ECR 619 [64]. 
36 Commission,‘Guidelines on the applicability of Article 101 of the Treaty on the Functioning 

of the European Union to horizontal co-operation agreements’ [2023] OJ C 259/1. 
37 ibid. 
38 Sherman Act 1890, s 1. 
39 Sherman Act 1890. 
40 United States v Socony-Vacuum Oil Co, 310 US 150 (1940). 
41 United States v Container Corp of America, 393 US 333 (1969). 
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Thus, in the US and the EU, the requisite for an agreement to be found is 

the concurrence of wills or the explicit “meeting of minds”, and in the case of 

tacit collusion, this requirement remains unsatisfied.  

In 2015, the Department of Justice (‘DOJ’) gave a warning about the risks 

of algorithms for market consumers and authorities.42 The 2024-2026 DOJ 

Statements on AI compliance,43 released in late 2024 and enforced throughout 

2025, codified the agency’s stance on algorithmic collusion: “training a 

machine to collude is still collusion.”44 It integrated artificial intelligence into 

its enforcement priorities. These guidelines require firms to actively audit their 

AI systems for anticompetitive outputs, ensuring that “black box” algorithms 

do not inadvertently use “grim trigger” strategies or enable “surveillance 

pricing” by illegally collecting non-public data. 

Notable enforcement actions, like the November 2025 RealPage 

settlement,45 have drawn a clear line against using detailed, real-time 

competitor data to train revenue management models. This effectively 

imposes a 12-month “cooling-off” period on shared data to reintroduce the 

necessary delay in detection for a competitive market.46   

                                                             
42 Ezrachi and Stucke (n 1) 39. 
43 United States Department of Justice, Evaluation of Corporate Compliance Programs 

(United States Department of Justice, September 2024) 
<https://www.justice.gov/criminal/criminal-fraud/page/file/937501/download> accessed 09 

February 2026. 
44 Jonathan Kanter, ‘Assistant Attorney General Jonathan Kanter Delivers Remarks at the 

2024 Georgetown Law Global Antitrust Enforcement Symposium’ (United States Department 

of Justice, 10 September 2024 <https://www.justice.gov/archives/opa/speech/assistant-

attorney-general-jonathan-kanter-delivers-remarks-2024-georgetown-law-global> accessed 

16 January 2026. 
45 United States v RealPage, Inc et al, No 1:24-cv-00710 (MDNC, Proposed Final Judgment, 

2025). 
46 United States Department of Justice, Former E-Commerce Executive Charged with Price 

Fixing in the Antitrust Division’s First Online Marketplace Prosecution (Press Release, April 

2015) <https://www.justice.gov/opa/pr/former-e-commerce-executive-charged-price-fixing-
antitrust-divisions-first-online-marketplace> accessed 09 February 2026. 
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Although the case involved a simple pricing algorithm and a human 

agreement to collude, it still demonstrates that the DOJ is willing to pursue 

antitrust enforcement against pricing algorithms that facilitate collusive 

practices.   

In addition, the DOJ has revived Section 2 of the Sherman Act,47 

Monopolization, shifting from traditional price-fixing investigations to 

addressing challenges against the monopolies facilitated by algorithms. This 

revival focuses on ecosystem foreclosure, where dominant firms use their 

control over proprietary training datasets, high-performance GPUs, and cloud 

computing to exclude emerging competitors. The debate has grown more 

intense throughout 2025. Enforcement officials are moving away from the 

“consumer welfare” focus and adopting a structural approach. This approach 

looks into whether vertical integration in AI creates situations that hinder the 

next wave of innovation. By using Section 248 to tackle the foreclosure of 

gatekeepers, the DOJ seeks to stop a “permanent digital oligopoly,” where 

entering the market is blocked not by price, but by a huge informational and 

infrastructural gap. 

More recently, in 2020, Deputy Assistant Attorney General Richard A. 

Powers said that “the U.S. legal standard for a criminal antitrust violation 

remains constant; it requires proof beyond a reasonable doubt of an agreement 

among two or more competitors to fix prices, rig bids, or allocate markets, that 

occurs in, or affects, interstate commerce. Criminal prosecution is typically 

limited to bid rigging, price fixing, and allocation agreements, and the 

Antitrust Division has significant experience prosecuting anticompetitive 

conspiracies carried out by a range of means and methods, which could include 

                                                             
47 Sherman Act 1890, s 2 
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using pricing algorithms.”49 Powers further explained that in the context of 

collusive agreements, the U.S. will prosecute any involved intermediaries as 

well: “[I]f an intermediary, such as a programmer or platform, facilitates a 

conspiracy among competitors to use a common pricing algorithm for the 

purpose of fixing prices, under U.S. law, we could prosecute both the 

competitors and the intermediary who facilitated the illegal agreement.”50  

However, at the 21st Annual International Competition Network 

Conference in 2022, Assistant Attorney General Jonathan Kanter, who 

oversees DOJ’s Antitrust Division, seemed to indicate that organizations 

might need to take proactive steps relating to algorithmic pricing.  According 

to Kanter, “Whether you use a smoke-filled room in a basement or you’re 

using AI and an API, it’s still the same thing. It’s still collusion.”  He 

suggested that there is a role for corporate compliance programs in preventing 

collusion by algorithms, and that companies proactively design and train 

algorithms and AI programs to avoid collusion, in a similar way to how they 

train employees to comply with other legal requirements51.  

I. Regulatory Framework in the United Kingdom  

The UK’s Digital Markets, Competition and Consumers (‘DMCC’) Act52, 

which took full effect on January 1, 2025, grants the Competition and Markets 

                                                             
49 Richard A Powers, ‘Deputy Assistant Attorney General Richard A Powers Delivers 

Remarks at Cartel Working Group Plenary: Big Data and Cartelization, 2020 International 

Competition Network Annual Conference’ (US Department of Justice, 17 September 2020) 
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50 ibid. 
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Authority (‘CMA’) the power to issue Pro-Competitive Interventions 

(‘PCIs’). Unlike traditional lawsuits, PCIs allow the CMA to directly order 

firms to change their algorithms or data-sharing practices if they are found to 

be facilitating a "rigid" market equilibrium.   

J. The Regulatory Framework In India  

India’s stance on algorithmic pricing was characterized by a period of 

cautious observation, where the Competition Commission of India (‘CCI’) 

relied on a traditional intent-based interpretation of the Competition Act, 

200253, wherein the prevailing legal philosophy necessitated a meeting of 

minds or an explicit agreement to establish a cartel violation, a standard that 

struggles to accommodate the nuances of algorithmic coordination.  

Artificial Intelligence was largely viewed as a tool for efficiency rather 

than a vehicle for anti-competitive harm. The response to algorithmic pricing 

has transitioned from cautious observation to proactive regulation, specifically 

designed to bridge the accountability gap created by the proactive usage of 

Artificial Intelligence.  

The Samir Agarwal v. ANI Technologies54 (Ola-Uber case) serves as a 

definitive precedent for the Algorithmic Safe Harbor, where the CCI 

maintained a strict adherence to traditional evidentiary standards despite clear 

evidence of synchronized pricing. Here, it was alleged that the platforms 

facilitated a Hub-and Spoke conspiracy, arguing that the price-to-demand ratio 

was no longer being determined by independent drivers but by a centralized 

market algorithm that effectively fixed prices across the whole market. 

However, the CCI dismissed these allegations, reasoning the absence of a 

                                                             
53 Competition Act 2002 (India). 
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“meeting of minds,” the use of a common pricing algorithm did not constitute 

a horizontal agreement under Section 3 of the Competition Act, 200255. It was 

concluded that the drivers were merely “accessories” to the platform's 

independent business model56, effectively creating a loophole where 

centralized algorithmic coordination is treated as a unilateral efficiency rather 

than a collusive harm. 

Recently, the CCI has shifted its focus toward the structural risks of data 

concentration and the “black box” of automated pricing, thus acknowledging 

that the traditional legal doctrines, founded on human agency, are insufficient 

for contemporary times.  

1. THE 2025 MARKET STUDY 

A definitive pivot occurred with the release of the CCI Market Study on 

Artificial Intelligence and Competition57 (October 2025). This report 

acknowledged that AI- oriented algorithms could generate and sustain supra - 

competitive pricing without human intervention, and the phenomenon was 

labelled as “Algorithmic Coordinated Conduct.” The study categorizes the risk 

into four distinct algorithmic types, which are “monitoring,” “signaling,” 

“self-learning,” and a “hub and spokes model.”  
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The CCI’s findings suggest that in India’s rapidly growing AI market, 

adoption is highest in sectors like retail, e-commerce, and logistics. This 

concentration has led the CCI to advocate for a preventive compliance model. 

Enterprises are now urged to conduct algorithmic self-audits, documenting 

their AI’s design logic and data inputs to proactively identify "unintended 

coordination." This marks a departure from reactive enforcement.  

2. THE DIGITAL COMPETITION BILL 2024  

The proposed Digital Competition Bill, 2024, was a significant shift 

towards an ex-ante framework for the regulation of digital markets. Firstly, 

the bill does not apply to all entities; it is only focused on Systematically 

Significant Digital Enterprises  (‘SSDE’s’). A firm is designated as an SSDE 

only if it provides a core digital service and caters to at least ten thousand end 

users and a gross merchandise value of Sixteen Thousand cr. in India. By 

establishing these high quantitative thresholds, the bill aims to regulate only 

those “gatekeepers” whose size and data access allow them to distort the 

market ecosystem.  

Secondly, Section 12 of the Bill, prohibits the SSDE’s from using the non-

public data of their users to compete. Furthermore, the Bill restricts cross-

usage of data, preventing a conglomerate from merging user data from a 

messaging app with data from an e-commerce app to create an unbeatable 

predictive algorithm. By mandating data portability and interoperability, the 

DCB ensures that data remains a fluid asset rather than a tool for permanent 

market "lock-in.”  

Thirdly, Section 11 of the bill imposes a hard ban on self-preferencing, 

ensuring that the SSDE’s search or ranking algorithm does not unfairly favor 

its own products or services over others. It also bans tying and bundling, 
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preventing a dominant firm from forcing users to accept a secondary service 

(like a payment gateway) as a condition for using the core platform. These ex-

ante (proactive) obligations are designed to prevent "bottlenecking," where a 

dominant firm uses its control over one layer of the digital stack to monopolize 

another. 

Fourthly, the penalty for global turnover is the most definitive aspect of 

the bill. Recognizing that small fines are often treated as a “cost of doing 

business” by tech giants, the bill introduces a penalty of upto 10% of their 

global turnover for non-compliance. Additionally, the Bill introduces the 

concept of Associate Digital Enterprises (‘ADEs’), ensuring that a parent 

company cannot bypass the law by delegating anti-competitive algorithmic 

behavior to a smaller subsidiary or a "shell" entity.  

Also, the EU Digital Markets Act (‘DMA’)58 sets up a penalty structure 

that changes the risk-to-reward balance for digital platforms by shifting from 

responding to violations to preventing them. In contrast to traditional antitrust 

laws, which find it hard to show "intent" in complicated algorithms, the DMA 

hands down heavy financial penalties. Gatekeepers  (In the context of the EU 

Digital Markets Act (‘DMA’), Gatekeepers are large systemic digital 

platforms that act as intermediaries between businesses and consumers. They 

are not just big companies; they are identified by their ability to control entire 

digital ecosystems, such as app stores, search engines, or operating systems. 

Platforms like Apple, Meta, Microsoft, Amazon, etc. have been characterized 

as gatekeepers.) can face fines as high as 10% of their total global revenue for 

initial non-compliance. If they keep breaking the rules, that fine can increase 
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to 20%. Additionally, the Commission can impose periodic fines of up to 5% 

of the average daily global revenue to encourage quick compliance.59 Extreme 

measures, like forcing the sale of parts of the business, are also present, which 

create a tough environment where the cost of tacit collusion greatly exceeds 

any potential benefits from price-fixing. It effectively makes algorithmic 

transparency a required standard rather than an option. 

Finally, the bill also moves the market from an intent-based to a 

compliance-based standard; in the older regime an intention to harm the 

competition had to be proven, under the bill, a mere violation of the same 

triggers a penalty. In addition, the SSDE carries the burden of proving it has 

adhered to the transparency and fairness mandates. This "presumptive" 

approach is specifically designed to solve the "Black Box" problem, forcing 

firms to make their algorithms auditable by design rather than hiding behind 

technical complexity.  

The bill has faced significant criticism from industry stakeholders and 

legal experts. Critics argue that the transition to a rigid ex-ante regime could 

inadvertently stifle the very innovation it seeks to protect, creating a 

compliance -first culture that burdens domestic startups and misses the 

nuances of a rapidly evolving technological landscape.  

The most prominent criticism is that the bill may act as a “success penalty” 

for growing firms. By designating companies as SSDEs primarily based on 

size and turnover, the law risks pulling domestic unicorns into a web of heavy-

duty regulation too early. Industry bodies like IMAI have expressed concern60 
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over the excessive discretionary power given to the Competition Commission 

of India (‘CCI’) by the broad qualitative criteria for SSDE designation, which 

could possibly lead to arbitrary decision-making. This essentially creates a 

complex compliance mechanism where resources that could have been 

employed for R&D and scaling up are redirected toward avoiding presumptive 

legal violations. This could also possibly discourage venture capital 

investment in the tech sector61.  

Also, the regulation of large digital enterprises in India is currently carried 

out under a host of statutory regulations, the enforcement of which is vested 

with multiple regulators. These clashes between jurisdictions of authorities 

would impair the effective regulation of SSDE’s. “For instance, the Draft 

DCB’s provisions on data usage and portability may overlap with the recently 

enacted DPDPA. Data usage. While the Draft DCB focuses on the competition 

aspects, the DPDPA primarily concerns the processing of personal data. This 

potential overlap was recently examined in the CCI’s WhatsApp privacy 

policy investigation, where WhatsApp challenged the CCI’s jurisdiction to 

examine privacy-related matters. Both the Delhi High Court and Supreme 

Court allowed the CCI’s investigation to proceed, distinguishing between 

privacy issues per se and their competition implications. Both courts clarified 

that while privacy matters fall under data protection law, the competition 

authority can examine how privacy policies affect market competition. This 

judicial precedent suggests how similar overlaps under the Draft DCB might 
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be resolved, though regulatory uncertainty may persist for businesses 

navigating multiple compliance requirements.62” 

V. ENFORCEMENT GAPS 

The shift to autonomous pricing systems has exposed a profound 

enforcement gap in the current antitrust jurisprudence, which still remains 

anchored to the 20th-century economic assumptions. While traditional law is 

designed to punish the “meeting of minds,” the speed and opacity of digital 

markets facilitate supra-competitive market outcomes that make gauging 

human intent difficult. This section explores the specific points of failure in 

the current legal framework that range from the fundamental challenge of 

defining an “agreement” in an era of machine learning to the evidentiary 

vacuum created by the “black box” algorithms. Also, the elimination of the 

“plus factors” used by regulators to prove collusion by specialized software. 

Ultimately, the rise of hyper-personalized pricing and hub-and-spoke software 

architectures creates a layer of digital camouflage that allows firms to extract 

total consumer surplus while remaining technically compliant with a legal 

code that was never intended to govern the "invisible hand" of an AI-driven 

market. 

A. Agreement And the Posner Kaplow Debate 

The prerequisite to establishing collusion is the presence of a contract, an 

agreement, or a “meeting of minds.” However, in modern digital markets, 

achieving collusive outcomes without such explicit agreement becomes 
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relatively easier. This has revived the debate between Posner and Kaplow63 

(two of the most influential legal scholars in antitrust history) 

Posner argued for a pragmatic outcome-based definition of agreement. He 

posited that if an oligopolist raises its’ prices with the expectation that its rivals 

will follow, and they do, the sequence could be deemed to be a unilateral 

contract. To Posner the meeting of minds is less important than the outcome 

of their actions64.  

Posner's view is tailor - made for contemporary times, for instance, if Bot 

A raises its prices and Bot B follows, Posner would argue that an agreement 

has been reached through the behavior itself.  

Kaplow took a more formalistic view of the situation and argued that, for 

the law to be fair, it must punish a specific act and not just a market 

condition65. For instance, if Firm A raises prices and Firm B follows, they 

essentially have “observed the world” and not tacitly colluded.  

The problem with Kaplow’s view is that it creates a safe harbor for 

algorithms. If two bots arrive at the same price because of their individual 

reward functions, both have independently discovered that high prices are 

better than price wars, and there has been no “communicative act.” Under this 
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logic, which also mirrors some Supreme Court precedents like Twombly, this 

is “conscious parallelism,” which is perfectly legal.   

The enforcement gap exists because the law currently follows Kaplow, but 

the market is behaving exactly like Posner feared. We have reached a point 

where algorithms can inflict 100% of the harm of a cartel, while maintaining 

the technical innocence of independent actors.    

B. The Liability Gap and The “Black Box Problem” 

The transition to autonomous algorithmic systems has introduced a 

profound liability gap that threatens the foundational principles of corporate 

accountability. At the center of this gap is the “Black-Box” Problem, i.e., 

modern pricing systems often use deep reinforcement learning models whose 

decision-making processes are non-linear and opaque. Even the developers 

who program the same cannot always trace the specific logic that led the 

algorithm to adopt a collusive price point over a competitive one; this severs 

the traditional legal link between conduct and intent. When an algorithm finds 

that the “supra competitive pricing” is the mathematically optimal path to 

profit- maximization, it does so without human intervention, creating a 

scenario where harmful market outcomes emerge in a vacuum of human 

culpability.  

This autonomy creates a secondary challenge regarding the legal status of 

the algorithm versus the firm that employs it. Traditionally, the principal is 

responsible for the agent’s acts, here algorithms are increasingly acting 

beyond their original instructions, evolving strategies that their creator may 

not have foreseen or desired. This raises a critical question: Should firms be 

held to a standard of Strict Liability for any anti-competitive outcome 
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produced by their software, or does the “Black Box” nature of the technology 

provide a defense?  

Holding companies liable for autonomous machine behavior risks 

punishing firms for unintended practices, while failing to hold them liable 

creates a shield of ignorance, which encourages companies to outsource 

potentially illegal practices to a black box.   

The EU AI Act66 introduces a risk-based regulatory framework that 

fundamentally alters the black-box defense in antitrust law. Mandating 

transparency and human oversight for specific systems, it creates 

accountability, which can be used to prove collusion. It categorizes AI systems 

into specific tiers with escalating transparency obligations. According to 

Articles 12 and 1367, the High-Risk and General-Purpose AI tiers are legally 

required to maintain automatically generated logs and comprehensive legal 

documentation for at least ten years. By shifting accountability from a 

voluntary choice to a legal mandate, the act ensures that any system having 

the capability to influence market dynamics is traceable and accountable. This 

allows regulators to bypass the struggle of proving human intent, thus focusing 

on whether AI was allowed to reach a collusive equilibrium.  

In the Eturas case68, it was established that awareness of a collusive system 

can be enough to trigger liability; these cases still involved a human nexus. In 

a purely algorithmic market, where bots “signal” to each other through micro-

fluctuations in price, there is no human awareness. As of today, regulators are 

                                                             
66 Proposal for a Regulation of the European Parliament and of the Council laying down 

harmonised rules on artificial intelligence (Artificial Intelligence Act) [2021] OJ C 65/1. 
67 Proposal for a Regulation of the European Parliament and of the Council laying down 

harmonised rules on artificial intelligence (Artificial Intelligence Act) [2021] OJ C 65/1, arts 

12–13. 
68 Case C-74/14 Eturas UAB and Others v Lietuvos Respublikos konkurencijos taryba 
EU:C:2016:42, [2016] 5 CMLR 13. 
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contemplating whether to introduce a “Liability by design” mandate, which 

would require companies to ensure that their algorithms are aware of the 

compliance.  

C. The Plus Factors Gap  

When the evidence of explicit agreement is absent, the court considers 

“plus factors,” i.e., behaviors that would be economically irrational unless the 

firms were conspiring. For instance, if Firm A raises prices when demands are 

falling, it becomes a plus factor as it contradicts the logic of independent 

competition. Algorithms have effectively killed this standard of proof.  

Pricing bots are designed to maximize profit by observing the market at 

high frequencies. A bot realizes that a price war is a negative-sum game. If it 

lowers prices to capture market share, a rival's bot will notice the change in 

milliseconds and match it. This reaction cancels out any gain and results in 

lower profits for both companies. As a result, the bot recognizes that keeping 

prices high is the only sensible choice. In a courtroom, this leads to a Plus 

Factors Gap. The absence of price competition is no longer seen as "irrational 

behavior" signaling a conspiracy. Instead, it becomes the most logical and 

sensible action for a machine. By making collusion the most rational choice 

for an independent actor, algorithms eliminate the evidence that regulators 

previously relied on to prove a crime. 

D. The Pricing-As-A-Service (Paas) Model  

The biggest structural issue in 2026 is the growth of Pricing-as-a-Service 

(PaaS). Instead of creating their own unique bots, entire industries from real 

estate to hospitality now subscribe to the same third-party software platform, 

like RealPage or Cendyn. Here, the software provider gathers non-public, 
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sensitive data from all competitors and uses a single algorithm to provide 

pricing recommendations for everyone69. Typically, a hub-and-spoke 

conspiracy needs evidence that the competitors knew they were using the same 

hub to set prices. Companies can still argue they were just using a productivity 

tool and were unaware of their competitors' actions, as shown in the 2025 

RealPage settlement.70 Regulators are now trying to prove that the algorithm 

itself serves as the facilitator. However, current laws still struggle to hold the 

“spokes” accountable if they merely clicked accept on a machine-generated 

suggestion. 

Ultimately, the enforcement gaps identified across these five dimensions 

reveal a fundamental misalignment between 20th-century legal standards and 

21st-century technological realities. The transition from human-led cartels to 

autonomous pricing systems has effectively decoupled market harm from 

legal culpability. By exploiting the “Posner-Kaplow debate’s” focus on 

explicit communication, algorithms have created a “safe harbor” for non-

competitive outcomes that mirror the effects of a monopoly while maintaining 

the technical innocence of “independent” action. The erosion of “Plus Factors” 

and the emergence of the “Black Box liability gap” further insulate firms, 

allowing them to outsource their pricing strategies to unreachable code that 

operates beyond the reach of "intent-based" laws. Furthermore, the structural 

shift toward “Hub-and-Spoke” software models has centralized market power 

in the hands of third-party vendors, creating a “rimless” coordination that 

current jurisprudence is ill-equipped to prosecute. Collectively, these gaps 

                                                             
69 Anshika Tyagi, 'Hub and Spokes Cartel' (2023) 6 Int'l JL Mgmt & Human 860. 
70 US Department of Justice, ‘Justice Department Requires RealPage to End the Sharing of 

Competitively Sensitive Information and Alignment of Pricing Among Competitors’ 

(Department of Justice, 24 November 2025) https://www.justice.gov/opa/pr/justice-

department-requires-realpage-end-sharing-competitively-sensitive-information-and accessed 
10 February 2026. 
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demonstrate that the traditional “handshake” standard of evidence is 

increasingly obsolete; without a radical reimagining of the notion of an 

“agreement” and a shift toward accountability for algorithmic outcomes rather 

than intentions, the digital economy will continue to move toward a state of 

stable, high-price synchronization that remains invisible to the law. 

VI. REFORMS AND RECOMMENDATIONS 

Digital markets require a regulatory shift from punishment to proactive 

oversight. As autonomous agents render traditional enforcement tools 

obsolete, a new regulatory framework is required, a model that focuses on ex 

ante regulation and emphasizes consumer welfare and structural efficiency.  

The following recommendations provide a roadmap for effective navigation 

and regulation of digital markets.  

A. Systematic Investigation and the “Red Zone Mapping”  

Academic consensus suggests that the nature of antitrust enforcement 

should evolve from a passive and reactive model to an active and preventative 

one. This would begin with a systematic market study designed to map the 

digital economy’s high-risk zones.  

Sectors with high algorithmic densities should be prioritized, for instance 

markets where over 60% transactions are executed via automated agents 

should be kept under the radar, since these markets would naturally have 

adverse effects on competition.  

Drawing on the 2025 OECD Guidelines71, sector-specific enquiries should 

focus on “essential consumer markets” like housing, energy, or travel. These 

                                                             
71 OECD, OECD Principles on Artificial Intelligence (OECD Publishing, 2025). 
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enquiries are designed to identify points, i.e., specific data streams all 

algorithms use to coordinate.  

B. Strategic Data Asymmetry 

Regulators should mandate the introduction of noise or delayed feeding of 

data within “red- zone” sectors. Requiring algorithms to operate with slightly 

varied data or delayed signals can disrupt the symmetry necessary for tacit 

collusion, thereby restoring the competitive friction that automated systems 

tend to remove. It serves as a sophisticated regulatory intervention designed 

to disrupt the perfect transparency of data that catalyzes tacit collusion. 

When all pricing bots access the same high-frequency data streams at the 

same time, they reach a stable point where any effort to compete on price is 

quickly noticed and stopped. This makes cutting prices mathematically 

pointless. By forcing a delay on how fast a firm’s price change is sent to its 

rivals’ APIs, regulators create a window of uncertainty. This short 

informational gap brings back the classic reason for a firm to lower prices, as 

it lets them gain significant market share before a competitor’s bot can see and 

match the change. In the end, strategic differences change the market from a 

scenario of complete transparency to a competitive fog, bringing back the 

friction and risk needed to stop automated agents from settling on a permanent, 

high price level.  

C. Algorithmic Sandboxing 

Algorithmic sandboxing is the practice of isolating an algorithm within a 

restricted environment. It requires pre-market safety certification for a high-

impact pricing software. Here, the firms in “red zone” sectors would be 

required to test their pricing algorithms in a regulatory sandbox, where it 
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would be monitored by state-sponsored watchdog AI to observe how it 

interacts with other market participants.  

If the sandbox indicates that the bot naturally finds that the best strategy is 

to stop competing and keep a high-price balance, the software will not receive 

a license for deployment until its reward digital cartel function is re-coded to 

focus on volume and active competition. This approach makes technology 

more human-like by ensuring that competitive values are incorporated into the 

code’s design, rather than relying on a bot created for profit maximization to 

unintentionally uphold fair market principles.  

The UK Financial Conduct Authority (‘FCA’) Regulatory Sandbox72 

evolving into a “Supercharged” AI-focused model by 2026. It uses a proactive 

Safe Space approach that shifts the focus from punishing firms after the fact 

to preventing issues before they occur. By giving firms, a controlled setting to 

test automated pricing models with synthetic datasets and cloud-based 

Algorithmic Surveillance tools, the sandbox lets regulators observe the pricing 

system before it is scaled. This framework helps solve the detection lag by 

allowing the FCA to spot collusive tendencies in real-time. Thus, this model 

changes algorithmic auditability from a legal obstacle into a necessary step for 

entering the market. 

D. Mandatory Audit Trails: 

One of the most dehumanizing aspects of algorithmic pricing is the “Black 

Box” problem, which means that a price can change a thousand times a day, 

and no one knows why. To restore the rule of law, we must require Searchable 

                                                             
72 Financial Conduct Authority, Regulatory Sandbox Guide (Updated 2025) 

<https://www.fca.org.uk/publications/whatever-the-actual-url-is> accessed 10 February 
2026. 



2026]  ALGORITHMIC PRICING  262 

Audit Trails. This requirement acts as a “flight recorder” for the economy. 

Every time an algorithm changes a price, it must log the specific data inputs it 

used, the competitive signals it detected, and the specific goal it was trying to 

achieve at that moment. 

These logs must be unchangeable and available to regulators. By creating 

a digital record of decision-making, the black box is eliminated. An audit trail 

ensures that if a market failure happens, people can trace the decision back to 

a specific developer or corporate goal. This restores accountability to the 

human creators behind the code, making sure that the “efficiency” of an 

algorithm never serves as an excuse for avoiding corporate responsibility.  

K. Establishing Strict Liability for Hubs  

The rise of “Pricing-as-a-Service” (‘PaaS’) has led to a new, decentralized 

form of collusion where the “Hub” software provider acts as the brain for an 

entire industry. Under current law, the “spokes” (the competitors) often claim 

they were just buying a tool, and the “hub” claims it is just a neutral platform. 

To bridge this gap, we need Strict Hub-and-Spoke Liability. This reform 

suggests that if a vendor markets an algorithm that uses pooled, non-public 

data from multiple competitors to recommend prices, that vendor is no longer 

a “service provider”; they are a Cartel Facilitator. 

Humanizing this reform means recognizing that “shared software” is the 

modern equivalent of a “smoke-filled room.” Any firm that subscribes to a 

hub, knowing that its direct rivals are also using that hub’s optimization logic, 

should be legally presumed to have joined a horizontal agreement. This 

prevents the outsourcing of collusion and ensures that the law keeps pace with 

the structural changes of the digital economy. It holds both the software creator 
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and the corporate user responsible for the harm caused by a synchronized 

market.  

L. Shifting The Burden of Proof  

The biggest challenge in modern antitrust is the “intent-centric” model. 

Regulators need to show that someone intended to fix prices. In machine 

learning, this is a lost cause because the bot's “intent” is just a mathematical 

function aimed at maximizing reward. Scholars from Cambridge suggest we 

should adopt a Rebuttable Presumption of Concerted Practice. With this 

change, if a market run by algorithms shows sustained, high prices like those 

of a traditional cartel, the law won't ask regulators to find definitive proof, like 

a “smoking gun” email. Instead, the responsibility shifts to the company. 

The firm must “humanize” its AI by clearly explaining, in simple terms, 

how its bot reached those price points using legitimate competitive logic, such 

as reacting to supply changes, instead of relying on learned patterns of silent 

cooperation with competitors. This change acknowledges that companies have 

a “duty of care” to the market. If they decide to introduce a "black box" into 

the economy, they must justify its actions. This ends the time when 

corporations could hide behind “machine autonomy” and reap the benefits of 

a digital cartel.           

VII. CONCLUSION 

The shift from human-run cartels to automated, data-driven pricing models 

represents a major change in the history of antitrust law. This paper has shown 

that algorithmic pricing is not simply a neutral tool for efficiency; it is a 

complex system that can deeply change competition by substituting the 

market's “invisible hand” with a self-learning “invisible code.” By examining 
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data symmetry and high-frequency interactions, we observed how modern 

pricing bots can create stable, above-market outcomes, leading to tacit 

collusion, without requiring human agreements or formal discussions. In this 

new digital landscape, the old legal standard of an “agreement” has become 

problematic. It allows companies to enjoy the benefits of a cartel while 

claiming to act “independently.”  

The analysis of current enforcement gaps shows that the law is losing to 

the algorithm. Companies are taking advantage of the Posner-Kaplow 

stalemate. They delegate decision-making to “Black Box” models and 

eliminate the “Plus Factors” that regulators once used to identify conspiracy. 

This creates a barrier against liability. The growth of the Hub-and-Spoke 

model through third-party software has further concentrated market power. 

This setup lets entire industries coordinate their actions using a shared “digital 

brain.” The ongoing crises in areas like rental housing and global logistics 

demonstrate that these arrangements pose a serious threat to the consumer’s 

role in the economy. By moving toward a regulatory regime defined by 

Algorithmic Sandboxing, Mandatory Audit Trails, and the Inversion of the 

Burden of Proof, we can remove the masking of machine autonomy. These 

reforms require that companies take full responsibility for their “digital 

employees.” If a bot learns to collude, its creators should face strict liability. 

We need to shift from a reactive, intent-based legal system to a proactive, 

outcome-based approach that treats market fairness as a necessary part of the 

digital age.  

Ultimately, the goal of antitrust is not to block technological progress. 

Instead, it is to ensure technology benefits everyone, not just the interests of a 

few. Maintaining a fair, competitive marketplace means recognizing that 

while algorithms make choices, humans must remain accountable. By closing 
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enforcement gaps and implementing the reforms suggested in this study, we 

can make sure the “Digital Eye” of the algorithm monitors the market for the 

consumer's benefit, not for exploitation.  
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I. INTRODUCTION 

The logistics and warehousing industry has become a major component of 

the Indian economy1 and an important node in domestic commerce and global 

supply chains.2 The sector has expanded rapidly in recent years, driven by e-

                                                             
1 Kunal Sood and Tejinder Gupta, ‘Evolving Landscape of warehousing and logistics in India: 

A road to becoming third-largest economy by 2027’ (FICCI, July 2023) 

<https://www.grantthornton.in/globalassets/1.-member-

firms/india/assets/pdfs/evolving_landscape_of_warehousing_and_logistics_in_india.pdf> 

accessed 16 January 2026. 
2 Sultan Ahmed bin Sulayem, ‘Logistics is no longer merely a support function but a strategic 

enabler of growth’ (World Economic Forum, 20 January 2026) 

<https://www.weforum.org/stories/2026/01/logistics-viewed-today-no-longer-support-
function-but-strategic-enabler-of-growth/> accessed 16 January 2026. 

https://www.grantthornton.in/globalassets/1.-member-firms/india/assets/pdfs/evolving_landscape_of_warehousing_and_logistics_in_india.pdf
https://www.grantthornton.in/globalassets/1.-member-firms/india/assets/pdfs/evolving_landscape_of_warehousing_and_logistics_in_india.pdf
https://www.weforum.org/stories/2026/01/logistics-viewed-today-no-longer-support-function-but-strategic-enabler-of-growth/
https://www.weforum.org/stories/2026/01/logistics-viewed-today-no-longer-support-function-but-strategic-enabler-of-growth/
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commerce growth,3 technological change,4 and state support for logistics 

infrastructure.5 Warehousing capacity has grown significantly across 

metropolitan as well as tier 2 and tier 3 markets,6 with third-party logistics 

operators accounting7 for a substantial share of market activity.8 This 

expansion has increased both the economic significance of the sector9 and the 

legal importance of the labour arrangements on which it depends.10  

This growth has been accompanied by a shift in work organisation.11 

Warehousing operations are increasingly conducted through vendor-operated 

facilities in which third-party service providers own or lease premises and 

formally engage workers, while lead firms retain significant influence over 

service levels, operational standards, and brand-sensitive processes. This 

                                                             
3 Ministry of Commerce and Industry and Department for Promotion of Industry and Internal 

Trade, ‘Invest in Logistics Infrastructure’ (India Investment Grid) 
<https://indiainvestmentgrid.gov.in/sectors/logistics-infrastructure> accessed 16 January 

2026. 
4 NASSCOM, ‘Propelling India Towards Global Leadership in e-Commerce’ (PwC India, Oct 

2018) <www.pwc.in/assets/pdfs/publications/2018/propelling-india-towards-global-

leadership-in-e-commerce/executive-summary.pdf> accessed 16 January 2026. 
5 ‘Warehousing and Logistics Sector in India’ (IBEF Blog, 10 May 2023) 

<www.ibef.org/blogs/warehousing-and-logistics-sector-in-india> accessed 16 January 2026. 
6 Arundhati Bakshi Dighe, ‘India's warehousing boom: Tier II-III cities drive 100M sq ft’ 

(JLL, 13 Feb 2025) <www.jll.com/en-in/newsroom/indias-warehousing-boom-tier-ii-iii-

cities-drive-100m-sq-ft> accessed 16 January 2026. 
7 Sood and Gupta (n 1). 
8 Dara Kim, ‘The Competitive Landscape for 3PL in 2024 and Beyond’ (AutoStore, 30 

October 2023) <www.autostoresystem.com/insights/the-3pl-landscape-key-trends-and-

challenges-for-2024> accessed 16 January 2026. 
9 ‘Logistics: India’s Growth Engine’ (Press Information Bureau, 16 August 2025) 

<www.pib.gov.in/PressNoteDetails.aspx?id=155038&NoteId=155038&ModuleId=3&reg=3

&lang=2> accessed 16 January 2026. 
10 IANS, ‘India’s logistics sector to clock 10.7% growth till 2026, create millions of jobs: 

Centre’ Economic Times (16 August 2025) 

<https://infra.economictimes.indiatimes.com/news/logistics/indias-logistics-sector-set-for-

107-growth-promising-millions-of-jobs-by-2026/123332501> accessed 16 January 2026. 
11 Auguste Tano Kouamé, ‘Logistics key for India as a business destination’ (World Bank 

Group, 17 Jul 2024) <www.worldbank.org/en/news/opinion/2024/07/17/logistics-key-for-
india-as-a-business-destination> accessed 16 January 2026. 

https://indiainvestmentgrid.gov.in/sectors/logistics-infrastructure
http://www.pwc.in/assets/pdfs/publications/2018/propelling-india-towards-global-leadership-in-e-commerce/executive-summary.pdf
http://www.pwc.in/assets/pdfs/publications/2018/propelling-india-towards-global-leadership-in-e-commerce/executive-summary.pdf
http://www.ibef.org/blogs/warehousing-and-logistics-sector-in-india
http://www.jll.com/en-in/newsroom/indias-warehousing-boom-tier-ii-iii-cities-drive-100m-sq-ft
http://www.jll.com/en-in/newsroom/indias-warehousing-boom-tier-ii-iii-cities-drive-100m-sq-ft
https://www.autostoresystem.com/insights/the-3pl-landscape-key-trends-and-challenges-for-2024
https://www.autostoresystem.com/insights/the-3pl-landscape-key-trends-and-challenges-for-2024
http://www.pib.gov.in/PressNoteDetails.aspx?id=155038&NoteId=155038&ModuleId=3&reg=3&lang=2
http://www.pib.gov.in/PressNoteDetails.aspx?id=155038&NoteId=155038&ModuleId=3&reg=3&lang=2
https://infra.economictimes.indiatimes.com/news/logistics/indias-logistics-sector-set-for-107-growth-promising-millions-of-jobs-by-2026/123332501
https://infra.economictimes.indiatimes.com/news/logistics/indias-logistics-sector-set-for-107-growth-promising-millions-of-jobs-by-2026/123332501
http://www.worldbank.org/en/news/opinion/2024/07/17/logistics-key-for-india-as-a-business-destination
http://www.worldbank.org/en/news/opinion/2024/07/17/logistics-key-for-india-as-a-business-destination
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model offers flexibility and scalability,12 but it also complicates the 

conventional employer-employee relationship13 by separating formal 

employment from substantive influence over the labour process. 

At the same time, principal firms increasingly impose extensive ethics and 

compliance infrastructures within vendor-run warehouses.14 These may 

include codes of conduct, whistleblower mechanisms,15 safety signage, 

Environmental, Social and Governance (‘ESG’)-driven protocols,16 audit 

systems,17 and increasingly digital productivity tools. Although these 

mechanisms are often framed as necessary for lawful and ethical operations, 

they raise an important labour-law question: when does compliance-based 

oversight become a legally relevant form of control over workers who are 

formally employed by contractors rather than by the principal employer? 

This paper argues that in vendor-operated warehouses, compliance 

systems imposed by principal employers may function as forms of normative 

and algorithmic control that are legally significant even in the absence of a 

                                                             
12 ‘Outsourcing and operational resilience’ (Financial Conduct Authority, 9 Jan 2020) 

<www.fca.org.uk/firms/outsourcing-and-operational-resilience> accessed 16 January 2026. 
13 CA R Raghunathan, ‘Revisiting Employer-Employee Relationships: Supreme Court’s 

clarification and its Implications under Direct Taxes and GST Law’ (Tax Guru, 23 October 

2025) <https://taxguru.in/goods-and-service-tax/employee-relationships-sc-clarifies-

implications-income-tax-gst.html> accessed 16 January 2026. 
14 Arpinder Singh and Gurjeet Chahal, ‘Top Regulatory Compliance challenges facing India 
Inc in 2025’ (EY, 21 Jan 2025) <www.ey.com/en_in/insights/forensic-integrity-services/top-

regulatory-compliance-challenges-facing-india-inc-in-2025> accessed 16 January 2026. 
15 Dr Anil Kumar and Dr Seema Gupta, ‘Decoding Whistle Blowing Policies of Indian 

Companies’ (2023) 2 ICSI <www.icsi.edu/media/webmodules/CSJ/December/18.pdf > 

accessed 16 January 2026. 
16 Tom Krantz and Alexandra Jonker, ‘What is environmental, social and governance (ESG)’ 

(IBM) <https://www.ibm.com/think/topics/environmental-social-and-governance> accessed 

16 January 2026. 
17 Pratishtha Sharma, ‘The Rise of ESG (Environmental, Social and Governance) in Indian 

Corporate Law: Legal Implications and Compliance Challenges’ (2024) 3(5) IJHRLR 

<https://humanrightlawreview.in/wp-content/uploads/2024/09/The-Rise-of-ESG-

Environmental-Social-and-Governance-in-Indian-Corporate-Law.pdf> accessed 16 January 
2026. 

http://www.fca.org.uk/firms/outsourcing-and-operational-resilience
https://taxguru.in/goods-and-service-tax/employee-relationships-sc-clarifies-implications-income-tax-gst.html
https://taxguru.in/goods-and-service-tax/employee-relationships-sc-clarifies-implications-income-tax-gst.html
http://www.ey.com/en_in/insights/forensic-integrity-services/top-regulatory-compliance-challenges-facing-india-inc-in-2025
http://www.ey.com/en_in/insights/forensic-integrity-services/top-regulatory-compliance-challenges-facing-india-inc-in-2025
http://www.icsi.edu/media/webmodules/CSJ/December/18.pdf
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formal contract of employment. It proceeds in four parts. First, it examines the 

present Indian law governing contract labour and employment classification. 

Secondly, it identifies the doctrinal gaps that emerge when compliance 

infrastructure structures day-to-day work without formal employment 

attribution. Thirdly, it draws comparative lessons from the United Kingdom 

(‘UK’), the United States (‘US’), New Zealand, and the European Union 

(‘EU’). Finally, it proposes a more coherent framework for distinguishing 

legitimate compliance oversight from functional labour control while aligning 

liability with substantive power. 

II. THE INDIAN LEGAL ARCHITECTURE OF CONTRACT 

LABOUR 

A. Conceptual Framework: The Master, The Servant, and the 

Independent Contractor 

The classic distinction between a direct employee and a contract worker 

turns on the difference between purchasing labour and purchasing a result.18 

In a contract of service, the employer ordinarily retains authority not only over 

what is to be done but also, to a significant extent, how it is to be done.19 The 

worker is economically tethered to the organisation and integrated into its 

                                                             
18 Ashima Obhan and Akanksha Dua, ‘Determination of Contract Workers as Direct 

Employees: Two Prong Test Laid Down by the Supreme Court’ (Obhan and Associates, 4 

July 2019) <www.obhanandassociates.com/blog/determination-of-contract-workers-as-

direct-employees/> accessed 18 January 2026. 
19 ‘Supreme Court Clarifies Employer-Employee Relationship in Contract Labour’ (V Law 

Partners, 14 May 2025) <www.vlawpartners.com/supreme-court-clarifies-employer-
employee-relationship-in-contract-labour/> accessed 18 January 2026. 

http://www.obhanandassociates.com/blog/determination-of-contract-workers-as-direct-employees/
http://www.obhanandassociates.com/blog/determination-of-contract-workers-as-direct-employees/
http://www.vlawpartners.com/supreme-court-clarifies-employer-employee-relationship-in-contract-labour/
http://www.vlawpartners.com/supreme-court-clarifies-employer-employee-relationship-in-contract-labour/
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daily rhythm20 while being subject to the master’s disciplinary whip.21  By 

contrast, a contract for services typically involves engagement of a vendor to 

deliver an agreed commercial outcome.22 In such cases, supervision is 

ordinarily justified as quality control over outputs rather than direction over 

the manner and means of individual work.23 Where the principal goes beyond 

outcome-based supervision and exercises method-level or disciplinary control 

over workers, however, the arrangement may support an inference that the 

formal contractual structure does not capture the substantive relationship.24  

B. The Current Legal Scheme 

The statutory framework governing this relationship is transitioning25 from 

the Contract Labour (Regulation and Abolition) Act, 1970 (‘CLRA’)26 to the 

Occupational Safety, Health and Working Conditions Code, 2020 (‘OSH 

Code’).27 Warehouses fall within the definition of an establishment under 

                                                             
20 ‘The Transition of India's Economy Towards Formalization’ (Press Information Bureau, 

14 November 2024) 

<www.pib.gov.in/PressNoteDetails.aspx?NoteId=153420&ModuleId=3&reg=3&lang=2> 

accessed 18 January 2026. 
21 Indira Hirway, ‘Work and Workers in India: Moving towards Inclusive and Sustainable 

Development’ (2023) 66 IJLE <https://link.springer.com/article/10.1007/s41027-023-00439-

4> accessed 18 January 2026. 
22 Ajay Singh, ‘Indian Supreme Court on the distinction between Employment v/s 

Independent Contractor’ (Cornellia Chambers, 16 April 2024) 

<www.cornelliachambers.com/post/indian-supreme-court-on-the-distinction-between-
employment-v-s-independent-contractorship> accessed 18 January 2026. 
23 Rupin Chopra and Shantam Sharma, ‘Employer-Employee Relationship in Indian Law’ (SS 

Rana and Co, 22 April 2025) <https://ssrana.in/articles/employer-employee-relationship-in-

indian-law/> accessed 18 January 2026. 
24 M P Ram Mohan and Sai Muralidhar K ‘Tests to Determine Employer-Employee 

Relationships in India: Looking towards the Future?’ (Indian Institute of Management 

Ahmedabad, April 2023) <www.iima.ac.in/sites/default/files/2023-04/WP%202023-04-

02.pdf> accessed 18 January 2026. 
25 ‘Contract labour under the new regime – An Overview’ (Lakshmikumaran and Sridharan 

Attorneys, 22 June 2022) <www.lkslaw.com/insights/articles/contract-labour-under-the-new-

regime-an-overview> accessed 18 January 2026. 
26 Contract Labour (Regulation and Abolition) Act 1970. 
27 Occupational Safety, Health and Working Conditions Code 2020. 

http://www.pib.gov.in/PressNoteDetails.aspx?NoteId=153420&ModuleId=3&reg=3&lang=2
https://link.springer.com/article/10.1007/s41027-023-00439-4
https://link.springer.com/article/10.1007/s41027-023-00439-4
http://www.cornelliachambers.com/post/indian-supreme-court-on-the-distinction-between-employment-v-s-independent-contractorship
http://www.cornelliachambers.com/post/indian-supreme-court-on-the-distinction-between-employment-v-s-independent-contractorship
https://ssrana.in/articles/employer-employee-relationship-in-indian-law/
https://ssrana.in/articles/employer-employee-relationship-in-indian-law/
http://www.iima.ac.in/sites/default/files/2023-04/WP%202023-04-02.pdf
http://www.iima.ac.in/sites/default/files/2023-04/WP%202023-04-02.pdf
http://www.lkslaw.com/insights/articles/contract-labour-under-the-new-regime-an-overview
http://www.lkslaw.com/insights/articles/contract-labour-under-the-new-regime-an-overview
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section 2(1)(v) of the OSH Code,28 and the Code separately defines 

“worker,”29 “contract labour,”30 “employer,”31 “principal employer,”32 and 

“contractor.”33 Section 57 further prohibits engagement of contract labour in 

the core activities of an establishment,34 subject to statutory exceptions.35  

Under the Employees’ Provident Funds and Miscellaneous Provisions Act 

of 1952, section 2(e)36, while defining the employer, makes a distinction 

between a factory and an establishment other than a factory.37 It provides that, 

“in relation to any other establishment”, the “employer” is the person who, or 

the authority which, has the ultimate control over the affairs of the 

establishment,38 and where such affairs are entrusted to a manager, managing 

director, or managing agent, such manager, managing director, or managing 

agent. Furthermore, in order to be considered an employer, there must be 

control over the establishment rather than the employees.39 

The framework also reveals a tension between documentary form and 

operational responsibility. The Draft OSH (Central) Rules, 2025 emphasise 

written appointment letters and formal employment records,40 thereby 

reinforcing documentary indicators of employment. At the same time, the 

OSH Code allocates important welfare obligations to the principal employer, 

                                                             
28 Occupational Safety, Health and Working Conditions Code 2020, s 2(1)(v). 
29 Occupational Safety, Health and Working Conditions Code 2020, s 2(1)(zzl). 
30 Occupational Safety, Health and Working Conditions Code 2020, s 2(1)(m). 
31 Occupational Safety, Health and Working Conditions Code 2020, s 2(1)(u). 
32 Occupational Safety, Health and Working Conditions Code 2020, s 2(1)(zz). 
33 Occupational Safety, Health and Working Conditions Code 2020, s 2(1)(n). 
34 Occupational Safety, Health and Working Conditions Code 2020, 57. 
35 Occupational Safety, Health and Working Conditions Code 2020, s 2(1)(p). 
36 Employees’ Provident Funds and Miscellaneous Provisions Act 1952, s 2(e). 
37 Binod Kumar Biyala v The Regional Provident Fund Organisation 2000 SCC OnLine Cal 

31. 
38 Employees’ Provident Funds and Miscellaneous Provisions Act 1952, s 2(e). 
39 Gujarat State Civil Supplies Corporation Ltd v Regional Provident Fund Commissioner & 

Ors 1999 SCC OnLine Guj 10. 
40 Draft Occupational Safety, Health and Working Conditions Code 2025, r 7. 
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including responsibility for specified worker facilities under section 53.41 The 

result is a structure in which formal employment may remain with the 

contractor even as statutory responsibility for working conditions increasingly 

draws the principal employer into the governance of the workplace. 

This fusion of the main employer and contract worker is further enhanced 

by the Sexual Harassment of Women at Workplace (Prevention, Prohibition 

and Redressal) Act, 2013 (‘POSH Act’)42 which expressly enlarges the 

definition of the term employee by adding the contract worker.43 It further 

provides a requirement that employers should conspicuously posting some 

posters of compliance in the workplace detailing punishment of sexual 

harassment,44 as well as, the contact and information of Internal Complaints 

Committee (‘ICC’).45 This means that the ICC of the principal employer is 

legally obliged to conduct and determine complaints against vendors staff 

which technically, amounts to the exercise of the power of Disciplinary 

Control over workers when the workers are not technically employed by the 

principal employer.46 At the same time, the digitization of the warehouse 

                                                             
41 Priyanshi Dubey, ‘The Shift in Industries: A Comprehensive Legal Analysis of the OSH 

Code, 2020’ (IndiaLaw, 18 December 2025) <https://www.indialaw.in/blog/osh-code-2020/> 

accessed 18 January 2026; Occupational Safety, Health and Working Conditions Code 2020, 

s 53. 
42 Sexual Harassment of Women at Workplace (Prevention, Prohibition and Redressal) Act 
2013. 
43 Atishay Jain, ‘POSH Act: Key Definitions Every Employee and Employer Must Know 

Under Section 2 Of POSH Act?’ (APNI Law, 7 May 2025) <www.apnilaw.com/legal-

articles/acts/posh-act-key-definitions-every-employee-and-employer-must-know-under-

section-2-of-posh-act/> accessed 18 January 2026. 
44 ‘Posters for Prevention, How Posh Act Compliance Drives Workplace Culture’ (Sexual 

Harassment Law Compliance, 20 December 2024) <https://shlc.in/posters-for-prevention-

how-posh-act-compliance-drives-workplace-culture/> accessed 18 January 2026. 
45 Dr Abhishek Gandhi, ‘POSH Act 2013: A Complete Guide for Employers and Employees’ 

(13 August 2025) <https://advocategandhi.com/posh-act-2013-a-complete-guide-for-

employers-and-employees/> accessed 18 January 2026. 
46 ‘Principal Employer’s Liability Under Employee Compensation Act: Bombay High Court’ 
(Aran Law, 26 November 2024) <https://aranlaw.in/blog/employment-law/principal-

https://www.indialaw.in/blog/osh-code-2020/
http://www.apnilaw.com/legal-articles/acts/posh-act-key-definitions-every-employee-and-employer-must-know-under-section-2-of-posh-act/
http://www.apnilaw.com/legal-articles/acts/posh-act-key-definitions-every-employee-and-employer-must-know-under-section-2-of-posh-act/
http://www.apnilaw.com/legal-articles/acts/posh-act-key-definitions-every-employee-and-employer-must-know-under-section-2-of-posh-act/
https://shlc.in/posters-for-prevention-how-posh-act-compliance-drives-workplace-culture/
https://shlc.in/posters-for-prevention-how-posh-act-compliance-drives-workplace-culture/
https://advocategandhi.com/posh-act-2013-a-complete-guide-for-employers-and-employees/
https://advocategandhi.com/posh-act-2013-a-complete-guide-for-employers-and-employees/
https://aranlaw.in/blog/employment-law/principal-employers-liability-under-employee-compensation-act-bombay-high-court/


275 RGNUL FINANCIAL AND MERCANTILE LAW REVIEW   [Vol 13(2) 

 

subjects the relationship to the Digital Personal Data Protection Act, 2023 

(‘DPDP Act’),47 in case the principal employer stores the information 

concerning the reputation data of the employees, the list of clients, and so 

forth, biometric gates and AI-cameras can ensure that unlicensed workers do 

not gain access to the facility, and accidents do not occur. 

M. Gaps In the Legal Framework 

The present framework reveals a significant doctrinal mismatch. Indian 

labour law continues to rely heavily on industrial-era indicators of 

employment, a focus on who pays wages, who issues appointment letters, and 

who formally exercises disciplinary authority.48 That approach does not easily 

capture normative control, namely the organisation of labour through binding 

behavioural standards, audit systems, software rules, and compliance-linked 

sanctions, even where day-to-day command is not delivered through a 

conventional line manager.49 In vendor-operated warehouses, the principal 

employer may not need to issue direct verbal instructions to shape the labour 

process.50 

                                                             
employers-liability-under-employee-compensation-act-bombay-high-court/> accessed 18 

January 2026. 
47 Digital Personal Data Protection Act 2023. 
48 Shubhra Shastri, ‘From Control to Contracts: Supreme Court Recalibrates the Test for 

Employment Status’ (King Stubb and Kasiva, 16 August 2025) <https://ksandk.com/labour-

employment/supreme-court-ruling-on-employment-status-in-india/> accessed 19 January 

2026. 
49 Rajrishi Ramaswamy and Dr Anuradha Binnuri, ‘An analysis of the impact of India’s 

Labour Codes on its organized and unorganized sectors’ (2023) 9(1) Cogent Social 

Sciences <https://doi.org/10.1080/23311886.2023.2238458> accessed 19 January 2026. 
50 Chopra and Sharma (n 23). 

https://aranlaw.in/blog/employment-law/principal-employers-liability-under-employee-compensation-act-bombay-high-court/
https://ksandk.com/labour-employment/supreme-court-ruling-on-employment-status-in-india/
https://ksandk.com/labour-employment/supreme-court-ruling-on-employment-status-in-india/
https://doi.org/10.1080/23311886.2023.2238458
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Control may instead be exercised through standard operating procedures,51 

codes of conduct,52 ESG compliance requirements,53 and productivity 

software that structures pace, process, and permitted behaviour. This gives rise 

to what may be described as a compliance trap: principal employers are often 

expected to impose detailed controls in order to satisfy safety, welfare, ethics, 

and ESG obligations, yet those same controls may later be cited as evidence 

of functional employer-like authority. The problem is not that all compliance 

oversight should be treated as employment control, but that existing doctrine 

lacks a principled way to distinguish legitimate compliance supervision from 

method-level or disciplinary control over labour. 

This tension is reinforced by statutory design. Section 53 of the OSH 

Code54 requires the principal employer to provide certain welfare facilities,55 

while compliance under the Code on Wages,56 the Social Security Code,57 and 

related statutes may require auditing and oversight of contractor practices. 

Similar pressures arise in relation to workplace misconduct and grievance 

processes.58 In practice, therefore, principal employers may need to monitor 

labour conditions closely while still maintaining that they do not control the 

workforce in an employment-law sense. Where tribunals treat all such 

                                                             
51 Jeff Rumage, ‘The Importance of Workplace Ethics’ (BuiltIn, 21 February 2024) 

<https://builtin.com/articles/workplace-ethics> accessed 19 January 2026. 
52 ‘Ethics and Compliance Programmes’ (Navex Global) < 

https://cdn.navex.com/image/upload/v1633099296/resource%20documents/Definitive_Guid

e_to_Ethics_and_Compliance_Programmes.pdf> accessed 19 January 2026. 
53 ‘Ethics at work: An employer’s guide’ (CIPD, 15 February 2024) 

<www.cipd.org/uk/knowledge/guides/ethics-work-guide/> accessed 19 January 2026. 
54 Occupational Safety, Health and Working Conditions Code 2020, s 53. 
55 ‘Occupational Safety, Health and Working Conditions (OSH) Code, 2020’ (Press 

Information Bureau, 22 November 2025) 

<https://www.pib.gov.in/FactsheetDetails.aspx?Id=150475&reg=3&lang=2> accessed 19 

January 2026. 
56 Code on Wages 2019. 
57 Code on Social Security 2020. 
58 Aran Law (n 46). 

https://builtin.com/articles/workplace-ethics
https://cdn.navex.com/image/upload/v1633099296/resource%20documents/Definitive_Guide_to_Ethics_and_Compliance_Programmes.pdf
https://cdn.navex.com/image/upload/v1633099296/resource%20documents/Definitive_Guide_to_Ethics_and_Compliance_Programmes.pdf
http://www.cipd.org/uk/knowledge/guides/ethics-work-guide/
https://www.pib.gov.in/FactsheetDetails.aspx?Id=150475&reg=3&lang=2
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diligence as conclusive evidence of managerial control or sham contracting, 

the law risks collapsing a necessary distinction between compliance 

governance and substantive labour control.59  

The distinction between a statutory compliance and an employer liability 

is disappearing as in the Emerson Climate Technologies case,60 where funding 

benefits resulted in the finding of a sham contract. The law brings out the 

damned-if-you-do, damned-if-you-don’t effect61 where negligence attracts 

statutory penalties of non-compliance, and diligent compliance attracts 

evidence to show claimed employment. The legal system is also too 

dangerously unsighted about the Algorithmic Master. As long as the algorithm 

that determines the path and pace of the picker is set by the principal 

employer62 and the Ethics Infrastructure (SOPs, Code of Conduct) determines 

how they behave,63 the vendor is deprived of functional autonomy. Principally, 

the person who exercises complete control would become the principal 

employer even when the wages are paid by the vendor. The Contractor-

Employee divide will continue to be a figment of the law unless the judiciary 

or legislature comes to the realization that the new supervisors are algorithms 

                                                             
59 ‘Complete Guide to Labour Law Compliance Audit in 2025’ (PKC, 5 July 2025) 
<https://pkcindia.com/blogs/labour-law-compliance-audit/> accessed 18 January 2026. 
60 Emerson Climate Technologies (India) Pvt Ltd v Bharatiya Kamgar Karmachari 

Mahasangh 2025 Supreme (Bom) 1706. 
61 Justin K. Miller, ‘Damned If You Do, Damned If You Don't: Religious Shunning and the 

Free Exercise Clause’ (1988) 137(1) U PA Law Rev 

<https://scholarship.law.upenn.edu/penn_law_review/vol137/iss1/6/> accessed 19 January 

2026. 
62 Logiwa Marketing, ‘Warehouse Optimization – Algorithms for Picking Path Optimization’ 

(Logiwa,1 Aug 2019) <https://www.logiwa.com/blog/picking-path-optimization-algorithm> 

accessed 19 January 2026. 
63 Q Li ‘Logistics Picking Path Optimization Based on Improved Ant Colony Algorithm’ 

(Spinger Nature, 5 July 2023) <https://doi.org/10.1007/978-981-99-2921-4_72> > accessed 
19 January 2026. 

https://pkcindia.com/blogs/labour-law-compliance-audit/
https://scholarship.law.upenn.edu/penn_law_review/vol137/iss1/6/
https://www.logiwa.com/blog/picking-path-optimization-algorithm
https://doi.org/10.1007/978-981-99-2921-4_72
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and compliance mandates, where the operational reality knows otherwise, 

only through the paper reality granted in Raj Kumar Mishra.64 

III. DOCTRINAL DISSONANCE AND STRUCTURAL GAPS IN 

INDIAN LABOUR LAW 

A. Vacuum 

The legal battle surrounding vendor-operated warehouses65 exists because 

of the increasing disparity between formal contractual framework and 

substantive control by principal employers through compliance regimes.66 

Under classical labour law,67 direct control and supervision were treated by 

Dharangadhara Chemical Works Ltd v State of Saurashtra68 and Shivanandan 

Sharma v Punjab National Bank69 as the critical factors to determine the 

existence of an employment relationship. Nevertheless, the operation of 

modern warehouse governance is indirect, omnipresent, with ethics codes, 

audit, algorithmic productivity, and compliance-based sanctions70 that 

generate the circumstances, continuity, and discipline of labour without the 

intervention of managers. This gives rise to what may be termed the 

“compliance trap”, wherein the principal employers are often expected either 

by statutory obligations, commercial requirements, or ESG commitments, to 

                                                             
64 Joint Secretary, CBSE v Raj Kumar Mishra (2025) INSC 1621. 
65 ‘Unpacking Warehouse Legal Liability’ (AMWINS, 28 July 2020) 
<www.amwins.com/resources-and-insights/market-insights/article/unpacking-warehouse-

legal-liability> accessed 18 January 2026. 
66 ‘India’s Labour Reforms: Simplification, Security, and Sustainable Growth’ (Press 

Information Bureau, 21 November 2025) < 

https://www.pib.gov.in/PressReleasePage.aspx?PRID=2192524&reg=3&lang=2> accessed 

18 January 2026. 
67 Miryokub Rakhimov, ‘The Principles of the Classical Theory of Labor Law’ (2024) 2(2) 

IJLP <ff44e282633cbe68c4ea10c095a3a5677c2c.pdf > accessed 18 January 2026. 
68 Dharangadhara Chemical Works Ltd v State of Saurashtra 1957 SCR 152. 
69 Shivanandan Sharma v Punjab National Bank Ltd AIR 1955 SC 404. 
70 Lu Zhen and Haolin Li, ‘A literature review of smart warehouse operations management’ 

(2022) 9(1) Front Eng Manag <https://link.springer.com/article/10.1007/s42524-021-0178-
9#citeas> accessed 18 January 2026. 

http://www.amwins.com/resources-and-insights/market-insights/article/unpacking-warehouse-legal-liability
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https://link.springer.com/article/10.1007/s42524-021-0178-9#citeas
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implement detailed compliance frameworks across vendor-operated facilities. 

For instance, a warehouse worker may be formally employed by a contractor, 

yet the worker's entry into the facility may depend on a biometric access 

system operated by the principal employer. Productivity targets generated 

through software selected by the principal employer, and compliance audits 

conducted by the principal employer influence whether the worker continues 

to be assigned to tasks.  

However, the same compliance may serve as a basis for compliance as an 

example of employer-like control. What is at stake is not the automatic 

assumption of employment liability on the basis of compliance oversight but 

whether the existing legal framework clearly separates compliance oversight 

from other forms of control that may, in fact, materially influence the labour 

process. The recent SC’s ruling has largely favoured a composite and 

documentation-oriented approach to employment classification. The ruling in 

the case of Balwant Rai Saluja v Air India Ltd,71 restated in General Manager, 

U.P. Co-operative Bank Ltd v Achchey72 Lal and CBSE v Raj Kumar Mishra,73 

continues to give due weightage to appointment letters, wages paid, and a 

formal disciplinary authority. In practice, this approach favours the principal 

employers as the courts are unlikely to regard them as employers in 

circumstances wherein the appointment letters, wage payments, and formal 

disciplinary authority continue to rest with the contractor. This formality is, 

however, in conflict with the economic and functional dependency model 

expressed in the Hussainbhai v Alath Factory Thozhilali Union74 emphasised 

                                                             
71 Balwant Rai Saluja v Air India Ltd (2014) 9 SCC 407. 
72 General Manager, UP Co-operative Bank Ltd v Achchey Lal (2025) INSC 22. 
73 Raj Kumar Mishra (n 64). 
74 Hussainbhai, Calicut v Alath Factory Thozhilali Union, Kozhikode (1978) 4 SCC 257. 
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the need to examine the economic realities of the relationship and the degree 

to which labour is organised for the benefit of the principal enterprise. 

There are multiple layers of arrangements, such as principal operators, 

logistics service providers and contractors, involved in the operation of 

warehouses. The interpretative challenge under Section 2(e)75 arises in 

identifying the entity that exercises ultimate control over the affairs of the 

establishment, particularly in cases such as warehouses operated through 

contractual or outsourced arrangements. Limited supervisory, operational or 

compliance functions indicating ultimate control, by itself, do not, under 

Section 2(e), constitute ultimate control.76 Where compliance systems move 

beyond regulatory oversight and begin to shape the manner, pace, or 

conditions of work, the inquiry becomes more complex. However, compliance 

supervision cannot be automatically treated as evidence of ultimate control 

under Section 2(e),77 and neither can employer liability be confined solely to 

formal indicators of employment where compliance mechanisms effectively 

organise and direct work.  

The OSH Code, 202078 only adds to this tension. The re-designation of the 

main welfare and safety responsibilities of principal employers in the Code 

creates further integration of workers into the establishment, making the 

rationale of Achchey Lal79 more complicated, wherein it was estimated that 

the providing of infrastructure was a factor of neutrality of the law. The 

increased judicial focus on documentary control in Raj Kumar Mishra80 also 

creates a vacuum in remedy where compliance-related termination, 

                                                             
75 Industrial Disputes Act 1947, s 2(e). 
76 ibid. 
77 ibid. 
78 Occupational Safety, Health and Working Conditions Code 2020. 
79 Achchey Lal (n 72). 
80 Raj Kumar Mishra (n 64). 
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deactivation or blacklisting is determined in substance by the principal but 

formally by contractors, and shifting the liability attribution. Collectively, 

these tendencies highlight that there is a fault line in the structure, that is, the 

regulation of outsourcing with Indian labour law continues to be based on 

indicators of employment peculiar to the industrial era. However, compliance-

based and algorithmic control has gradually acquired the functionality 

traditionally attributed to employer control, and it must have the legal 

accountability that goes with it. 

B. Practical Implications for Stakeholders 

The dissonance between formal contracting structures and compliance-led 

control in vendor-operated warehouses produces significant practical 

implications for all the stakeholders of the logistics ecosystem. It reconfigures 

the risk allocation, governance incentives, and the power relations at the 

workplace.  

For the workers, the compliance regimes in vendor-managed warehouses 

serve as an invisible system of governance that has a direct impact on their job 

security, the intensity of work, and disciplinary consequences.81 The codes of 

ethics, productivity standards and audit-imposed sanctions are becoming more 

important in the continuation of engagement, but workers do not have the 

procedural protection that they have under a direct employment relationship.82 

This results in an atmosphere of increased economic reliance with lack of legal 

security, especially on exits that are activated by compliance that are 

channelled through contractors.  

                                                             
81 Alan Hyde, The Oxford Handbook of the Law of Work, Guy Davidov, Brian Langille, and 

Gillian Lester (eds) (Online Edn, 2024). 
82 Dong Hoang, ‘Labour Standards in the Global Supply Chain: Workers’ Agency and 

Reciprocal Exchange Perspective’ (2019) 9(2) Leeds LS1 3HB UK Societies 
<https://doi.org/10.3390/soc9020038> accessed 19 January 2026. 
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In the case of contractors, the growing ethics and compliance framework 

posed by principal employers83 creates substantial limitations on the autonomy 

of operations. Although the legal employers are contractors who pay salaries, 

terminate employees, and comply with the law, the real decisions are usually 

influenced by the standards imposed by the principals. This imbalance turns 

contractors into risk-bearing middlemen, they are exposed to labour disputes 

and the statutory punishment with no significant control over the workforce 

management.  

In the case of principal employers, reputational and ESG security comes 

with compliance-based oversight but at the same time creates legal exposure. 

A broad-scale intervention in the form of SOPs, audits and performance 

algorithms jeopardises the distinction between contractor and employee 

especially in the context of the shared responsibility framework of the OSH 

Code. The documentation-based defences might not work in areas where 

functional control is provable.  

To regulators and adjudicatory entities, compliance-based outsourcing 

makes it difficult to assign liability and enforce it. Conventional signs of 

control are insufficient in the context where the systems of private compliance 

are in place, which allow both formal and substantive evasion. These 

dynamics at an industry level normalise a dual-layered workforce which is 

becoming increasingly governed by corporate compliance regimes rather than 

public labour law, with long-term workforce stability, accountability, and 

legitimacy of outsourced warehousing as a sustainable employment model 

posing a concern. 

                                                             
83 Li Chen and Hau L Lee, The Cambridge Handbook on Compliance, Benjamin van 
Rooij and D Daniel Sokol (eds) (Online Edn, Cambridge University Press 2021) 145. 
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IV. COMPARATIVE PERSPECTIVES ON NORMATIVE 

CONTROL 

Comparative law is useful here not because foreign jurisdictions offer a 

uniform solution, but because they illuminate different ways of addressing the 

same structural problem: how should the law classify work when control is 

exercised through standards, digital systems, and organisational architecture 

rather than through traditional supervisory command?84 85 The UK and New 

Zealand show a stronger willingness to look past contractual form. The EU 

increasingly treats algorithmic management as a regulatory object in its own 

right. The US, by contrast, remains more protective of formal separation and 

quality-control justifications. Together, these jurisdictions provide a useful set 

of contrasts for Indian law. 

A. The UK: The Rejection of the ‘Compliance Defence’ 

The United Kingdom is a useful comparator because its courts have 

increasingly emphasised the reality of subordination over contractual form. 

Section 230 of the Employment Rights Act 1996 (‘ERA’)86 provides a broad 

statutory framework for identifying worker status,87 and the UK Supreme 

                                                             
84 C Wilfred Jenks, ‘The rules of different systems’ (Britannica, 22 December 2025) 
<www.britannica.com/topic/labour-law/The-rules-of-different-systems> accessed 20 January 

2026. 
85 Shatakshi Shrivastava, ‘Comparative Analysis of Labour Laws In Various Countries’ (Tax 

Guru, 21 April 2023) <https://taxguru.in/corporate-law/comparative-analysis-labour-laws-

countries.html> accessed 20 January 2026. 
86 Employment Rights Act 1996, s 230. 
87 Department for Business & Trade, ‘Impact assessment of the Free Trade Agreement 

between the UK and India executive summary’ (GoV UK, 24 July 2025) 

<https://www.gov.uk/government/publications/uk-india-free-trade-agreement-impact-

assessment/impact-assessment-of-the-free-trade-agreement-between-the-uk-and-india-

executive-summary-web-version> accessed 20 January 2026; Mark Radford, ‘Employment 

status and why it matters – Part I’ (Invicta Law, 7 February 2024) < 
https://invicta.law/employment-status-and-why-it-matters-part-i/> accessed 20 January 2026. 

http://www.britannica.com/topic/labour-law/The-rules-of-different-systems
https://taxguru.in/corporate-law/comparative-analysis-labour-laws-countries.html
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Court in Uber BV v Aslam88 stressed that statutory worker status is determined 

by the practical reality of the relationship rather than by contractual labels. The 

Court treated fare-setting, behavioural requirements, performance monitoring, 

and platform-mediated discipline as indicators of subordination 

notwithstanding Uber’s attempt to frame those features as part of a lawful and 

regulated business model.89 90 91 The lesson for India is not that all compliance 

rules constitute employment control, but that control does not become legally 

irrelevant merely because it is justified as regulatory, ethical, or brand-driven 

compliance. 

In Uber BV v Aslam,92 the UK SC made the correct decision by dismissing 

what has since been perceived as the so-called regulatory or compliance 

defence. The fact that Uber based its argument on the notion that its massive 

prescriptions on routes, behaviour, fares and performance were only 

compliance-based requirements of the demands of the private hire licensing 

provision, was doctrinally unsustainable in the modern labour market.93 The 

argument that the Court appeals to is convincing not due to the sectoral context 

but because it appreciated a structural fact, that, control does not lose its 

character of jurisdiction just because it is driven by regulatory necessity and 

                                                             
88 Uber BV v Aslam UKSC/2019/0029. 
89 ‘Recent Case: Uber BV v Aslam’ (Havard Law Review, 8 March 2021) 

<https://harvardlawreview.org/blog/2021/03/recent-case-_uber-bv-v-aslam_/> accessed 20 

January 2026. 
90 Jeremias Adams-Prassl, ‘Uber BV v Aslam: ‘[W]ork relations … cannot safely be left to 

contractual regulation’ (2023) 51(4) ILJ 

<https://academic.oup.com/ilj/article/51/4/955/6991308> accessed 20 January 2026. 
91 Wairimu Kibe, ‘Why ROC Compliance Matters: The Complete Guide for Modern 

Enterprises’ (Regulance, 10 Septermber 2025) <https://regulance.io/blog/why-roc-

compliance-matters-the-complete-guide-for-modern-enterprises/> accessed 20 January 2026. 
92 Uber (n 88). 
93 ‘Recent Case: Uber BV v. Aslam’ (Havard Law Review Blog, 8 March 2021) 

<https://harvardlawreview.org/blog/2021/03/recent-case-_uber-bv-v-aslam_/> accessed 20 
January 2026. 

https://harvardlawreview.org/blog/2021/03/recent-case-_uber-bv-v-aslam_/
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not profit maximisation.94 The regulatory compliance is often incorporated in 

the business model of modern enterprises,95 particularly those that are 

platform and logistics-driven businesses. Where such a model demands 

standardisation of behaviour of labour on a constant basis, the party who 

enforces such standardisation must always hold an employer-type of position 

regardless of intention.  

This argument is especially accurate in the current case of warehouses run 

by vendors. Codes of ethics, safety SOPs, productivity-related compliance 

measures, and audit-based sanctions do not serve as peripheral protection 

mechanisms, but rather form the core organising tools of labour.96 Considering 

such regimes as a legally neutral practice of compliance would enable 

companies to outsource labour and internalize control, which is exactly what 

the mischief Section 230 of ERA97 is trying to stop.  

Further, in HMRC v Professional Game Match Officials Ltd,98 the court 

supported the analytical force of Uber by explaining that the control in the 

modern economy is not immediate but systemic. The final decision made by 

the Court that a decent system of controls might be in place despite the absence 

of real-life control is true to the modern-day labour regulation. Control in 

compliance-intensive culture is ex-ante by way of obligatory protocol and ex-

post by way of performance measurement and disciplinary leverage, instead 

                                                             
94 Adams-Prassl (n 90). 
95 Wairimu Kibe, ‘Why ROC Compliance Matters: The Complete Guide for Modern 

Enterprises’ (Regulance, 10 September 2025) <https://regulance.io/blog/why-roc-

compliance-matters-the-complete-guide-for-modern-enterprises/> accessed 20 January 2026. 
96 ‘New labour codes implemented across the country effective 21 November 2025’(EY, 21 

November 2025) <www.ey.com/content/dam/ey-unified-site/ey-com/en-in/alerts-

hub/2025/11/new-labour-codes-implemented-across-the-country-effective-21-november-

2025.pdf> accessed 20 January 2026. 
97 Employment Rights Act 1996, s 230. 
98 Commissioners for His Majesty’s Revenue and Customs v Professional Game Match 
Officials Ltd [2024] UKSC 29. 
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of continuous vigilance. This is a sound and normatively accurate 

understanding in current circumstances.  

In the case of Indian warehouses, their relevance is not in the factual 

similarities but the conceptual change of direction, as supported by UK courts, 

that the existence of a binding normative framework to conduct, safety, 

performance, and discipline is, in itself, indicative of subordination. It does 

not matter whether such norms are confirmed as an ESG requirement, safety, 

or ethical norms to the living reality of the worker. With the UK position 

showing, compliance cannot be a haven where it brings employer-like power. 

On this basis, the warning message to the principal employers in India on the 

UK experience is that, in the absence of a clear statutory or judicial distinction 

between compliance supervision and functional labour control, compliance-

based outsourcing carries a risk factor of being judicially characterised as a 

form of disguised employment. 

B. New Zealand: The ‘Window Dressing’ Doctrine 

New Zealand goes even further in directing courts to identify the real 

nature of the relationship regardless of contractual description under the 

Employment Relations Act 2000.99 In Rasier Operations BV v E Tū Inc,100 

read alongside the enduring framework in Bryson v Three Foot Six Ltd,101 the 

courts were willing to treat digital steering, ratings systems, incentive 

structures, and disciplinary consequences as part of an integrated control 

                                                             
99 Employment Relations Act 2000. 
100 Rasier Operations BV v E Tū Inc [2025] NZSC 162. 
101 Bryson v Three Foot Six Ltd [2005] NZSC 34. 
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analysis.102 103 The important comparative point is that indirect and 

systematised control is not treated as weaker merely because it is embedded 

in software or incentives rather than delivered face-to-face. For India, this 

suggests the value of a functional inquiry that can recognise organisational and 

algorithmic control without collapsing every outsourcing arrangement into 

direct employment. 

The SC in Rasier Operations BV v E Tū Inc104 clearly overturned the 

complicated contractual construction of Uber as window dressing and 

admitted that behavioural nudges, incentive schemes, price movement and 

performance boards were used as tools of managerial control105 where non-

conformity would result in economic or reputational cost. Most importantly, 

the Court did not accept algorithmic steering as a gentler or weaker control 

than traditional one and recognised that digital systems are capable of 

punishing labour in a more widespread and incessant manner than traditional 

control. Further, in Bryson v Three Foot Six Ltd106 it was affirmed that control 

may exist even where it is indirect, systematised, or embedded in 

organisational processes. New Zealand jurisprudence narrows in on a 

substantive point that the lack of human supervisors or formal disciplinary 

authority is irrelevant. 

When extended to warehouses run by vendors, this would make 

compliance audits, performance incentives based on ESG, as well as software-

                                                             
102 Swarup Chatterjee & Dr Rajvardhan, ‘Operational Pitfalls in Execution and Termination 

of E-Contracts: A Legal Perspective’ (2025) 5(6) IJLR <https://ijlr.iledu.in/wp-

content/uploads/2025/04/V5I697.pdf> accessed 20 January 2026. 
103 ‘Supreme Court upholds the Court of Appeal's decision that Uber drivers are employees’ 

(Lexology, 18 November 2025) <www.lexology.com/library/detail.aspx?g=f819abcc-14a6-

468c-b7ef-0f643d9f5987> accessed 20 January 2026. 
104 Rasier (n 100). 
105 Lexology (n 103). 
106 Bryson (n 101). 
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directed work allocation as a manifestation of employer prerogative, pushing 

the formal role of a contractor to the margins. New Zealand, therefore, 

provides a conceptually consistent paradigm where compliant infrastructure is 

viewed as a locus of power that has the ability to create employment relations 

in instances where it organises dependency and limits worker autonomy in 

practice. 

N. The EU: Regulating the ‘Algorithmic Boss’ 

The EU approaches the issue not only through adjudication but also 

through regulation. Directive (EU) 2024/2831 on improving working 

conditions in platform work reflects a broader willingness to treat algorithmic 

management and digital supervision as legally significant forms of labour 

control.107 Read together with data-protection protections under the GDPR108 

and case law such as Yodel and FNV Kunsten, the EU position highlights how 

software-mediated direction, monitoring, and behavioural rules can become 

evidence of subordination. For India, the key lesson is that digital 

infrastructure itself may be part of the control analysis, especially where it 

shapes pace, access, discipline, or reputational standing. 

Further, Article 22109 and Article 88110 of the General Data Protection 

Regulation111 (‘GDPR’) create more intense protection in cases where 

automated decision-making establishes access to work, termination or 

reputational standing, the EU framework explicitly connects the domination 

                                                             
107 Fred Konneh Songa Monson & Naa Adjeley Sackey, ‘Navigating data protection in the 

European Union: achievements, challenges, and future directions’ (2025) 6 Int Cybersecur 

Law Rev <https://link.springer.com/article/10.1365/s43439-025-00157-1> accessed 20 

January 2026. 
108 General Data Protection Regulation 2016, art 22. 
109 ibid. 
110 General Data Protection Regulation 2016, art 88. 
111 General Data Protection Regulation 2016. 
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of data and digital infrastructure with labour subordination. This direction is 

further strengthened by the jurisprudence of the Court of Justice of European 

Union (‘CJEU’) in the case of Yodel Delivery Network Ltd v Böttcher,112 

wherein the formal freedom of contract turned out to be an illusion where the 

autonomy was restricted by the operational reality, and in the case of FNV 

Kunsten,113 the economic dependency and structural integration justified the 

protection of labour under this condition, even though the contract was not 

formally established. Collectively, the EU law conceptualises the system of 

compliance, productivity algorithms, and digital governance tools as 

constitutive control mechanisms. 

In the case of vendor-operated warehouses, it might consider the 

ownership or control over inventory management software, productivity 

dashboards, biometric access control and AI-controlled safety measures as 

legally relevant evidence of subordination and reposition compliance 

infrastructure itself as a source of employer power as opposed to a regulatory 

provision. 

O. The US: The ‘Quality Control’ Shield 

In stark contrast to the Commonwealth and EU trends, the US is still 

cementing a formalist conception of employment,114 which shields 

compliance-based and quality-driven oversight against labour liability, in 

highly regulated outsourcing settings. US law, underpinned by the National 

Labor Relations Act115 and augmented by the reinstated Joint Employer Rule, 

                                                             
112 Yodel Delivery Network Ltd v Böttcher Case C-692/19. 
113 FNV Kunsten Informatie en Media v Staat der Nederlanden Case C-413/13. 
114 Bruce White, ‘ESG in 2024 and Outlook for 2025 in the US and EU: A Tale of Two 

Regions’ (NLR, 7 January 2025) <https://natlawreview.com/article/esg-2024-and-outlook-
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115 National Labor Relations Act 1935. 
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2020,116 demands that the essential terms of hiring, firing, wages and 

scheduling be substantially, directly, and immediately controlled to allow 

employer status to be implicated. This standard was reaffirmed in Chamber of 

Commerce v NLRB117 where the Fifth Circuit struck down any effort to deem 

indirect or reserved control a sufficient legal standard, in effect reinstating a 

doctrine of separation between operational influence and employment 

liability.  

On this basis, the courts have always viewed safety measures, brand 

requirements, productivity levels, and regulatory compliance tools as devices 

of quality-neutrality rather than a symbol of managerial control,118 provided 

that the formal tools of employment have been kept under contractual 

disposition in an intermediary. The interventions are insulated by the quality 

control doctrine even where the principals create elaborate manuals on how to 

operate or engage real-time monitoring of the performance unless such 

interventions are to end in actual person actions. What this has created is a 

legal climate of legal internalisation of functional control and the legal 

externalisation of labour risk to justify the practice of compliance-heavy 

outsourcing as a sustainable business model.  

                                                             
116 Joint Employer Rule 2020. 
117 Chamber of Commerce of the United States v NLRB No 6:23-cv-00553. 
118 Zheng v Liberty Apparel Co 355 F3d 61 (2d Cir 2003). 
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V. RE-BALANCING CONTROL AND LIABILITY: THE WAY 

FORWARD 

A. Clarificatory Reforms 

1. STATUTORY RECOGNITION OF COMPLIANCE NEUTRALITY 

First, delegated legislation under the OSH Code119 should clarify that mere 

statutory compliance oversight, standing alone without any further traditional 

indicators of functional control being fulfilled, is not determinative of an 

employment relationship. Further, treating every compliance as evidence of 

employment could discourage legitimate safety, welfare, and ESG oversight 

since certain compliances are imposed by law and are directed towards 

achieving regulatory outcomes rather than managing labour. Thus, a carefully 

drafted principle of compliance neutrality could specify that safety standards, 

ethics protocols, audit requirements, and ESG-related controls should not 

automatically be treated as evidence of employment unless they extend into 

method-level supervision, individual performance direction, or disciplinary 

control. Such clarification would not weaken worker protection since it would 

be paired with a clear rule that once the principal employer crosses from 

outcome-based compliance into substantive control over labour, liability shall 

follow. 

2. LEGISLATING THE STATUTORY CONTROL SAFE HARBOUR  

The Ministry of Labour and Employment (‘MoLE’) may notify a Safe 

Harbour clarification for the employers under the OSH Code which clarifies 

that mere supervision to guarantee that the safety, welfare, or ESG norms are 

met is not constitutive of an effective control in the determination of 

employment, unless accompanied by day-to-day working instructions or 

                                                             
119 Occupational Safety, Health and Working Conditions Code 2020. 
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algorithmic adjustments affecting the workers. This finds its foundation in the 

US’s distinction between compliance oversight and labour management. 

However, unlike the broader protection afforded under US quality-control 

regime, the safe harbour would remain conditional and cease to apply where 

principal employers exercise substantive control over the manner, allocation, 

or discipline of work. It may be applicable in cases where the Principal 

Employer does not intervene in such commercial measures as individual pick-

rates or shift scheduling, only to interfere in cases of legal and safety 

violations, therefore, making the safe harbour conditional.  

One might state that statutory control safe harbour would legalise 

camouflaged employment by letting the principal employers to maintain 

effective control in the name of compliance, but the conditional and narrow-

focused aspect of the safe harbour will make sure that any obstruction of 

commercial or managerial operations or functions will automatically revoke 

such protection. Hence, compliance oversight should be protected only when 

it remains genuinely outcome-oriented and regulatory in nature. Once it begins 

to organise, direct, allocate, evaluate, or discipline labour, it ceases to be 

protected and becomes evident functional control. 

B. Institutional Reforms 

1. MANDATORY AUTONOMY CLAUSES IN CONTRACTOR ENGAGEMENTS 

To address the practical reality where contractors become mere 

intermediaries while principals exercise real control through SOPs and audits, 

mandatory autonomy clauses in contractor engagements should be introduced. 

This proposal finds support in New Zealand jurisprudence, particularly 
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Bryson120 and Rasier Operations,121 where courts looked beyond contractual 

drafting to determine whether contractors retained genuine authority over 

recruitment, supervision, discipline, and work allocation. The OSH Code, 

Rules or the Model Standing Orders ought to make it compulsory to include 

the necessary clauses of autonomy in contracts between principal employers 

and contractors explicitly assigning the recruitment, supervision, wage 

payment, and disciplinary power to the contractor and the minimal role of the 

principal employer to report the compliance audit findings. This suggestion 

addresses the real issue of shadow control that has been developed due to the 

ill-constructed contracts and informal operating rules. Although critics might 

say that mandatory clauses limit commercial freedom, they simply formalize 

already existing concepts of law and lessen the problem of misclassification 

without having to intervene in the actual cases of outsourcing. 

2. FUNCTIONAL GUIDELINES FOR LABOUR INSPECTION 

The labour inspection should move beyond documentary formalism. 

Guidance issued by the MoLE under the OSH Code could direct inspectors to 

assess functional indicators such as who determines work methods, who can 

trigger disciplinary action, who controls allocation and pace of work, and who 

operates the relevant digital systems. Section 230 of the UK’s Employment 

Rights Act, 1996122 and Section 6 of the Employment Relations Act, 2000123 

of New Zealand, made it clear that the courts should look beyond contractual 

labels and examine the practical reality of the relationship. This would better 

align enforcement practice with contemporary outsourcing structures. 

Concerns about excessive discretion can be mitigated through standardised 

                                                             
120 Bryson (n 101). 
121 Rasier (n 100). 
122 Employment Rights Act 1996, s 230. 
123 Employment Relations Act 2000, s 6. 
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checklists, examples, and training modules that distinguish compliance 

monitoring from substantive labour control. 

3. INDEPENDENT ETHICS OMBUDSMAN  

In order to address the liability vacuum created by compliance-driven 

control without procedural accountability, internal grievance redressal 

mechanisms for vendor staff may be complemented with an independent 

Third-Party Ombudsman. Instead of HR handling vendor complaints, the 

Ombudsman would receive, triage, and route grievances. The principal 

employer gets data on compliance trends but remains walled off from 

individual dispute resolution, which is remanded to the vendor. It also ensures 

ESG compliance without creating the "integration" evidence of a direct 

employer. While critics may argue that an independent ethics ombudsman 

reflects employer integration, its neutrality of compliance, with its purely 

procedural, non-judgmental nature, consisting of triage and trend analysis, 

does not constitute employment control. 

C. Doctrinal Reforms 

1. RECOGNITION OF ALGORITHMIC CONTROL 

Drawing from the EU's practice, algorithmic control should be recognised 

as a form of employer control. While Articles 22124 and 88 of the GDPR125 

and Directive (EU) 2024/2831126 do not directly regulate employment 

classification, they recognise that automated systems can significantly 

influence access to work, performance evaluation, disciplinary outcomes, and 

reputational standing. Indian labour law should, therefore, recognise that 

                                                             
124 General Data Protection Regulation 2016, art 22. 
125 General Data Protection Regulation 2016, art 88. 
126 EU Directive 2024/2831. 
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digital systems can exercise control as effectively as human supervisors. 

While these instruments do not directly regulate employment classification, 

they recognise that automated systems can significantly influence access to 

work, performance evaluation, disciplinary outcomes, and reputational 

standing. However, recognition of algorithmic control may also lead to a 

conflict as to who exercises actual control where one party, that is, either the 

contractor or the principal employer, deploys the system while the other 

utilizes it. In such a situation, the effective control should be attributed to the 

party using the digital system for operational benefit rather than the party 

deploying it. 

There is the potential, of course, for the critics to argue that recognising 

algorithmic systems as evidence of control could produce uncertainty for the 

businesses that rely on digital tools for efficiency, safety, or compliance with 

regulatory requirements. However, the proposed method involves an analysis 

of whether the use of technology creates an employment relationship rather 

than blindly presuming so. The algorithmic tools used should be legally 

relevant only when they have a significant impact on the manner, allocation, 

evaluation, or discipline of work, ensuring that liability is linked to functional 

control rather than the mere use of technology. 

D. The Integrated Test of Employment 

Finally, courts should move toward an integrated employment test better 

suited to compliance-intensive and digitally managed workplaces, drawing 

from the UK and New Zealand approach, which prioritise the substance of the 

working relationship over contractual form and reject arrangements that 

obscure the true allocation of control. Rather than relying predominantly on 

formal documentation, the inquiry should consider at least five factors: 

functional control over how work is performed; economic integration into the 
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principal’s core business; structural dependency created by unilateral 

standards or systems; algorithmic direction over pace, allocation, or access to 

work; and normative control exercised through codes, audits, and sanction-

linked compliance processes. This proposal incorporates lessons from both the 

UK and New Zealand. From the UK Supreme Court's decision in Uber BV v 

Aslam comes the principle that employment classification should be based on 

the practical reality of the relationship rather than contractual labels.127 From 

New Zealand jurisprudence comes the emphasis on the "real nature" of the 

relationship and the rejection of contractual window dressing.128 No single 

factor should be decisive in every case, but such a framework would better 

align liability with substantive power while preserving room for legitimate 

outsourcing arrangements. 

VI. CONCLUSION 

Vendor-operated warehouses expose a growing tension at the heart of 

Indian labour law: formal employment may remain with the contractor even 

while substantive influence over the labour process is increasingly exercised 

through the compliance architecture of the principal employer. Safety systems, 

ethics mandates, audit regimes, and digital productivity tools do not invariably 

create an employment relationship, but neither should they be treated as 

legally irrelevant simply because they are framed as compliance. Where such 

systems structure the manner, pace, discipline, and continuity of work, they 

may perform functions traditionally associated with employer control. 

                                                             
127 Uber (n 88). 
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A. Doctrinal and Regulatory Stabilisation 

In order to clarify the boundary between compliance oversight and 

employment control without disrupting existing outsourcing models, the first 

phase will focus on the doctrinal and regulatory stabilisation of the vendor-

operated warehouses. This step is aimed at decreasing the legal uncertainty in 

the short term through the definition of the line between compliance 

supervision and employment regulation. By the use of delegated legislation, 

safe-harbour provisions, model autonomy clauses in contractor agreements, 

and sensitisation of labour inspectors, the law can accept compliance-based 

interventions to be neutral provided they are outcome-focused and do not 

involve interference with the method level of supervision or individual 

disciplining. 

The central task, therefore, is not to collapse all outsourcing into 

employment, but to develop a more principled distinction between legitimate 

compliance oversight and functional labour control. Indian law will remain 

under-responsive if it continues to privilege documentary indicators alone in 

workplaces increasingly governed by standards, software, and platform-like 

forms of supervision. A modern doctrine of employment classification must 

be capable of recognising normative and algorithmic subordination where it 

exists, while preserving operational flexibility where contractors retain 

genuine autonomy. 

1. INSTITUTIONAL AND ENFORCEMENT ALIGNMENT 

The second stage is a match-up of enforcement mechanisms with current 

outsourcing reality, as it moves inspections to documentary formalism to 

functional indicators of control. The safeguarding of workers and 

accountability of the ESG through the introduction of independent ethics 
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ombudsmen and formal assessment of the algorithmic and compliance 

systems will not crumble the contractor-employee relationship by imposing 

too much responsibility on the principal levels. 

Ultimately, the legitimacy of outsourced warehousing in India will depend 

on whether legal responsibility follows contractual form alone or also 

responds to substantive power. If compliance systems increasingly organise, 

discipline, and measure labour, then labour law must be able to see them for 

what they may become: not merely neutral governance devices, but potential 

instruments of control. 

2. STRUCTURAL RECALIBRATION OF EMPLOYMENT DOCTRINE 

In the long term, employment doctrine should change to consider the 

normative and algorithmic control as legally applicable forms of 

subordination. The integration of an employment test and recalibration of 

statutory exceptions, e.g. abrupt increase in workload, adopted by courts will 

be able to make sure that the liability is taken not only by the contractual form 

but also by the substantive control. 

B. What Lies Ahead? 

The future of vendor-operated warehousing is based on whether the Indian 

labour law will be able to reconcile flexibility with accountability in the 

compliance-based workplaces. An outsourced and controlled validation of 

compliance as a possible control without the assumption of it as a steady job 

will ascertain the future of outsourcing as a valid and viable form of work in 

the Indian logistics economy.
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I. INTRODUCTION 

“What will happen to society, politics and daily life when nonconscious 

but highly intelligent algorithms know us better than we know ourselves?”1 

If you are witnessing the phenomenon of “made for you” advertisements 

and irresistible prices on your favourite products, there is a high probability 

that Artificial Intelligence (‘AI’) or, more colloquially, an algorithm is at 

work. The digital economy has spurred widespread use of algorithms that 

convert large datasets into value through targeted advertisements, product 

recommendations, and dynamic pricing. Platforms like Amazon,2 Flipkart, 

and Uber rely on such tools to adjust prices in real time based on demand and 

supply. One example of this is perhaps the price discrepancy in e-commerce 

applications between Android and iPhone users.3 This growing reliance has, 

in turn, caught the eye of the competition regulators worldwide, with the 

unresolved question: Can algorithms collude?  

                                                             
1 Yuval N Harari, Homo Deus: A Brief History of Tomorrow (HaperCollins Publishers 2017). 
2 Le Chen, Alan Mislove and Christo Wilson, ‘An Empirical Analysis of Algorithmic Pricing 

on Amazon Marketplace’ [2016] WWW’16: Proceedings of the 25th International Conference 

on World Wide Web <https://dl.acm.org/doi/10.1145/2872427.2883089> accessed 1 January 

2026. 
3 Ram Sundaram, ‘Same Trips, Different Price: Fare Differential Between iPhone, Android 

Stumps App-Cab Users’ Times of India (Chennai, 26 December 2024) 

<https://timesofindia.indiatimes.com/city/chennai/same-trips-different-prices-fare-

differential-between-iphone-android-stumps-app-cab-users/articleshow/116666956.cms> 

accessed 4 January 2026; Ishika Gupta ‘Medianama Analysis: Is Differential Pricing Shaping 

Up as a Quick Commerce Trend? A look at Price Disparities across Blinkit, Instamart, and 

Zepto’ (Medianama, 21 January 2025) <www.medianama.com/2025/01/223-medianama-
analysis-differential-pricing-instamart-blinkit-zepto/> accessed 4 January 2026. 
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The recent Market Study on Artificial Intelligence and Competition4 by 

the Competition Commission of India (‘CCI’) is a step towards answering this 

question. This is the first comprehensive study in India to theoretically 

recognise the existence of tacit collusion by algorithms without any human 

intervention. This means that AI can be employed by companies to distort 

competition, leading to the subsequent question: How to detect and tackle 

algorithmic collusion in the Indian markets? 

To address these questions, the article is divided into seven sections: (I) 

General overview of the questions that the authors tend to explore, (II) The 

concept of algorithmic collusion and its associated theories of harm, (III) A 

cross-jurisdictional analysis of the United States (‘US’), the European Union 

(‘EU’), and China (IV) An analysis of how India has fared so far in its dealings 

with algorithmic collusion, (V) The risks associated with algorithmic 

collusion, (VI) Suggestions and (VII) Conclusion.  

II. ALGORITHMIC COLLUSION: THE NEW FRONTIER 

A. What is Collusion in the Conventional Sense? 

The Competition Act, 20025 prohibits collusion, which involves three 

ingredients. Firstly, an agreement entered into by persons or enterprises, 

secondly, which directly or indirectly determines the purchase or sale prices 

and thirdly, results in an appreciable adverse effect on competition (‘AAEC’). 

Here, “agreement” includes practices carried on and decisions taken by 

persons, associations of persons, or enterprises. This definition is broad 

enough to encapsulate action in concert,6 a form of tacit collusion. 

                                                             
4 Competition Commission of India, Market Study on Artificial Intelligence and Competition 

(September 2025) <www.cci.gov.in/images/marketstudie/en/market-study-on-artificial-

intelligence-and-competition1759752172.pdf> accessed 1 January 2026. 
5 Competition Act 2002, S 3(3). 
6 Competition Act 2002, S 2(b). 
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B. Algorithmic Collusion v. Price Discrimination 

Algorithms are employed in cases of both algorithmic collusion and price 

discrimination. While price discrimination refers to charging different 

consumers different prices for similar or identical products, algorithmic 

collusion pertains to market-distorting activities that occur without any human 

intervention in pricing.7 

To realise the price discrimination, AI needs to be trained on large 

consumer data sets in order to categorise consumers into types. The objective 

behind price discrimination is to maximise overall profit even when the cost 

of production remains the same. This is based on consumers’ susceptibility to 

pay for a product.8 The epitome of this would be the use of AI to offer 

personalised discounts to price-sensitive consumers such as students. 

On the other hand, algorithmic collusion is akin to collusion in the 

conventional sense, except that an AI is at play instead of humans. This 

facilitates tacit collusion without any agreement or communication to collude. 

C. Theories of Harm 

Although algorithms help improve efficiency by adapting to competitors’ 

prices and consumer demand in real-time, ‘collusion by code’9 occurs when 

                                                             
7 Zhang Xu, Mingsheng Zhang and Wei Zhao, ‘Algorithmic Collusion and Price 

Discrimination: The Over-Usage of Data’ (arXiv, 13 February, 2024) 

<https://arxiv.org/html/2403.06150v1> accessed 6 January 2026. 
8 Miroslava Marinova, ‘Algorithmic Price Discrimination as Exploitative Abuse under Article 

102 TFEU’ (Centro Competencia, 29 October 2025) 

<https://centrocompetencia.com/algorithmic-pricing-discrimination/> accessed 4 January 

2026. 
9 Commission, ‘Guidelines on the Applicability of Article 101 of the Treaty on the 

Functioning of the European Union to Horizontal Co-operation Agreements’ (1 June 2023) 

<https://competition-policy.ec.europa.eu/system/files/2023-
07/2023_revised_horizontal_guidelines_en.pdf> accessed 4 January 2026. 
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an algorithm gradually studies and adapts to the pricing strategies of rival 

entities, using this insight to forecast their likely responses. It then applies the 

most advantageous counter-strategy, aiming not only to maximise short-term 

gains but also to secure long-term profitability by setting optimised market 

prices, thereby giving rise to anti-competitive outcomes.  

 

Figure 1: Applications of Algorithms in Business10 

Such algorithmic interactions may evade existing competition law, as the 

primary agents are algorithms rather than individuals, and the behaviour does 

not exhibit the traditional features of cartel activity, such as explicit 

agreements or sub rosa communications among competitors. This means that 

evidence of both explicit cartel agreements, such as collusive emails, call or 

meeting records, and sub rosa or implicit agreements, such as mutual 

understanding between competitors and pricing anomalies, is absent in 

algorithmic collusions. Therefore, algorithmic collusion lacks the requirement 

                                                             
10 Pedro Gonzaga, ‘Algorithms and Collusion’ (OECD) 

<https://asia.competitioncooperation.eu/wp-content/uploads/2019/01/Day-2-Session-I-
Pedro-GONZAGA.pdf> accessed 1 January 2026. 
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of direct or indirect proof to demonstrate a “meeting of the minds” between 

competitors in order to qualify as tacit collusion or cartelism.11  

There are four identified modes of algorithmic collusion:12  

1. MESSENGER MODEL 

In this scenario, algorithms are used as pawns by humans/firms who 

mutually agree to collude by fixing cartel prices irrespective of market 

fluctuations. This requires an explicit agreement among competitors, and thus, 

the use of an algorithm as a means of collusion does not introduce a novel 

competition concern. Algorithms, in the messenger model, are used as a 

‘means’ just as computers, telephones, email, or messaging platforms, to 

facilitate cartel conduct. 

An illustration of the model is the Poster & Frames case,13 where the 

sellers conspired to market their posters on the Amazon Marketplace, using a 

common pricing algorithm to fix prices.  

In fact, in the 1994 Airlines case,14 six airlines were found to be operating 

a joint computerised booking system that facilitated coordinated price-fixing, 

which was consequently held to be anti-competitive. This reflects the 

                                                             
11 Re: Chief, Materials Manager – I, CCI Reference Case No 07 of 2013; All India Tyres 
Dealers Federation v Tyre Manufacturers, MRTP, CCI Case: RTPE No 20 of 2008. 
12 Maurice E Stucke and Ariel Ezrachi, ‘Two Artificial Neural Networks Meet in an Online 

Hub and Change the Future (of Competition, Market Dynamics and Society)’ [2017] Oxford 

Legal Studies Research Paper No 24/2017, University of Tennessee Legal Studies Research 

Paper No 323, <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2949434> accessed 3 

January 2026. 
13 ‘Decision of the Competition and Markets Authority: Online Sales of Posters and Frames 

Case 50223’ (Competition and Markets Authority, 12 August 2016) 

<https://assets.publishing.service.gov.uk/media/57ee7c2740f0b606dc000018/case-50223-

final-non-confidential-infringement-decision.pdf> accessed 5 January 2026. 
14 Martin Tolchin, ‘Six Airlines Settle Suit by Government on Fares’ The New York Times (18 

March 1994) <www.nytimes.com/1994/03/18/business/six-airlines-settle-suit-by-
government-on-fares.html> accessed 4 January 2026. 
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“messenger scenario,” where collusion is executed through the use of an 

algorithm as an intermediary. 

2. HUB-AND-SPOKE CONFIGURATION 

In a hub-and-spoke cartel, there is an exchange of sensitive information 

between horizontal competitors (spokes) via a common contractual 

intermediary (hub) operating at a different level of the supply chain.15 For this 

arrangement to be established, it is necessary to show the existence of an 

agreement or collusion, illustrating that the spokes relied on the hub to 

exchange anti-competitive information.16 

In the digital context, this model emerges when rival firms rely on the same 

pricing algorithm or draw from a shared data set to ascertain price.17 While an 

isolated vertical agreement may not necessarily produce anti-competitive 

effects, the proliferation of such arrangements can result in a hub-and-spoke 

structure, with the algorithm developer acting as the hub to facilitate 

coordinated industry pricing, thereby inflating prices.18 

3. PREDICTABLE AGENT 

In this form of collusion, there is no agreement among competitors. Rather, 

each firm (using human intervention) unilaterally adopts its own pricing 

                                                             
15  Iga Małobęcka, ‘Hub-and-Spoke Cartel – How to Assess Horizontal Collusion in 

Disguise?’ (2016) 

<https://repozytorium.kozminski.edu.pl/server/api/core/bitstreams/90e418f0-746e-468a-

ab4c-05a71ea9cb4f/content> accessed 24 December 2025. 
16 Basu Chandola, ‘Algorithms and Collusion: Has the CCI got it Wrong?’ (Kluwer 

Competition Law Blog, 28 February 2019) 

<https://legalblogs.wolterskluwer.com/competition-blog/algorithms-and-collusion-has-the-

cci-got-it-wrong/#_ftn2> accessed 28 December 2025. 
17 Stucke and Ezrachi (n 12) 
18 ibid. 
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algorithm to continuously monitor and adjust to another algorithm’s pricing 

strategies, thereby leading to predictable outcomes.19 

This functions as a signalling and response model, akin to offer and 

acceptance in cartel dynamics. Each firm independently incorporates 

algorithms into its strategy to increase transparency and anticipate rivals’ 

conduct. Competitors may either disregard the signal for collusion or adjust 

their own prices accordingly, thereby creating an informal cartel-like 

coordination. As a result, even without relying on a common algorithm, the 

programming of these algorithms adapts to one another’s pricing, thereby 

giving rise to tacit collusion.20  

4. DIGITAL EYE OR AUTONOMOUS ALGORITHMIC COLLUSION
21 

Lastly, in ‘Digital Eye’ collusion, machine learning algorithms (also 

known as black box algorithms) are programmed to autonomously pursue 

specific goals via self-learning with no human guidance, such as optimising 

profits, experimenting with new pricing strategies, etc.22 It may happen that 

such algorithms learn to collude as a by-product of their optimisation process, 

without any explicit instruction or communication between competitors, and 

                                                             
19 Maria Giacalone, ‘Algorithmic Collusion: Corporate Accountability and the Application of 

Art 101 TFEU’ (2024) 9(3) European Papers 

<www.europeanpapers.eu/system/files/pdf_version/EP_EF_2024_I_020_Maria_Giacalone_
00798.pdf> accessed 4 January 2026. 
20 Steven Van Uytsel, ‘The Algorithmic Collusion Debate: A Focus on (Autonomous) Tacit 

Collusion’ (Elgar Online, 20 April 2023) 

<www.elgaronline.com/edcollchap/book/9781802203042/book-part-9781802203042-

9.xml> accessed 6 January 2026. 
21 Sheng Li, Claire Chunying Xie and Emilie Feyler, ‘Algorithms & Antitrust: An Overview 

of EU and National Case Law’ (Concurrences, 2021) 

<www.youraccountonline.com/content/dam/nera/publications/2021/Algorithms%20and%20

Antitrust%20An%20Overview%20of%20EU%20and%20National%20Case%20Law.pdf> 

accessed 5 January 2026. 
22 Emilio Calvano and others, ‘Artificial Intelligence, Algorithmic Pricing, and Collusion’ 

(2020) 110(10) The American Economic Review 

<www.aeaweb.org/articles?id=10.1257/aer.20190623> accessed 4 January 2026. 
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simultaneously obscure the reasoning process that leads to a particular 

outcome. As a result, even the creators are unaware of how the algorithms 

reached the said output.23  

It is not clear how machine learning algorithms may reach a collusive 

outcome (giving rise to the “black box” problem), but this lack of transparency 

behind the algorithmic decision-making processes in reaching the said output 

makes it difficult to prove intent or any communication regarding collusion.24 

Moreover, since the algorithm’s conduct is not guided by direct instructions 

from the entity, its actions cannot be readily attributed to the entity itself. 

III. CROSS-JURISDICTIONAL APPROACHES TO ALGORITHMIC 

COLLUSION 

Although Competition Authorities across the world aim to promote the 

same objective, i.e. to develop an understanding of and to thereby place a 

check on unethical practices propagated by algorithmic collusion, their means 

differ. Since the rise of algorithmic collusion as a market phenomenon is rather 

recent, this section aims to gain valuable comparative insights that can 

augment the development of the Indian Competition regime.  

A. China 

China has adopted an interventionist approach to the effects of algorithmic 

use in the digital market, thereby departing from the ex-post enforcement 

model. The enactment of the Provisions on the Management of Algorithmic 

                                                             
23 Prateek Tripathi, ‘The AI “Black Box” Conundrum’ (ORF, 11 June 2024) 

<www.orfonline.org/expert-speak/the-ai-black-box-conundrum> accessed 6 January 2026. 
24 Alessio Azzutti, Wolf-Georg Ringe and H Siegfried Stiehl ‘Machine Learning, Market 

Manipulation, and Collusion on Capital Markets: Why the “Black Box” Matters’ (2022) 43(1) 

University of Pennsylvania Journal of International Law 

<https://scholarship.law.upenn.edu/cgi/viewcontent.cgi?article=2035&=&context=jil> 
accessed 4 January 2026. 
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Recommendations in Internet Information Services25 marks a limited 

recognition of the fallouts of algorithmic deployment in the market, 

specifically with respect to algorithmic price discrimination (referred to as 

Sashu), where long-term consumers are charged less favourable prices.26 Even 

though these provisions specifically target personalised pricing, the 

underlying logic emphasises transparency and accountability in algorithms.  

More relevant to algorithmic collusion are China’s State Administration 

for Market Regulation Guidelines, 2021 (‘the 2021 regulation’), which 

acknowledge that ‘coordinated behaviour’ can happen through the hub-and-

spoke model, i.e. use of identical pricing algorithms.27 The regulations contain 

mandatory provisions for disclosure of the “fundamentals and mechanisms” 

of certain recommendation algorithms to which they apply. The intervention 

at the design stage is a direct confrontation to the black-box problem. It 

recognises that ex-post remedies may be inadequate to restore healthy 

competitive conditions. This ensures that businesses do not collude by 

misusing algorithms.28  

The 2021 regulation29 emphasises that algorithms can be used to carry out 

coordinated actions without any explicit or formal agreement or joint 

                                                             
25 Provisions on the Management of Algorithmic Recommendations in Internet Information 
Services 2022. 
26 Steven Van Uytsel, Salil K Mehra and Yoshiteru Uemura, Algorithms, Collusion and 

Competition Law: A Comparative Law Approach (Edward Elgar Publishing Limited 2023). 
27 Han Wei and Li Liang, ‘The New Anti-Monopoly Law of the People’s Republic of China: 

Changes and Remaining Issues’ (CPI Columns: Asia, August 2022) 

<www.competitionpolicyinternational.com/wp-content/uploads/2022/08/Asia-Column-

August-2022-Full.pdf> accessed 4 January 2026. 
28 Karry Lai, ‘Primer: China’s New Anti-Monopoly Rules for Tech Companies’ (IFLR, 25 

March 2021), <www.iflr.com/article/2a63733ixysbvclr19hyw/primer-chinas-new-anti-

monopoly-rules-for-tech-companies> accessed 2 January 2026. 
29 Seaton Huang, ‘Algorithms Become a Point of Emphasis in China’s Antitrust Efforts’ 

(Council on Foreign Relations, 7 February 2022) <www.cfr.org/blog/algorithms-become-
point-emphasis-chinas-antitrust-efforts> accessed 1 January 2026. 
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decision30 between the businesses. Such tacit collusion31 is dealt with within 

the regulations. At the same time, it carves out an exception for economically 

conditioned parallel behaviour. In simpler terms, it means that if the actions 

of the entity are almost a simultaneous response to a competitor, it helps the 

market remain competitive and ensure welfare. However, if the firms collude 

and raise prices, which harms consumer welfare, it would squarely raise an 

alarm with the competition regulator.    

Therefore, it can be rationally observed that China employs a two-fold 

approach to address algorithmic collusion. This is achieved by regulating the 

use of algorithms (i) for explicit collusion, and (ii) for tacit collusion. For the 

former, a regulation of 202332 imposes a general ban on competitors in the 

market from entering into anti-competitive agreements by coordinating 

behaviour using pricing algorithms.33 For the latter, the 2021 regulation 

addresses tacit collusion by algorithms, i.e., situations where there is no 

explicit, formal agreement between competitors.34  

                                                             
30 ‘Article 5, Anti-Monopoly Guidelines of the Anti-Monopoly Commission of the State 

Council for the Field of Platform Economy’ (Anti-Monopoly Commission of the State Council, 
2 July 2021) <https://lawinfochina.com/display.aspx?id=35020&lib=law> accessed 1 January 

2026. 
31 Maria Girich and Antonina Levashenko, ‘The Concept of Digital Platform in Antimonopoly 

Regulation’ (2024) 19(3) International Organisation Research Journal 

<https://iorj.hse.ru/data/2024/12/10/1926019368/8%20Girich_ENG.pdf> accessed 1 January 

2026. 
32 ‘Regulation on the Prohibition of Monopoly Agreements’ (State Administration for Market 

Regulation, 15 April 2023) <www.gov.cn/gongbao/content/2023/content_5754538.htm> 

accessed 4 January 2026. 
33 ‘Article 8, Regulation on the Prohibition of Monopoly Agreements’ (State Administration 

for Market Regulation, 15 April 2023) 

<www.gov.cn/gongbao/content/2023/content_5754538.htm> accessed 4 January 2026. 
34 Huang (n 29). 
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1. IMPLICATIONS FOR INDIAN COMPETITION LAW 

A lesson for India from the Chinese approach is that transparency must be 

introduced at the deployment stage of the algorithms itself, i.e., prioritising ex-

ante preventive remedies over ex-post ones. For India, this approach is also 

grounded in the tools suggested by the CCI,35 such as mandatory algorithmic 

audit for significant digital intermediaries and building up regulatory capacity. 

Most importantly, a proactive disclosure model akin to China’s “fundamentals 

and mechanisms” framework can be adopted. This would require platforms to 

disclose the primary data variables influencing the price variations rather than 

their proprietary source code, thereby ensuring accountability without 

interfering with the firm’s competitiveness in the market. Further, in terms of 

implementation, a sector-specific approach (like China) or market 

capitalisation approach can be adopted based on the dynamic needs of the 

market, which can be identified by relying on duly conducted market studies.  

B. European Union 

1. MEETING OF MINDS OR MEETING OF ALGORITHMS? 

Article 101(1) of the Treaty on the Functioning of the European Union 

prohibits and declares void all kinds of agreements and concerted practices 

between competitors that restrict or distort competition.36 Clause 337 carves 

out an exception and makes permissible such actions which may fall in the 

above category, but have more benefits than disadvantages for the competitive 

market. The provision seems rather simple ex facie however greater attention 

to detail would reveal the large scope of interpretation that it leaves behind.  

                                                             
35 CCI, Market Study on Artificial Intelligence and Competition (n 4). 
36 Treaty on the Functioning of the European Union [2012] OJ C326/47, art 101(1). 
37 Treaty on the Functioning of the European Union [2012] OJ C326/47, art 101(3) 
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Notably, agreement or meeting of minds is one of the foundations upon 

which the provision stands. Thus, the principle that emerges is that there must 

be an agreement to constitute collusion, and if that does not exist, the collusion 

is non est. EU Competition law, as it stands today, has evolved through judicial 

precedents and interpretations. An agreement has been given an expansive 

interpretation to include any kind of meeting of the minds. Even a simple 

attendance at a meeting might be considered as sufficient evidence to conclude 

an agreement between the parties.38 The kind of collusion as contemplated by 

“agreement” is referred to as explicit collusion, for which agreement needs to 

be proven by evidence.39 

But the fundamental problem with applying the above law to tacit 

collusion using algorithms is that the stage of intentional agreement or 

information exchange can be easily bypassed. Now, when there is no evidence 

to indicate collusion between the undertakings, the existing law falls flat. The 

detriment that tacit collusion brings to consumer welfare, by increasing prices, 

technically referred to as supra-competitive pricing, still remains.40  

2. CONCERTED PRACTICES 

Yet another expression used is “concerted practices”.41 This refers to a 

situation one step prior to agreement, where some degree of coordination in 

the behaviour of the competitors exists but has not reached a conclusive stage 

                                                             
38 Case C 8/08 T-Mobile Netherlands BV v Raad van bestuur van de Nederlandse 

Mededingingsautoriteit [2009] ECLI 343. 
39 Alison Jones and Brenda Sufrin, EU Competition Law: Text, Cases, and Materials (6th edn, 

Oxford University Press 2016). 
40 Richard Whish and David Bailey, Competition Law (9th edn, Oxford University Press 

2018). 
41 Case C 49/92 P Commission v Anic Partecipazioni [1999] ECR I-04125; Case C 199/92 P 

Hüls v Commission [1999] ECR I-04287; Case C 8/08 T-Mobile Netherlands BV v Raad van 
bestuur van de Nederlandse Mededingingsautoriteit [2009] ECLI 343. 
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of agreement.42 This category, in effect, does not mandate any element of 

meeting of the minds.43 

Any exchange of information, including sensitive information, between 

competitors can distort competition by enabling price fixing. If competitors 

exchange sensitive data and know in advance about the pricing decisions of 

the competitors, then they can coordinate and increase prices to mutually 

benefit from the profits so gained.44 This is essentially prohibited by 

considering it a concerted action.45 

The EU, in its submission to the Organisation of Economic Co-operation 

and Development (‘OECD’),46 has recognised that collusion, using self-

learning algorithms, leads to a ‘profit maximisation cartel’ without any human 

communication. It further suggested that the expression ‘communication’ 

must be given a purposive interpretation so as to include algorithm-enabled 

price matching within the scope of Article 101. The logic being that if two 

algorithms of different entities interact with each other repeatedly, it allows 

them to anticipate the other’s reactions. This, according to the EU, would not 

be simply parallel behaviour but would be tantamount to a collusive 

arrangement between competitors.47  

                                                             
42 Case C 40/73 Suiker Unie v Commission [1975] ECR 1663 (European Union). 
43 Case C 48/69 Imperial Chemical Industries Ltd v Commission of the European 

Communities (Dyestuffs) [1972] ECR 619; Case T-587/08 Fresh Del Monte Produce v 

Commission [2013] ECLI 129. 
44 Case C-455/11 P Solvay SA v European Commission [2013] ECR 0000; David Bailey and 

Laura Elizabeth John, Bellamy & Child: European Union Law of Competition (8th edn, 

Oxford University Press 2018). 
45  Commission, Horizontal Co-operation Guidelines (n 9). 
46 ‘Algorithmic Competition – Note by the European Union’ (OECD, 24 May 2023) 

<https://one.oecd.org/document/DAF/COMP/WD(2023)17/en/pdf> accessed 4 January 2026. 
47 ibid. 
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3. PARALLEL CONDUCT USING ALGORITHMS V. ALGORITHMIC 

COLLUSION 

Whether the conduct is collusive or not depends on the amount and quality 

of evidence available to that effect. Within the broad scope of concerted 

action, parallel conduct may be seen as an indication of anti-competitive 

behaviour. But that does not necessarily imply that such parallel behaviour in 

itself is anti-competitive. It depends on the facts and evidence of the particular 

case. It can be said that due to the flexibility of the term ‘concerted action’, it 

might be broadly construed to include in its ambit a variety of anti-competitive 

behaviour.48 

To address this, the EU has recognised this “collusion by code” as a cartel 

agreement by its guide,49 which acknowledges that algorithms can facilitate 

collusion, whether explicitly programmed to do so or not. Recognising such 

collusion essentially means that it would be dealt with under the general 

provisions regulating anti-competitive behaviour.  

This collusion by code, especially through pricing algorithms, is declared 

as collusive on two accounts. Firstly, if such behaviour in offline settings 

constitutes collusion, so would it in the online settings. Secondly, firms cannot 

create an apparent accountability crisis by saying that the prices were 

determined by algorithms and, therefore, as algorithms function under the 

                                                             
48 Samuel Dobrin, ‘Algorithms and Collusion: Competition Law Challenges of Pricing 

Algorithms’ (Master's thesis, Faculty of Law, Lund University, 2019) 

<https://lup.lub.lu.se/luur/download?func=downloadFile&recordOId=8995599&fileOId=89

95602> accessed 6 January 2026. 
49 Commission, Horizontal Co-operation Guidelines (n 9). 
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direction and control of the firm, just like its employees, they must be held 

accountable if such algorithms indulge in collusion.50 

4. EU’S JURISPRUDENTIAL DEVELOPMENT ON ALGORITHMIC 

COLLUSION 

The hub and spoke model of collusion was first dealt with in the Eturas 

case.51 This case concerned an online travel booking site, whose administrator 

(hub) sent messages via personal email to all travel agencies (spokes), 

announcing that discounts would be capped at three % by using algorithms on 

its website. The question was whether the awareness of the message among 

the travel agencies could amount to tacit collusion. It was held that a 

presumption of collusion exists in such cases unless the agencies distance 

themselves from the conduct by reporting it to the authorities. Such awareness 

must be proved with evidence, and a cause-and-effect relation must exist 

between the supposed tacit collusion and the subsequent conduct in the 

market.52  

In 2018, the European Commission53 imposed penalties on firms (Asus, 

Denon & Marantz, Philips) that engaged in price fixing using algorithms that 

compare and monitor prices set by online retailers and track any deviations 

(closely resembling the predictable agent model). If there was any deviation 

from the prices as commanded by these companies, the online retailers faced 

                                                             
50 Commission, Communication Guidelines on the applicability of Article 101 of the Treaty 

on the Functioning of the European Union to horizontal co-operation agreements [2023] OJ 

C259/1. 
51 Case C 74/14 “Eturas” UAB and Others v Lietuvos Respublikos konkurencijos taryba 

[2016] OJ C 98. 
52 Case C 286/13 Dole Food and Dole Fresh Fruit Europe v Commission [2015] ECLI 184. 
53 Press Release, ‘Antitrust: Commission Fines Four Consumer Electronics Manufacturers For 

Fixing Online Resale Prices’ (European Commission, 24 July 2018) 

<https://ec.europa.eu/commission/presscorner/detail/en/ip_18_4601> accessed 1 January 
2026. 
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threats or sanctions, such as the blocking of supplies. This intervention 

effectively hampered competition in the market, leading to higher overall 

prices, and was deemed to be a violation of Article 101.54 

5. IMPLICATIONS FOR INDIAN COMPETITION LAW  

Three conclusions can be drawn for the Indian Law. First, the evolution of 

Article 101 indicates that addressing algorithmic collusion does not 

necessarily involve creating an entirely novel framework, but it can be 

accommodated in the existing framework as well by expansive interpretation. 

Second, the Eturas doctrine has helped counter, at least to some extent, the 

problem of lack of smoking gun evidence or trail of digital evidence by 

shifting the burden of proof upon the deployers of pricing algorithms. Third, 

the EU’s position on the accountability of algorithms (as employees of the 

entity deploying them) clarifies the application of vicarious liability to the 

deployers.  

C. United States 

“Everywhere the word algorithm appears, just insert the words ‘a guy 

named Bob’. If it wouldn’t be legal for Bob, it’s probably not legal for the 

algorithm either.” ~ Maureen Ohlhausen, FTC Chair55 

                                                             
54 Art 101(1) TFEU. 
55 Maureen K Olhausen, ‘Should We Fear Things That Go Beep In the Night? Some Initial 

Throughs on the Intersection of Antitrust Law and Algorithmic Pricing’ (Federal Trade 

Commission, 23 May 2017) 

<www.ftc.gov/system/files/documents/public_statements/1220893/ohlhausen_-
_concurrences_5-23-17.pdf> accessed 7 January 2026. 
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1. WIDENING THE BOUNDS OF CONCERTED ACTION: THE TOPKINS 

SAGA 

The Topkins case56 has been a landmark case on pricing algorithms and 

collusion. Herein, the director of a company which sold posters online was 

held liable for price fixing with other merchants on Amazon. He had agreed 

with other merchants on the prices of posters on Amazon, and thereafter, 

through his company’s algorithm, set the prices as already agreed upon.  

The price fixing here took place with direct communication, by the use of 

algorithms, and thus could be dealt with the traditional approach to collusion 

under the Sherman Act.57 Section 158 prohibits competitors from sharing 

competitively sensitive information, either directly or indirectly, for the 

purpose of price fixing. This implies what cannot be done directly can also not 

be done indirectly. Therefore, collusion through pricing algorithms is 

susceptible to the broad scope of the Sherman Act.  

But Section 1 deals only with concerted action.59 Concerted action joins 

together separate decision-makers and, as a result, deprives the marketplace of 

independent centres of decision-making.60 Like in Topkins, when anti-

competitive information is shared between competitors to a third party, who 

then facilitates collusion, this can be termed as concerted action.61 A 

contemporaneous agreement between the competitors is not a sine qua non; 

                                                             
56 United States of America v Topkins [2015] CR 15-00201. 
57 Ronald F Wick and William E Karlema, ‘Mandatory vs Suggested Pricing: Algorithmic 

Price Setting and the Sherman Act’ (Cohen & Gresser, 11 February 2025) 

<www.cohengresser.com/app/uploads/2025/02/Mandatory-vs.-Suggested-

Pricing_Algorithmic-Price-Setting-and-the-Sherman-Act.pdf> accessed 8 January 2026. 
58 Sherman Act 1890, s 1 (United States). 
59 American Needle, Inc v National Football League (2010) 560 US 183. 
60 Copperweld Corp v Independence Tube Corp (1984) 467 US 752. 
61 American Needle, Inc v National Football League (2010) 560 US 183; Relevant Sports, 
LLC v United States Soccer Federation, Inc (2023) 61 F 4th 299. 
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even a tacit agreement would qualify as concerted action, provided that there 

is consensus ad idem.62 

2. THE ALGORITHM MADE ME COLLUDE: THE REALPAGE SAGA 

One of the most recent cases related to algorithmic collusion is the 

RealPage litigation.63 The company provided revenue management software 

and algorithmic pricing recommendations for residential real estate housing. 

In 2023, several plaintiffs filed lawsuits against RealPage and the 

managers/landlords, claiming the existence of a hub-and-spoke cartel. It was 

contended that a tacit agreement exists despite the absence of direct 

communication, wherein RealPage software (hub) was used to share sensitive 

pricing information between landlords (spokes).  

While a settlement was reached by the US Justice Department, in which 

RealPage agreed to a three-year monitorship and limits on how it collects and 

uses non-public data, the case remains an important development in 

competition law policy, recognising the possibility of algorithmic collusion.  

The self-learning pricing algorithms further complicate the situation. Far 

from the competitors having a ‘meeting of minds’, the algorithms indulge in a 

‘meeting of codes’ while functioning autonomously. This is problematic as it 

will allow the firms to take a back seat and escape liability for collusion, as 

the Sherman Act requires fulfilment of the threshold of concerted action, 

which is absent in autonomous algorithms. The potential risk for collusion 

arises as the pricing algorithms are based on a reinforcement learning model. 

The characteristic feature of this kind of algorithm is that they interact with 

other algorithms in the market and learn by a trial-and-error method, thus 

                                                             
62 American Needle (n 59). 
63 United States v RealPage Inc (2024) No 1:24-cv-00710-WO-JLW. 
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require no prior knowledge of the operating environment. They leave no 

footprints behind, as they do not communicate with each other or follow any 

specific instructions to collude.64 

3. PARALLEL LEGISLATIVE DEVELOPMENTS IN THE US 

To address all these kinds of cases, the Preventing Algorithmic Collusion 

Act of 2024 was introduced in the US Congress, but it lapsed. It was later 

reintroduced as the Preventing Algorithmic Collusion Act, 2025 and has been 

referred to the Committee on the Judiciary.65 It seeks to amend the Sherman 

Act and prohibit the use of pricing algorithms that can facilitate collusion 

through the use of non-public competitor data, and create an antitrust law 

enforcement audit tool. 

The bill proposes a total ban on using pricing algorithms trained on or 

producing results from private data shared between competitors in the same or 

related markets. It establishes a presumption of collusion if a software 

developer provides the same pricing algorithm to multiple rivals, intending to 

suggest prices or terms. Similarly, collusion would be assumed if competitors 

independently created and used the same algorithms to produce uniform 

outcomes, as long as they knew or should have known that their rivals’ private 

data was being utilised.66 The law, when passed, would provide one of the 

toughest and clearest standards for the regulation of algorithmic price 

collusion. 

                                                             
64 Calvano and others (n 22). 
65 ‘S 232 Preventing Algorithmic Collusion Act of 2025’ (119th Congress, 23 January 2025) 

<www.congress.gov/bill/119th-congress/senate-bill/232/text> accessed 8 January 2026. 
66 ibid. 
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4. IMPLICATIONS FOR INDIAN COMPETITION LAW  

There can be two major implications for Indian Competition Law 

landscape: Firstly, Section 3 of the Competition Act, 2002 targets anti-

competitive agreements by enterprises engaged in “identical or similar 

trade”.67 But if an independent developer (algorithm provider) facilitates a 

cartel, then there is no framework to address his liability unless a clear “hub 

and spoke” cartel is proven. Acknowledging such realities, the US has shifted 

to a provider-centric framework in its proposed legislation, holding even the 

providers of the algorithm liable for facilitating collusive activities.  

Secondly, within the framework of the Competition Act, 2002, CCI can be 

empowered to conduct algorithmic audits, i.e. inspecting the information 

relating to the pricing algorithm deployed by the company, which includes 

details such as developer information, involvement of human review, data and 

processes employed by the algorithms, etc. These details are akin to the 

“fundamentals and mechanisms” model in China. Although the Market study 

proposes the principles of a voluntary self-audit, a compulsory regulator-

initiated audit along the lines of the US Model can be adopted.  

Inferring from the US and China Model, one thing is certain: for 

investigation or audit purposes, there need not be full disclosure of proprietary 

information (including source code), but the data variables on which are relied 

upon can be disclosed without compromising the competitiveness of the firm.  

IV. ALGORITHMIC COLLUSION: A MISSED OPPORTUNITY FOR 

CCI? 

                                                             
67 Competition Act 2002, S 3. 
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The use of AI in business strategies has posed serious challenges to 

competition law in India. With businesses increasingly using algorithmic tools 

for pricing and decision-making, the possibility of algorithmic collusion, 

where electronic systems independently coordinate market conduct, is now a 

challenging regulatory issue.  

India’s Competition Act, 2002 has inherent weaknesses in addressing 

these trends. Section 368 forbids anti-competitive agreements, such as cartels 

and price-fixing schemes, but its application is predicated on the presence of 

an “agreement” or “concerted practice.”69 In the case of tacit algorithmic 

coordination, these are hard to prove. Where algorithms repeatedly interact 

and settle into stable pricing patterns without human intervention, proving an 

agreement under the current legal framework is becoming increasingly 

difficult, if not impossible. 

A. Stress on Evidence-Based Approach by the CCI 

A case in point is Samir Agrawal v. ANI Technologies,70 wherein cab 

drivers (independent third-party service providers) acted as spokes and 

allegedly engaged in price coordination using Ola/Uber’s platform as the hub. 

The question was whether this collaboration among drivers, facilitated through 

Ola/Uber, amounted to “concerted action” under the Act.71 Though the CCI 

held that no prima facie case existed against the cab drivers, as there was no 

agreement between them to algorithmically coordinate prices, overlooking the 

possibility of algorithmic collusion.72  

                                                             
68 Competition Act 2002, sS 3(1), 3(3)(a). 
69 Competition Act 2002, S 2(b). 
70 In Re: Samir Agrawal CCI Case No 37 of 2018. 
71 (n 68) 
72 Ariel Ezrachi and Maurice E Stucke, ‘Artificial Intelligence & Collusion: When Computers 
Inhibit Competition’ [2017] 2017 University of Illinois Law Review 
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More recently, a price cartel in the airline industry73 was detected,74 where 

the airlines were alleged to have relied on third-party software to determine, 

implement, and dynamically adjust fares, factoring in variables such as 

seasonality, bookings, and competitor pricing. Although the CCI 

acknowledged that airlines used similar or even identical software systems, it 

emphasised that cartelization must be proven through direct or circumstantial 

evidence. Remarkably, the CCI found no conclusive evidence that multiple 

airlines had colluded by using the same software to set fares. Instead, it 

concluded that algorithms in this context were deployed to enable legitimate 

dynamic pricing in a rapidly changing industry. The presence of human 

oversight in determining final fares further demonstrated that the use of 

algorithms was aimed at facilitating genuine price-setting rather than 

establishing a price cartel.  

B. A Sliver of Hope: CCI’s Recognition of the Possibility of 

Algorithmic Collusion 

As a result, the CCI, through its regulatory practices, has proposed two-

fold criteria to deal with algorithmic collusion: firstly, human communication 

between entities and secondly, the role of algorithms.75 This criterion was 

demonstrated in Shikha Roy v. Jet Airways,76 wherein the CCI examined the 

                                                             
<www.illinoislawreview.org/wp-content/uploads/2017/10/Ezrachi-Stucke.pdf> accessed 5 

January 2025. 
73 In Re: Alleged Cartelization in the Airlines Industry CCI Suo Motu Case No 03 of 2015. 
74 ‘Pricing Algorithms: CCI’s First Major Encounter with Assessing New-Age Collusions’ 

(AZB and Partners, 24 September 2025) <www.azbpartners.com/bank/pricing-algorithms-

ccis-first-major-encounter-with-assessing-new-age-collusions/> accessed 5 January 2025. 
75 Afifi Khan and Shifa Qureshi, ‘Shikha Roy v Jet Airways: A New Approach to Algorithmic 

Collusion’ (2022) 5(1) De Lege Ferenda 

<https://awards.concurrences.com/IMG/pdf/shikha_roy_v_jet_airways-

a_new_approach_to_algorithmic_collusion-
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2c4e62f1a8> accessed 5 January 2025. 
76 Shikha Roy v Jet Airways (India) Limited and Others CCI Case No 32 of 2016 (3 June 
2021). 
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alleged cartelisation of airfares by several Indian airlines during the Jat 

Agitation of 2016. It was claimed that the airlines had exploited the 

extraordinary conditions to inflate prices. After acknowledging that the use of 

algorithms creates a prima facie possibility of collusive outcomes without 

explicit human coordination, the CCI ordered an investigation of the 

algorithms employed by the airlines.  

However, no evidence of any communication or agreement among 

competitors was found. Thus, the CCI ruled out the existence of any anti-

competitive agreement or cartelisation by the airlines. This was based on a 

three-pronged reasoning: (i) no common algorithm was used across airlines, 

(ii) distinct inputs and customised software produced different algorithmic 

outputs for each airline, and (iii) route analysts retained ultimate control over 

inventory decisions.  

The decision is notable for recognising that algorithms may raise the 

possibility of collusion even without human coordination, but also for 

clarifying that distinct algorithmic systems and independent pricing decisions 

do not, in themselves, establish anti-competitive conduct under the current 

legal framework.  

While the above-stated criteria are helpful in dealing with cases of 

algorithmic collusion, they fall short on two counts. Firstly, in identifying 

algorithmic collusion, the test focuses on whether rival firms employed the 

common algorithm. These risks excluding scenarios where competitors rely 

on distinct algorithms, limiting the ascertainment of liability by the CCI. 

Secondly, the criteria continue to reflect the conventional requirement of 

intent for collusion. While the test emphasises human involvement as one of 

the elements in assessing liability, it must be kept in mind that collusive 



2026]  THE DAMOCLES SWORD  324 

 

outcomes can materialise in digital markets even in the absence of any 

intention of the competitors to enter into anti-competitive arrangements. 

Subjective requirements of intent to establish collusion may boost algorithmic 

collusion in digital markets. 

C. A Need for Resurrection: The Grave of the Digital Competition 

Bill, 2024 

The Competition Act, 200277 employs an ex-post enforcement mechanism 

under which intervention occurs only after anti-competitive conduct has 

materialised, which may not address the realities of digital markets in a timely 

manner. This is because algorithms react to market changes in real-time and 

quickly adjust prices, thereby giving rise to undetectable ‘flash’ collusive 

outcomes.  

In light of this structural limitation, the Committee on Digital Competition 

Law introduced the Digital Competition Bill, 2024,78 which would empower 

the CCI to regulate select digital markets on an ex-ante basis. The proposed 

regime was intended to apply to Systemically Significant Digital Enterprises 

(‘SSDEs’), which are core digital services having a substantial footprint in 

terms of financial strength, user base, resources and the volume of data they 

control.  

The bill prohibited the SSDEs from engaging in specified practices that 

distort competition, such as preferential treatment of their own products or 

affiliated entities, leveraging non-public data of business users to compete 

                                                             
77 Competition Act 2002. 
78 Ministry of Corporate Affairs, ’Report of the Committee on Digital Competition Law‘ (27 

February 2024) 

<www.mca.gov.in/bin/dms/getdocument?mds=gzGtvSkE3zIVhAuBe2pbow%253D%253D
&type=open> accessed 1 January 2025. 
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against them, limiting interoperability by restricting third-party applications, 

and conditioning access to a core digital service on the use of other offerings 

of the same enterprise. The Committee also emphasised the need to enhance 

the CCI’s technical capabilities to facilitate early detection of AI-powered 

anti-competitive practices.  

While the report79 nowhere mentions algorithmic collusion, the bill could 

have been broadly interpreted to tackle the ill of algorithmic collusion.80 

However, due to strong opposition from the global Big Tech and domestic 

digital platforms, the government aims to withdraw the draft Digital 

Competition Bill in its current form.81 As suggested by the Standing 

Committee on Finance,82 there is hope for the reintroduction of a revamped 

Digital Competition Bill to better address algorithmic collusion and algorithm-

driven anti-competitive practices using the above-discussed global best 

practices. 

V. STRUCTURAL RISKS ASSOCIATED WITH ALGORITHMIC 

COLLUSION 

A. The Overemphasis on Human-Conduct Driven Collusion 

                                                             
79 ibid. 
80 Subham Sourav and Asmi Sharma, ‘Regulating Algorithms and Market Power: The Legal 

Future of Tech Monopolies and State Influence’ (IJLT Blog, 16 September 2025) 

<https://forum.nls.ac.in/ijlt-blog-post/regulating-algorithms-and-market-power-the-legal-
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81 Manu Kaushik, ‘Govt to withdraw draft Digital Competition Bill’ (Financial Express, 10 
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accessed 6 January 2025. 
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Traditional competition law models are primarily geared towards 

addressing collusion spearheaded by humans, with intervention instruments 

usually relying on proof of communication or overt agreement between 

competitors. Legislation, such as Sections 3 and 4 of the Competition Act, 

2002,83 Article 101 of the Treaty on the Functioning of the European Union 

(‘TFEU’),84 and the U.S. Sherman Act,85 directly forbids cartels and price-

fixing based on the existence of an “agreement” or “concerted practice.” The 

advent of the algorithms (specifically, digital eye) makes this paradigm even 

more complicated, as they can generate collusive results independently 

without any immediate human intervention or information exchange.  

B. Absence of Smoking Gun Evidence 

It is a well-established rule that competition law requires evidence of anti-

competitive agreements, indicating communication among competing firms to 

produce AAEC.86 Smoking gun evidence refers to direct evidence indicating 

the existence of an agreement in cases of cartelisation.87 This includes 

evidence of communication between competitors, such as emails, call logs, 

and physical meetings, which directly indicate the existence of anti-

competitive collusive activities. Since in cases of algorithmic collusion, the 

collusion occurs via algorithms in undetectable, real-time flashes, there is 

hardly any possibility of obtaining hard evidence or, at the very least, 

                                                             
83 Competition Act 2002, sS 3- 4. 
84 Consolidated Version of the Treaty on the Functioning of the European Union [2012] OJ 
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85 Sherman Act 1890 (United States). 
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circumstantial evidence. While the CCI accepts circumstantial or indirect 

evidence as proof of agreements,88 the absence of smoking gun evidence in 

cases of algorithmic collusion makes ascertaining liability a herculean task.89 

C. Fallouts of the Black Box Problem 

Algorithms are of two kinds: Black Box and White Box. As discussed 

above, Black Box algorithms are self-learning models that operate with a 

degree of autonomy, enabling them to evolve strategies independently while 

concealing the reasoning that underlies their particular outputs.90 This leads to 

a lack of evidence or intent to prove tacit collusion.91  

The field of Explainable AI (‘XAI’) comprises two methods that facilitate 

human comprehension of algorithmic decision-making processes and, in turn, 

algorithmic collusion, i.e., White Box (interpretable algorithms) and reverse 

engineering methods.92  

Algorithms that fall into the White-box category are those whose source 

code can be interpreted to understand the logic that went behind the outcome 

generated. One illustration of this is the signalling algorithm, where it first 

communicates a proposed price increase and observes the responses of its 

rivals. Where competing firms adjust their prices accordingly, the algorithm 

                                                             
88 Harshita Fatesaria, Sakshi Saran Agarwal and Shourya Bhansali, ‘Making a Case of 

Cartelisation’ (SCC Online Times, 15 February 2021) 
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accessed 6 January 2026. 
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retains the new price, or else it issues an alternative price signal and repeats 

the process.93  

Given the fact that the White Box algorithms are equally effective as the 

Black Box models,94 White Box algorithms and algorithms that can be 

reverse-engineered should be the preferred pricing algorithms so that 

communication, agreement, or intent can be proved in cases of algorithmic 

collusion.  

One concern raised is that these methods are better suited to explain the 

individual conduct of an algorithm (linear relationship) rather than algorithmic 

collusion (non-linear relationships), where a complex network of algorithms 

dynamically collude and change rapidly.95 However, research on XAI is 

promising and potentially addresses the concern raised.96 

                                                             
93 Giacalone (n 19). 
94 Cynthia Rudin and Joanna Radin, ‘Why Are We Using Black Box Models in AI When We 

Don’t Need To? A Lesson From an Explainable AI Competition’ (2019) 1(2) HDSR 

<https://hdsr.mitpress.mit.edu/pub/f9kuryi8/release/8> accessed 6 January 2026. 
95 João E Gata, ‘Collusion Between Algorithms: A Literature Review and Limits to 

Enforcement’ (2021) 1(1) European Review of Business Economics 

<https://erbe.autonoma.pt/articles/ERBE01105-Collusion-between-Algorithms-A-

Literature-Review-and-Limits-to-Enforcement.pdf> accessed 2 January 2026. 
96 Thibault Schrepel, ‘Collusion by Blockchain and Smart Contracts’ (2019) 33(1) Harvard 

Journal of Law and Technology <http://dx.doi.org/10.2139/ssrn.3315182> accessed 2 January 
2026. 
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Figure 2: Self-Learning Algorithm97 and White Box Algorithm 

D. Proving Intent without Intention? 

There is an added layer of complexity when one must prove intent or 

knowledge. Standard competition law assumes collusion is the result of 

conscious human action, but algorithms can generate collusive results through 

automatic optimisation routines. This poses difficult questions: are companies 

liable for collusive activity that arises solely as an outcome of an algorithm’s 

                                                             
97 Gonzaga (n 10). 
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reasoning? Do companies need to continually monitor and audit their 

algorithms to avoid potential collusion? The inability of the current legal 

framework to substitute the threshold of intent is the root cause of the 

stagnancy in dealing with algorithmic collusion. 

E. Algorithms as a Catalyst in Inducing Collusion in Markets which 

are not “Collusion Prone” 

The OECD, way back in 2017, recognised the potential of algorithms to 

induce cartels in markets which are conventionally non-conducive for cartels 

to operate. Thus, what was known as the “Oligopoly Problem”,98 limited to 

oligopolistic markets with high barriers to entry and low transparency, has 

now, with the advent of/extensive use of pricing algorithms, percolated to 

markets which generally are unsustainable for cartels to operate.99 

While in oligopolistic markets, algorithms have the effect of making 

collusive outcomes more likely and cartels more stable, in non-oligopolistic 

markets, they create fertile ground for collusion to proliferate. The structure 

of some markets is such that, through interdependence and mutual self-

awareness, collusive outcomes can be produced, deviating from what is called 

mere parallel conduct.  

Algorithms have shattered the basic assumptions for the existence of 

cartels in the market and raised a number of red flags across sectors. Therefore, 

some scholars100 have termed it “the end of competition as we know it”. 

                                                             
98 Jasper van den Boom, ‘The Artificial Hand of the Free Market: Algorithms and Collusion’ 

(Master thesis, Tilburg University, 18 June 2018) <https://arno.uvt.nl/show.cgi?fid=145648> 

accessed 30 December 2025. 
99 OECD, Algorithms and Collusion (n 86). 
100 Michal S Gal, ‘Algorithmic-Facilitated Coordination: Market and Legal Solutions’ 

(Competition Policy International, May 2017) 
<www.competitionpolicyinternational.com/wp-content/uploads/2017/05/CPI-Gal.pdf> 
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Algorithms make collusive conduct easier101 by making the costs of 

exchanging information negligible, and consequently, emerging as a facilitator 

of large-scale collusion. 

F. Algorithmic Collusion Aiding Price Discrimination via Consumer 

Profiling 

Algorithms can be deployed to make “digital profiles” of the consumers, 

gathering data about their attitudes towards various commodities and their 

prices. This can be capitalised by entities to increase their profits by offering 

different prices to different consumers. The ‘invisible hand’ of the market is 

replaced by the ‘digital hand’ of algorithms, which know exactly what one 

wants and how much one can spend. 

Algorithms can monitor prices of all the market entities in real-time, and 

therefore, when almost every firm in the market deploys them, the tactic of 

reducing prices as compared to the competitors fails. This, in turn, makes the 

algorithm ‘learn’ that the best way to get profits is to keep prices high.102  

Take, for instance, a case where the consumer profiling leads to a 

conclusion that a certain consumer has an expensive mobile device. Based on 

this fact, the algorithms set a personalised high price. Now, if different 

algorithms independently ‘learn’ that consumers with expensive mobile 

devices are more willing to pay higher prices, all of them increase the prices. 

                                                             
accessed 4 January 2026; Ariel Ezrachi and Maurice E Stucke, Virtual Competition: The 

Promise and Perils of the Algorithm-Driven Economy (Harvard University Press 2019). 
101 Salil K Mehra, ‘Antitrust and the Robo-Seller Competition in the Time of Algorithms’ 

(2016) 100(1323) Minnesota Law Review <www.minnesotalawreview.org/wp-

content/uploads/2016/04/Mehra_ONLINEPDF1.pdf> accessed 2 January 2026. 
102 Phil Beckett, ‘The Antitrust Implications of Pricing Algorithms’ (Alvarez and Marsal, 11 
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This leads to collusion not only at the general market level but at the consumer 

level itself.  

This can also happen when the competitors in the market deploy the same 

third-party provider or derive themselves from common databases.103 Since 

they are fed on the same data, they result in the same outcome. This naturally 

creates a coordinated behaviour.   

Therefore, algorithmic collusion facilitates price discrimination efficiently 

by utilising the consumer profiles, which is detrimental to the interests of the 

consumers.  

G. Algorithmic Collusion: The Achilles Heel of Leniency Regime?  

“Today’s partner-in-crime can be tomorrow’s canary in the coal mine.”104 

The idea behind the leniency program in competition law is that there are 

no permanent friends or enemies, just permanent interests.105 The Competition 

Act, 2002106 empowers the CCI to allow entities to voluntarily provide full 

and accurate disclosures of violations to the CCI.107 Where such disclosures 

are considered significant, the CCI may grant a reduction in penalties. This 

                                                             
103 Michal S Gal, ‘Algorithmic-Facilitated Coordination: Market and Legal Solutions’ 

(Competition Policy International, May 2017) 

<www.competitionpolicyinternational.com/wp-content/uploads/2017/05/CPI-Gal.pdf> 

accessed 4 January 2026. 
104 Ankit Singh Rajput, ‘When Cartel Loyalty Crumbles before the CCI’s Leniency 

Mechanism’ (Bar&Bench 24 September 2025) <www.barandbench.com/columns/alls-fair-
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framework is commonly referred to as the ‘Leniency Regime’ or the ‘Lesser 

Penalty Regime.’108 

Under the recently added Leniency Plus109 benefit, the existing leniency 

applicant of the first cartel is given an extra or ‘plus’ benefit if he discloses the 

existence of an unknown (to CCI) second cartel. This means that the leniency 

applicant may get an additional/plus reduction in monetary penalty of up to 

thirty % in the pre-existing cartel, and a full or up to one hundred % penalty 

waiver in the second cartel.110 

Notably, the Leniency Program is effective in sectors that produce 

relatively unstable cartels.111 This is because in an unstable cartel, there is a 

propensity for members to disclose the collusive AAEC activities due to the 

existing distrust amongst them and a race for leniency. In sectors where cartels 

exhibit a higher degree of stability, the introduction of a leniency regime may 

paradoxically prolong their existence, as they are more responsive to the risk 

of detection and sanction than to leniency incentives. As a result, while 

leniency programmes may effectively destabilise unstable cartels, they may 

simultaneously reinforce stable ones.112 
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Now, cartels created by algorithms are relatively stable cartels because, 

firstly, there is no human intervention, and secondly, since the algorithms have 

self-learned to collude, there is a lack of direct or indirect evidence. This 

means that the Leniency Programs currently in place are ineffective in dealing 

with the threat of algorithmic collusion. 

H. Cross-Border Collusion 

The inherently global nature of digital markets adds another layer of 

complexity. With algorithms acting in real time across multiple jurisdictions, 

there are issues for national competition authorities to monitor, investigate, 

and take enforcement action regarding cross-border collusion. For example, 

an algorithm created by a US company may interact with algorithms being 

used by companies in Europe and Asia, resulting in a complex web of 

interactions taking place at the international level that no one regulator can 

fully supervise.113  

Cross-border engagement of competition regulators would be required to 

tackle cross-border collusion. Even the market study by CCI114 attempts, at 

least, in-policy to strengthen partnerships with International Competition 

Authorities such as OECD, ICN, etc., to know global best practices. However, 

the effectiveness of this depends on various external factors such as political 

and diplomatic ties, generally making it a long-term goal. Further, forming a 

temporary platform for engagement by hosting multilateral conferences with 

international authorities and coalitions will be beneficial in the short term.  

VI.     ALGORITHMIC ACCOUNTABILITY: SUGGESTIONS  

                                                             
113 Arpita Gupta, ‘Algorithmic Collusion and its Challenges to Antitrust Regulations’ (2025) 
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regulations-by-arpita-gupta> accessed 3 January 2026. 
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A. Ex-Ante Methods 

The ex-ante approach of regulation focuses on prevention rather than 

penalising anti-competitive conduct. Traditional Competition law focused on 

ex-post methods only, i.e. to penalise the violations after they occur, but due 

to the nature of digital competition and algorithmic collusion, it becomes 

imperative to adopt this approach, which has been dubbed the New-

Competition Tool.  The two factors that make it a promising approach are (i) 

it empowers Competition authorities to conduct market studies and identify 

the market-specific structural issues facilitating collusion, and (ii) it helps 

them to coordinate with the entities in the market to implement “customised 

remedies”.115 

1. FROM REACTIVE INVESTIGATIONS TO PREVENTIVE MONITORING: 

SELF-AUDIT FRAMEWORK 

CCI’s market study emphasises a soft-regulatory approach by the 

introduction of a self-audit framework for companies deploying AI. It 

proposes a proactive assessment of the AI systems with regard to competition 

law risks and greater transparency, where algorithms have the potential to 

influence the market and consumer welfare.116  

CCI’s approach is akin to a sandbox model wherein the algorithm can be 

analysed in a controlled environment, thereby avoiding the risk of algorithms 

learning from the input data itself. But this comes at the cost of the algorithm 
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displaying non-realistic behaviour due to the artificial setting.117 Moreover, 

real market settings are dynamic and may not be exactly replicated in the 

sandbox. While it provides flexibility and facilitates the empirical audit of the 

algorithm concerned, it is not in itself a solution to algorithmic collusion.  

2. TOWARDS A DUE DILIGENCE STANDARD 

Self-learning algorithms work on the principle of maximisation of 

profits.118 They anticipate the behaviour of the competing algorithms and learn 

that by colluding, they can maximise the profits. The problem of ‘lack of intent 

to collude’ arises because they were not initially programmed by the deploying 

entity to collude, but subsequently learn to do so.119 Therefore, in the Digital 

Eye scenario, where intention per se cannot be gauged from the working of 

autonomous algorithms, a due diligence standard can be developed. This 

would entail a self or regulatory audit framework, and failure to comply with 

it would trigger a rebuttable presumption of knowledge as to the collusive 

conduct of the algorithm.  

3. ADDING NOISE TO THE MARKET 

Recent studies120 have highlighted the principle that the input determines 

the output. After all, algorithms, including reinforcement learning, are 

                                                             
117 Competition and Markets Authority, Algorithms: How they can Reduce Competition and 
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<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_d
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118 ‘Algorithmic Competition – Note by the European Union’ (OECD, 24 May 2023) 
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Approach for the (Near) Future’ (European Legal Studies, College of Europe, March 2021) 

<www.coleurope.eu/sites/default/files/research-
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dependent on ‘market data’, which is the fuel that powers them. Controlling 

the input can help shape the desired outcome. Introducing moderate noise to 

the market data would ensure that the algorithms work, but do not track 

competitors perfectly. Take, for example, driving on a foggy day. You can 

perceive that there is a vehicle ahead, but not enough to tailgate. This moderate 

level of fog provides a certain degree of safety. Similarly, noise is the fog in 

market data that enables the tracking of prices to a rough extent, allowing for 

competition, but discouraging collusion through algorithms.  

This approach is powerful as it alters the market data characteristics itself 

and excludes any requirement of smoking gun evidence to prove collusion. 

Therefore, the approach lies one step before collusion and is a preventive 

approach.  

Although this approach can be the next trailblazer, it requires research and 

market study as to what exactly is the optimum amount of ‘noise’ that needs 

to be added to the market data.  

B. Ex-Post Methods 

While it has been established that the Competition Act, 2002121 is built on 

an ex-post, human-centric model, there are a few other ex-post methods (apart 

from penalties) that could be employed for the effective regulation of 

algorithmic collusion. These are as follows:  

1. CAPACITY BUILDING FOR DETECTION OF ALGORITHMIC 

COLLUSION 

India’s regulatory environment has technical barriers in responding to AI-

driven collusion. Although the CCI has made efforts to keep pace with 
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changing market dynamics, it does not possess the technical know-how122 to 

scrutinise sophisticated algorithmic systems. Probing algorithmic collusion 

requires not only knowledge of the law but also sophisticated data analysis 

capabilities, AI expertise, and the ability to trace decision-making chains of 

algorithms.  

As a result, regulating algorithms requires specialised technical 

competence, particularly in understanding AI and its impact on market 

behaviour.123 This insight is indispensable for examining algorithmic 

collusion or other AAEC outcomes. To regulate AI-driven markets 

effectively, the CCI must continue to strengthen its internal technical 

capabilities and infrastructure by developing in-house expertise in AI 

systems.124 Such capacity-building would enable the CCI to monitor 

developments within digital markets and to detect instances of algorithmic 

collusion. Furthermore, specialised interdisciplinary Think Tanks may be 

established to navigate the complex interface between market dynamics and 

competition policy. 

2. LIFTING THE AI VEIL IN COMPETITION LAW 

When it comes to assigning liability, an algorithm cannot be held liable, 

and for this purpose, we need to lift the AI veil and look beyond.  

In the Messenger model, where algorithms merely function as a means for 

facilitating a pre-existing collusive agreement, the presence of collusion is 

usually supported by direct evidence, thereby warranting the per se rule of 
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illegality. Similarly, in Hub-and-spoke arrangements, smoking gun or 

circumstantial evidence may exist. Thus, liability can be unambiguously 

assigned to the cartel participants and the involved entities. 

Section 48125 addresses the personal liability of individuals who are in 

charge of the conduct of the entity said to have contravened the Competition 

Act.126 However, it is silent on whether the anti-competitive conduct carried 

out by an employee can be attributed to the entity itself. In the context of the 

Predictable Agent, algorithms effectively function as agents of the entity, 

performing roles traditionally associated with human employees. 

Consequently, liability can be directly attributed to the entities themselves 

under the principal-agent relationship.127 A challenge for CCI is to determine 

the extent to which entities may be held accountable for the algorithmic 

conduct. 

The complexity arises in the Digital Eye scenario, where self-learning 

algorithms analyse vast datasets and autonomously generate profit-

maximising collusive outcomes, even without programming to coordinate 

with competitors.128 As a result, attributing liability to the entity becomes 

contentious. It may be contended that where competitors deploy such 

algorithms with the awareness that their autonomous learning processes are 
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likely to culminate in collusion, such knowledge may be considered to 

ascertain liability. 

VII. CONCLUSION 

The use of pricing algorithms in digital markets is expected to continue 

growing exponentially in the future, and so will their potential to elusively 

collude. Although a multitude of risks associated with algorithmic collusion 

have been identified, potential solutions also exist simultaneously. Despite the 

fact that ex-ante methods have been widely preferred, both methods (ex-ante 

and ex-post) must be employed in tandem to eliminate the harm of algorithmic 

collusion from the competition landscape. The US, EU, and China have been 

at the forefront of legal developments in regulating algorithmic collusion, 

while India has adopted a cautious approach. Therefore, this is a clarion call 

for India to catch up with the global best practices and move towards a 

proactive approach.
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