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ABSTRACT 

The conventional imagination of corporate governance has been preoccupied with financial 

disclosures, shareholder rights, and regulatory compliance. However, in the era characterised 

by Artificial Intelligence (AI), interconnected systems, and algorithmic decision-making, this 

framework is proving increasingly inadequate. This paper explores the emergent role of digital 

security as a cornerstone of contemporary governance, arguing that it must move beyond its 

conventional categorisation as a technical or ‘IT issue’ and be recognised as a strategic 

concern in the overall corporate governance of the organisation. With rising incidents of 

cyberattacks, data breaches, and privacy violations, digital risks now threaten not only 

economic value but also stakeholder trust and social stability. Drawing on probable risk, this 

paper attempts to illustrate how inadequate digital oversight can result in material legal and 

governance failures. It further evaluates the shortcomings of current legal and organisational 

frameworks, where boards often lack clarity, expertise, or accountability in managing digital 

threats, along with regulatory gaps. This paper positions digital security as a strategic 

imperative, suggesting its integration within fiduciary responsibilities, disclosure obligations, 

and sustainable governance models. Using OECD’s definition of digital security, which 

emphasises the social and economic impacts of technological breaches, it proposes an evolved 

understanding of digital security in boardrooms. In rethinking the role of law in the digital 

era, the paper calls for a redefinition of governance duties, board structures, and regulatory 

oversight. Ultimately, it argues that as AI, algorithms, and other emerging technologies 

become central to contemporary corporate governance, legal frameworks must become 

anticipatory, not merely reactive, to safeguard long-term corporate and public interests. 

                                                                 
 Aditya Baheti is an Academic Fellow at National Law University, Jodhpur, and Rishi Raj is 

an Advocate at Delhi High Court. The views stated in this paper are personal. The first version 

of the article was presented at the International Conference on the New Age Legal Dynamics, 

Social Media and Artificial Intelligence organised by UPES on 20th February 2026. 
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I. INTRODUCTION: EMERGING TECHNOLOGIES, 

DIGITISATION AND CORPORATE GOVERNANCE 

Historically, it is evident that the journey of business and technology has 

been co-evolutionary. Every major phase of economic development coincided 

with one or more development phases of technology, which were readily 

embraced by the business community.1 Famous examples of inventions that 

                                                                 
1 Chiara Picciau, ‘The (Un)Predictable Impact of Technology on Corporate Governance’ 

(2021) 17(1) Hastings Business Law Journal, 67, 68. 
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are frequently linked to growth times, ranging from the first industrial 

revolution to the twentieth-century financialization and economic boom, 

include electricity, telephones, ATMs2, filing cabinets3, and high-rise office 

buildings.4 Subsequently, with the advent of the internet, both business 

operations and their regulatory oversight underwent an unprecedented digital 

transformation driven by the internet’s capacity to deliver efficiency at a 

greater speed and lower cost.5  

Digitization is broadly understood as “the integration of digital technology 

into all areas of a business, resulting in fundamental changes to how 

businesses operate and how they deliver value to customers.”6 When viewed 

through the lens of corporate governance, which encompasses “... the rules 

and practices that govern the relationship between the managers and 

shareholders of corporations, as well as stakeholders like employees and 

creditors, contributes to growth and stability to underpin market confidence, 

financial market integrity, and economic efficiency”7, digitization brings both 

structural opportunities and new forms of vulnerabilities.8 

                                                                 
2 Douglas W Arner, Janos Barberis and Ross P Buckley, ‘The Evolution of Fintech: A New 

Post-Crisis Paradigm?’ (2016) 47 Georgetown Journal of International Law 1. 
3 James Fallows, ‘From Filing Cabinets to Digital Thought’ The Atlantic (15 March 2011) 

<https://www.theatlantic.com/technology/archive/2011/03/from-filing-cabinets-to-digital-

thought/72490/> accessed 6 February 2026. 
4 Gunter Gad and Deryck W Holdsworth, ‘Corporate Capitalism and the Emergence of the 

High-Rise Office Building’ (1987) 8(3) Urban Geography 212. 
5 Nicola Manecke and Paul Schoensleben, ‘Cost and Benefit of Internet-Based Support of 

Business Processes’ (2004) 87(3) International Journal of Production Economics 213. 
6 Luca Vendraminelli and others, ‘Design Thinking: Strategy for Digital Transformation’ 

(2023) 44(4) Journal of Business Strategy 200. 
7 Organisation of Economic Co-operation and Development, OECD Principles of Corporate 

Governance 2004 (OECD Publishing, 2004). 
8 Niamh M Brennan, Nava Subramaniam and Chris J van Staden, ‘Corporate governance 

Implications of Disruptive Technology: An Overview’ (2019) 51 British Accounting Review 

1. 
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In India, digitization of corporate governance has been both deliberate and 

systematic. The watershed moment came with the launch of the MCA-21 e-

governance platform, which digitized key corporate compliances, including 

incorporation, statutory disclosures, and public access to foundational public 

documents like Memorandum and Articles of Association.9 This momentum 

was strengthened by the enactment of the Companies Act 2013, which 

formally recognized electronic engagement by allowing virtual board and 

general meetings, and electronic voting. Securities regulation similarly 

evolved, with mandatory real-time disclosures, a functional corporate website 

and digital compliance with governance norms for listed entities.10 

Simultaneously with the regulatory reforms, corporations also embraced 

digital transformation as a strategic imperative. Collectively, these 

developments have strengthened transparency, reduced procedural 

inefficiencies and enhanced stakeholder protection.11 

In parallel with regulatory reform, corporations have embraced digital 

transformation as a strategic necessity. Digital tools such as Enterprise 

Resource Planning (‘ERP’) systems, online statutory communication with all 

stakeholders, software-led virtual meetings and data analytics became an 

                                                                 
9 Megha Somani and Jyoti Bhatia, ‘Revolutionary Beginning of Digitization in Corporate 

Database’ (ResearchGate, April 2019) 

<https://www.researchgate.net/publication/362060555_REVOLUTIONARY_BEGINNING

_OF_DIGITIZATION_IN_CORPORATE_DATABASE> accessed 22 February 2026. 
10 Jayshree P Upadhyay, ‘Farewell Listing Agreement, Welcome New Regulation’ Business 

Standard (New Delhi, 29 November 2015) <https://www.business-

standard.com/article/opinion/farewell-listing-agreement-welcome-new-regulation-

115112900675_1.html> accessed 22 February 2026. 
11 Veeramani Siv and RP Ngulai Rong, ‘Digital Transformation and Corporate Governance 

in India’ (ResearchGate, January 2018) 

<https://www.researchgate.net/publication/375290047_Digital_Transformation_and_Corpor

ate_Governance_in_India> accessed 22 February 2026; H Shroff, ‘Vote from Home – A 

Positive Move for Shareholder Meetings’ (Cyril Amarchand Mangaldas, 29 April 2020) 

<https://corporate.cyrilamarchandblogs.com/2020/04/vote-from-home-a-positive-move-for-

shareholder-meetings/> accessed 27 June 2025. 
11 Upadhyay (n 11). 

https://www.business-standard.com/author/search/keyword/jayshree-p-upadhyay
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integral part of governance and internal controls.12 Digitally-enabled reporting 

mechanisms improved the timeliness and accuracy of disclosures, while data 

visualisation tools empowered boards and audit committees with real-time 

insights into operational risks and performance metrics.13 This tech-driven 

transformation has strengthened corporate accountability by reducing 

information asymmetry and enhancing the traceability of decisions.14 

Despite these advancements, the security architecture underlying this 

digital ecosystem, colloquially called ‘cyber security’, ‘information security’, 

or ‘internet security’, has remained a technical ‘IT’ issue or operational matter 

and not a governance concern.15 Resultantly, security was delegated to the 

Chief Information Security Officer (‘CISO’) and IT departments, with limited 

engagement from the board and senior management.16 This narrow framing 

reflects a rigid compliance-focused mindset, in which security is reduced to a 

                                                                 
12 Veenus Gehlot, Poonam Rajharia and Madhu Bala Kaushik, ‘An Analysis of the Increasing 

Trend of Digital Transformation of Business in India: Case Study Approach’ (ResearchGate, 

September 2024) 

<https://www.researchgate.net/publication/384060692_An_Analysis_of_the_Increasing_Tre

nd_of_Digital_Transformation_of_Business_in_India_Case_Study_Approach> accessed 22 

February 2026. 
13 Pitter Pack and Usman Sami, ‘Regulatory Compliance in the Age of Digital Transformation: 

The Role of Financial Reporting, ESG Metrics, and Cybersecurity in Corporate Governance’ 

(ResearchGate, February 2025) 

<https://www.researchgate.net/publication/389097676_Regulatory_Compliance_in_the_Ag

e_of_Digital_Transformation_The_Role_of_Financial_Reporting_ESG_Metrics_and_Cyber

security_in_Corporate_Governance> accessed 22 February 2026. 
14 Fabrizio Ferraro, Jeffrey Pfeffer and Robert I Sutton, ‘How to Fight Fake News: The 

Science of Transparency and Accountability’ (2021) 30 Business Ethics: A European Review 

625. 
15 In general parlance, ‘IT’ Issue is understood as any problem or trouble with computers, 

software, or technology that stops things from working properly. See Reza Alavi, Shareeful 

Islam and Haralambos Mouratidis, ‘An Information Security Risk-Driven Investment Model 

for Analysing Human Factors’ (2016) 24(2) Information Management and Computer Security 

205. 
16 Gholamreza Jafari Navimipour and Mohammad Hossein Zare Ravasan, ‘Information 

Security Governance Practices in Critical Infrastructure Organizations: A Socio-Technical 

and Institutional Logic Perspective’ (2013) 30 Government Information Quarterly 149. 
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checklist of technical controls rather than a core business risk.17 Consequently, 

security strategies often remain reactive, siloed, and disjointed from broader 

organizational goals18, with insufficient appreciation of financial, reputational 

and legal consequences.19 

Now, with the advent of disruptive technologies like Artificial Intelligence 

(‘AI’), Blockchain, Data Analytics, and Algorithms (collectively called 

‘emerging technologies’), companies have further intensified these concerns. 

These developments have introduced new governance risks like large-scale 

data breaches, growing privacy concerns, algorithmic bias, and increasingly 

sophisticated cyberattacks, all of which have significant corporate governance 

ramifications.20 

To address this conceptual gap, the paper advocates for a holistic 

understanding of technology-related risks under the broader framework of 

‘Digital security’, a term introduced by the Economic Co-operation and 

Development (‘OECD’)21 which, along with the conventional technical aspect 

of the concerned security, also recognizes the economic and social impacts of 

digital risk.22 Unlike conventional cybersecurity approaches that focus 

narrowly on technical safeguards, digital security encompasses the 

                                                                 
17 Lucian A Bebchuk and Roberto Tallarita, ‘The Illusory Promise of Stakeholder 

Governance’ (SSRN, 2012) <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2058035> 

accessed 22 February 2026. 
18 Sean B Maynard, and others, ‘Towards a Framework for Strategic Security Context in 

Information Security Governance’ (2018) 10 (4) Pacific Asia Journal of the Association for 

Information Systems 65. 
19 Mohamad Amin Hasbini, Tillal Eldabi and Ammar Aldallal, ‘Investigating the Information 

Security Management Role in Smart City Organisations’ (2018) 14(1) World Journal of 

Entrepreneurship, Management and Sustainable Development 86. 
20 B von Solms, ‘Corporate Governance and Information Security’ (2001) 20 Computers & 

Security 215. 
21 Organisation of Economic Co-operation and Development, ‘OECD Policy Framework on 

Digital Security’ (OECD Publishing, 14 December 2022). 
22 ibid 11. 
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governance structure, institutional accountability and systematic risk 

management in the digitally integrated environment.  

The paper argues that digital security must be reconceptualized as a central 

component of corporate governance architecture. This discussion proceeds in 

four parts. Part II examines the contemporary governance challenges created 

by emerging technologies. Part III defines ‘digital security and its contours as 

a holistic approach to effectively manage technological security. Part IV 

provides for robust integration of digital security in the corporate governance 

framework of companies by highlighting organizational and regulatory 

improvements. Part V concludes the discussion.  

II.  TECHNOLOGY-DRIVEN-CONTEMPORARY ISSUES IN 

CORPORATE GOVERNANCE 

The accelerating pace of digitisation in Indian corporates23 has generated 

complex governance challenges that extend beyond traditional compliance 

concerns. These threats range from increasing cyberattacks and large-scale 

data breaches to algorithmic bias and privacy violations. Such risks are not 

merely operational disruptions but result in long-term implications for a 

company’s sustainability.  

A. Cyber Attacks 

The integration of emerging technologies across business functions has 

expanded the corporation’s exposure to cyber risk.24 The consequences of 

such risks are immediate, direct and structural, ranging from financial losses, 

                                                                 
23 Gehlot and others (n 13) 241. 
24 Earnest & Young, FICCI–EY Risk Survey 2026: Risk outlook: A compass to India’s Risk 

Landscape (EY, 05 February 2026) <https://www.ey.com/en_in/insights/risk/ficci-ey-risk-

survey-2026-risk-outlook-a-compass-to-india-s-risk-landscape> accessed 22 February 2026. 
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reputational damage, regulatory scrutiny and erosion of consumer trust.25 In 

the Indian context, the risk is even more severe, as evidenced by the fact that 

it has emerged as the second most cyber-targeted country after the U.S.26 

Consider last year’s cyberattack on crypto exchange Wazir X, which resulted 

in the theft of approximately $230 million27, illustrating the magnitude of 

financial vulnerability to such attacks. Similar attacks have affected almost all 

sectors, especially healthcare, hospitality, banking and financial services.28 

The aggregate economic loss resulting from such attacks on citizens was 

estimated at around ₹12000 crores last year.29 

A deeper analysis would highlight that the governance implications of the 

risk are not limited to one-time financial loss. Along with economic fragility, 

such risk leaves a long-term adverse impact on the competitiveness of 

businesses. For instance, following the widely publicized 2017 data breach, 

Moody’s downgraded Equifax’s credit.30 Furthermore, the consequences are 

amplified as they translate into various expenditures, ranging from ransom 

payments, revenue loss, operational disruptions, remediation efforts, legal 

expenses, and audit fees. This is confirmed by the fact that, on average, 

                                                                 
25 Anay Sharma, ‘The Impact of Cybersecurity Breaches on Big Businesses’ (2024) 12(10) 

International Journal of Advanced Research 10. 
26 TOI News Desk, ‘India Ranked Second in Global Cyber Attack Targets’ Times of India (02 

January 2025) <https://timesofindia.indiatimes.com/india/india-ranked-second-in-global-

cyber-attack-targets-report/articleshow/116893292.cms> accessed 22 February 2026. 
27  The Hindu Bureau, ‘WazirX Hack and $235 Million Loss Attributed to North Korea’ The 

Hindu (15 January 2025) <https://www.thehindu.com/sci-tech/technology/wazirx-hack-and-

235-million-loss-attributed-to-north-korea/article69099267.ece> accessed 22 February 2026. 
28 Radware, 2024 Global Threat Analysis Report (Radware, 2024) 

<https://www.cisco.com/c/dam/m/en_in/events/security-conclave-2024/radware-threat-

report-summary-2024.pdf> accessed 22 February 2026. 
29 ‘Year Ender 2024: Biggest Cyberattacks in India’ Economic Times (31 December 2024) 

<https://economictimes.indiatimes.com/tech/technology/year-ender-2024-biggest-cyberattac

ks-in-india/articleshow/116796935.cms> accessed 22 February 2026. 
30 Folake Dosu, ‘In a First, Moody’s Is Downgrading a Company over Its Cybersecurity Risks’ 

(Built In, 5 June 2019) <https://builtin.com/articles/first-moodys-downgrading-company-

over-its-cybersecurity-risks> accessed 22 February 2026. 
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breached firms are required to pay 12% higher audit fees in the year of their 

cyber incident.31  

Capital markets have also reacted adversely to cyberattacks. Publicly 

traded firms have frequently experienced a decline in their stock price 

following disclosure of cyberattacks, resulting in erosion of market 

capitalization. For example, an empirical study highlighted an average of a 

7.5% decline in the stock price and a market capitalization loss of $5.4 billion 

per company32 after a data breach. Reportedly, it took 46 days for the 

companies to rebound to their levels before the breach33. Similar patterns have 

been observed in Indian companies, such as Granules India and Motilal 

Oswal,34 where the public disclosure of a cyber incident has resulted in price 

volatility. All such resultant losses inevitably trickle down to an increase in 

price for consumers.35 

B.  Privacy and Data Breach 

The recognition of privacy as a fundamental right by the Supreme Court 

in Justice K.S. Puttaswamy (Retd.) v. Union of India was a jurisprudential 

                                                                 
31 Pierangelo Rosati, Fabian Gogolin and Theo Lynn, ‘Audit Firm Assessments of 

Cyber-Security Risk: Evidence from Audit Fees and SEC Comment Letters’ (2019) 54(3) The 

International Journal of Accounting 1950013-1-1950013-56. 
32 Keman Huang, Xiaoqing Wang, William Wei and Stuart Madnick, ‘The Devastating 

Business Impacts of a Cyber Breach’ (Harvard Business Review, 4 May 2023) < 

https://hbr.org/2023/05/the-devastating-business-impacts-of-a-cyber-breach> accessed 24 

June 2025. 
33 ibid. 
34 Moneycontrol News, ‘Motilal Oswal Falls Prey to Cyber-Attack by Ransomware Group 

LockBit, Shares Fall 2 %’ Moneycontrol (19 February 2024) 

<https://www.moneycontrol.com/news/business/markets/motilal-oswal-falls-prey-to-cyber-

attack-by-ransomware-group-lockbit-shares-in-focus-12300291.html> accessed 22 February 

2026. 
35 Lee Haris and Laura Onita, ‘UK Retailers Face 10 % Rises in Premiums after Cyber 

Attacks’ Financial Times, (09 May 2025) <https://www.ft.com/content/190803d9-e646-

4a58-8cd2-9a627cf40bb1> accessed 22 February 2026. 

https://hbr.org/2023/05/the-devastating-business-impacts-of-a-cyber-breach
https://www.ft.com/content/190803d9-e646-4a58-8cd2-9a627cf40bb1
https://www.ft.com/content/190803d9-e646-4a58-8cd2-9a627cf40bb1
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milestone in India’s data governance landscape.36 Overruling the outdated 

doctrines enunciated in M.P. Sharma37 and Kharak Singh38, the Court 

acknowledged that, in the era of ubiquitous datafication, informational privacy 

is the sine qua non of individual agency.39 This ruling spurred India’s shift 

from a sectoral and compliance-based data regime to an all-encompassing 

rights-based framework. This doctrinal advancement was reflected in the B.N. 

Srikrishna Committee’s 2018 report, which delineated a data protection 

architecture based on consent, purpose limitation, data minimization, 

transparency, and accountability.40 These proposals led to the enactment of the 

Digital Personal Data Protection Act, 202341, which embeds privacy 

governance into the corporate compliance system and regulatory oversight. 

The implication of this transformation extends beyond constitutional law 

and into corporate governance. In contemporary digital business models, 

personal data functions as a strategic asset, driving targeted advertising, 

algorithmic decision-making and product innovation. However, the 

aggregation of data has exposed companies to significant legal, financial and 

reputational risk. Estimates show that the total fines under the GDPR by 

January 2025 reached €5.88 billion,42 with many multinational companies like 

Meta, Amazon and Uber, among various others, being fined for non-

                                                                 
36 Justice K S Puttaswamy (Retd) v Union of India (2017) 10 SCC 1 (SC). 
37 MP Sharma v Satish Chandra, 1954 SCR 1077. 
38 Kharak Singh v State of UP, AIR 1963 SC 1295. 
39 Puttaswamy (n 37) 142. 
40 Justice BN Srikrishna Committee, A Free and Fair Digital Economy: Protecting Privacy, 

Empowering Indians (July 27, 2018) 67. 
41 The Digital Personal Data Protection Act, 2013 (Act No 22 of 2023). 
42 Ross McKean, John Magee and Rachel de Souza, ‘DLA Piper GDPR Fines and Data Breach 

Survey: January 2025’ (DLA Piper, 21 January 2025) 

<https://www.dlapiper.com/en/insights/publications/2025/01/dla-piper-gdpr-fines-and-data-

breach-survey-january-2025> accessed 22 February 2026. 
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compliance with data protection laws. In India, the new data protection law 

prescribes a penalty of up to Rs. 250 crores.43  

The materiality of economic consequences as a result of data breaches 

could be traced in the continuously increasing cost of data breach estimation. 

As per IBM Security’s ‘Cost of Data Breach Report’ 2024, the average cost 

of a data breach reached its all-time peak in 2023 at USD 4.49 million. This is 

a 16.32% increase from USD 3.86 million in 2020.44 In reference to India, the 

average loss reached up to USD 2.35 million, a staggering 39% increase since 

2020.45 Therefore, in today’s data-dominated business models, these figures 

not just highlight isolated technical failures but systemic governance 

deficiencies, as they reveal weakness in risk assessment, internal control and 

supervisory oversight.  

C.  Algorithmic Bias 

With the emergence of AI and its growing usage in corporations owing to 

the advantages of automation, one of the complex issues that has surfaced is 

Algorithmic bias. It typically refers to consistent and structured errors within 

AI-driven systems that lead to unfair outcomes or inequalities, often without 

any valid justification.46 Unlike isolated human error, algorithmic bias may 

operate at scale, resulting in ramifications at a wider scale.47 

                                                                 
43 Seqrite, ‘The ₹250 Crore Question: How India’s DPDPA Rewrites the Cost of a Data 

Breach’ (Seqrite, 08 December 2025) <https://www.seqrite.com/blog/the-%E2%82%B9250-

crore-question-how-indias-dpdpa-rewrites-the-cost-of-a-data-breach/> accessed 22 

February 2026. 
44 IBM, ‘Cost of a Data Breach Report 2024’ (IBM, July 2024). 
45 ibid 9. 
46 Sina Fazelpour and David Danks, ‘Algorithmic Bias: Senses, Sources, Solutions’ (2021) 16 

Philosophy Compass 1. 
47 Gergely Ferenc Lendvai and Gergely Gosztonyi, ‘Algorithmic Bias as a Core Legal 

Dilemma in the Age of Artificial Intelligence: Conceptual Basis and the Current State of 
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Corporate practice has already revealed such bias being rolled out in its 

full manifestation. Amazon built an AI hiring tool using a decade of applicant 

resumes to detect patterns and assess applicants48. Because the training data 

was skewed toward male candidates, the system learned to prefer men, 

producing significant gender bias, especially against women, for technical 

roles.49 Consequently, the AI-driven recruiter application was termed “sexiest 

AI”.50 

Similar instances include Google’s AI tool ‘Gemini’, which was criticized 

for generating historically inaccurate and ethnically problematic images.51 

Another dramatic instance was Apple Card offering notably lower credit limits 

to women than men with comparable financial profiles52.  In the Indian 

context, the National Stock Exchange (‘NSE’) paid a substantial sum of ₹6.43 

billion to settle charges related to algorithmic bias and unfair preferential 

access in its co-location trading infrastructure.53 

                                                                 
Regulation’ (MDPI, 12 June 2025) <https://www.mdpi.com/2075-471X/14/3/41> accessed 

22 February 2026. 
48 Lennart Hofeditz and others, ‘Ethics Guidelines for Using AI-based Algorithms in 

Recruiting: Learnings from a Systematic Literature Review’ (ResearchGate, January 2022) 

<https://www.researchgate.net/publication/354813745_Ethics_Guidelines_for_Using_AI-

based_Algorithms_in_Recruiting_Learnings_from_a_Systematic_Literature_Review> 

accessed 22 February 2026. 
49 ibid. 
50 ‘Amazon Scrapped “Sexist AI” Tool’ BBC (10 October 2018) 

<https://www.bbc.com/news/technology-45809919> accessed 22 February 2026. 
51 Mathew Filed, ‘From Black Nazis to Female Popes and American Indian Vikings: How AI 

Went “Woke” The Telegraph (23 February 2024) 

<https://www.telegraph.co.uk/news/2024/02/23/google-gemini-ai-images-wrong-woke/> 

accessed 22 February 2026. 
52 Neil Vigdor, ‘Apple Card Investigated after Gender Discrimination Complaints’ The New 

York Times, (10 November 2019) <https://www.nytimes.com/2019/11/10/business/Apple-

credit-card-investigation.html> accessed 22 February 2026. 
53 ‘NSE Pays $76.5 million to Settle Algorithmic Trading Software Case’ Business Standard 

(Bengaluru, 4 October 2024) <https://www.business-standard.com/markets/news/nse-pays-

76-5-million-to-settle-algorithmic-trading-software-case-124100401053_1.html> accessed 

22 February 2026. 
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The recurring defense of the inherent complexity of the algorithms is 

increasingly being rejected and dismissed to fix accountability. Scholars like 

Joshua Kroll argued that such arguments are a fallacy54 and algorithmic bias 

is not the result of its complexity, but in the choice of its use.55 Therefore, it 

has become invincible for companies to ensure adequate governance oversight 

over their algorithmic usage to minimize this complex risk.  

The threat to the core ethos of corporate governance is not only from the 

discussed external threats. In some instances, technological tools have been 

deployed internally in ways that undermine regulatory compliance and 

stakeholder trust. For instance, the emission manipulation scandal involving 

the automobile giant Volkswagen demonstrated how technology was used to 

make fake environmental claims, thereby compromising transparency and 

fiduciary integrity.56 The controversial experience of Decentralized 

Autonomous Organization (‘DAO’), a completely algorithm-led automated 

Organization run on blockchain,57 is a perfect example of how these emerging 

technologies are “ambiguous blessings. The model was hailed as a 

breakthrough in code-based governance. However, it soon became a victim of 

a cyberattack, leading to substantial investor loss and subsequent regulatory 

scrutiny by the SEC for violating public offering rules.58 

                                                                 
54 Joshua A Kroll, ‘The Fallacy of Inscrutability’ (2018) 376 Philosophical Transactions of 

the Royal Society A: Mathematical, Physical and Engineering Sciences 1. 
55 Kirsten Martin, ‘Ethical Implications and Accountability of Algorithms’ (2019) 160(4) 

Journal of Business Ethics, 835. 
56 Daniel Jacobs and Lawrence P Kalbers, ‘The Volkswagen Diesel Emissions Scandal and 

Accountability’ (2019) 89(7) The CPA Journal 16. 
57 Kevin Werbach and Nicolas Cornell, ‘Contracts Ex Machina’ (2017) 67 Duke Law Journal 

313. 
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As AI adoption accelerates,59 these developments pose a direct threat to 

the foundational pillars of corporate governance. It is no longer limited to 

simple accounting fraud or non-disclosure of material information, but 

sophisticated threats posing a direct challenge to the traditional outlook on 

technological security as just an ‘IT’ issue requiring immediate and urgent 

need for a more holistic approach in handling the technological risk in 

corporates. 

III. DIGITAL SECURITY AND ITS CONTOURS EVOLUTION 

OF CORPORATE GOVERNANCE: FROM SHAREHOLDER 

PRIMACY TO ESG 

Before delving into the concept of digital security, it is important to 

understand the dynamic nature of corporate governance as a mechanism to run 

and administer a corporation. In the first phase of the evolution of corporate 

governance, the corporation’s sole objective was considered to be maximizing 

the wealth of the shareholders.60 This narrow perspective came into check in 

the light of growing incidents of fraud and scams throughout the globe. While 

in the US Watergate scandal, Enron, and WorldCom led to the Sarbanes-Oxley 

Act of 2002, in the UK, the seeds of modern corporate governance were sown 

in the aftermath of corporate scandals like Bank of Credit and Commerce 

International and the debacle of Maxwell Communications Corporation61, 
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leading to the publication of the Cadbury Committee report on corporate 

governance, which spelt out the code of best practices.62 Simultaneously, in 

India, though corporate governance is an ancient concept, in its modern form, 

its importance was realized in the aftermath of scandals like the Harshad 

Mehta scam, Ketan Parikh, or the GTB Bank collapse post the liberalization 

of the Indian economy in 1991.63 After the devastating 2008-09 financial 

crisis64, there has been a renewed emphasis on stakeholder interests, 

prompting a demand for sustainable and responsible corporate practices, 

leading to the emergence of the Environmental, Social, and Governance 

(‘ESG’) framework, which emphasizes the broader impact of corporate 

actions on the environment, society, and governance structures.65 This 

evolving understanding of corporate governance underscores the need for 

businesses to adapt their strategies and operations in response to the 

contemporary business governance realities.  

A. Defining Digital Security: A Holistic Alternative to Narrow Labels 

The term ‘digital security’ is deliberately used in place of narrow labels 

like ‘cyber security’, ‘information security’ or ‘data security’66 to go beyond 

just the technical aspect of technology, which severely limits the horizon of 

understanding the impact of such technological risk and thereby the 

management of such risk associated with the use of such technology in 
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commerce.67 For instance, cybersecurity focuses more narrowly on “measures 

taken to protect a computer or computer system against unauthorized access 

or attack,” while information security is commonly understood as the 

“preservation of the confidentiality, integrity, and availability of 

information.”68 Data security, meanwhile, comprises the practices aimed at 

protecting data itself from threats, damage, or loss that could compromise its 

integrity, confidentiality, or availability.69 However, digital security, by 

contrast, not only encompasses each of these domains but also incorporates 

governance structures, institutional accountability, regulatory compliance and 

broader societal impact.  

B. Global and Indian Incidents Demonstrating the Need for a Holistic 

Approach 

Few global incidents illustrate why such a holistic approach is critical to 

manage the overall impact of such risk. The WannaCry ransomware attack in 

2017,70 which had a devastating impact on not just corporations but critical 

public infrastructure and society at large, had an estimated economic cost of 

which was around $4 to $8 billion.71 Similarly, in 2018, the Cambridge 
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Analytica scandal72 revealed how Facebook users were misused to influence 

voter behaviour in elections globally, raising concerns about data privacy and 

algorithmic manipulation in democratic processes, resulting in Facebook 

paying a record fine of $5 billion.  Instances in India, like the attack in Cosmos 

Bank73 and AIIMS74, makes the governance shift even more urgent. Hence, 

defining technological security in bits and pieces like ‘cyber security’, 

‘information security’, etc., would seriously impede the corporation’s overall 

ability and approach to appreciate and mitigate the ripple effects of any 

mismanagement of technology-related security, especially in an 

interconnected world.  Against this framework, the governance-oriented 

framework advanced here fundamentally reframes digital security as a 

structural responsibility of corporate leadership rather than a peripheral 

technical concern.  

C. Contour 1: Digital Security as a Board-Level Responsibility 

Firstly, adopting a broader outlook toward digital security necessitates 

recognizing it as a “board-level responsibility”, rather than relegating it solely 

to the IT or operational departments, leading to an isolated approach in 

handling digital security, resulting in fragmented and reactive responses.75 In 

contrast, a top-down policy framework fosters a more holistic and consistent 
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culture throughout the corporation. Studies have found that active board 

involvement correlates with stronger security culture and resilience outcomes 

in the corporation.76  

However, effective board oversight requires adequate digital expertise. 

The survey report highlights that while 67% of the Board understands finance-

related issues, only 50% demonstrate the same familiarity with digital security 

matters.77 This expertise deficit has encouraged many boards to delegate the 

responsibility, considering it as ‘operational’ work,78 reinforcing the siloed 

approach toward handling technological security.  

D. Contour 2: The Expertise Deficit and Board-CISO Engagement Gap 

Secondly, the problem is compounded by insufficient engagement 

between boards and the chief of technological security.  Recently, the data 

reveal that fewer than 50 per cent of board members interact regularly with 

the CISO.79  This limited engagement has resulted in strategic blind spots on 

technology risks, as one study showed that 65% of board members feared an 

imminent cyberattack, while only 48% of CISOs shared this concern, 

highlighting a potential disconnect in perceived risks and preparedness,80 

weakening the overall board’s ability to make informed governance decisions.  
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Therefore, a broader governance perspective toward digital security 

encourages a collaborative approach across hierarchical levels. 

E. Contour 3: Bridging the Structural Divide Between Boards and 

Operational Teams 

Thirdly, though Scholarly consensus has emphasised that board and senior 

executive commitment is critical for embedding effective digital security 

governance.81 Yet a structural divide persists. Operational teams often lack 

business knowledge, while the boards lack technical literacy.82 This 

asymmetry hampers effective communication and delays responsive action.  

Cross-functional communication and structural collaborative mechanisms are 

necessary to align technological risk management with strategic priorities.83 

F. Contour 4: Reframing Digital Security Spending from Cost to 

Investment 

Another consequence of a narrow outlook is the long-standing debate over 

whether digital security spending constitutes a cost or an investment. 

Traditionally, investments in cybersecurity are viewed as expenses due to the 

difficulty in quantifying their direct financial return.84 This constricted view is 

conceptually flawed. Effective digital security is not a sunk cost but a business 

enabler, providing room for more innovation, protecting against reputational 
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and financial damage, and leading and enhancing a firm’s competitive 

advantage85. In an era of increasing public sensitivity to data breaches and 

cyberattacks, inadequate digital security practices can significantly erode 

stakeholder trust and long-term competitiveness.  

G. Contour 5: From Defensive Posture to Resilience-Oriented 

Governance 

Finally, a governance-based approach necessitates a shift from a defensive 

to a resilience-oriented posture. Unlike the present approach of most 

corporations.86  Board discussions on technological security discussion center 

around threats and protective measures, such as phishing simulations.87 Yet in 

a business environment dominated by technology, risks like cyberattacks are 

structural inevitabilities.88 Corporations, therefore, must develop anticipatory 

capabilities that include early threat detection,89 real-time response, and an 

uninterrupted business continuity plan even during an active cyber incident.90  

IV. INTEGRATING DIGITAL SECURITY GOVERNANCE IN 

CONTEMPORARY CORPORATE GOVERNANCE 

The preceding analysis establishes that digital security as essential 

governance responsibility. However, conceptual recognition alone is 

insufficient; digital security must be structurally embedded with board 
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oversight, risk management architecture, policy design and fiduciary 

accountability.   

A. Strategic Digital Oversight 

As discussed in the previous sections, when digital security culture is 

embedded as a core part of a company, it becomes recognized as a facet of the 

overall corporate culture. The cultural shift shapes digital security policy and 

procedure, guided by a corporation’s fundamental values, expectations, and 

principles.91 Board oversight reduces the misalignment between technical 

employees and the board, clarifies risk appetite and integrates digital resilience 

into the corporation’s overall strategy.92 

Implementation of this framework requires some concrete actions such as 

a board-level digital security committee with independent director 

participation; direct CISO reporting to the board and inclusion of digital 

security metrics in executive compensation; mandatory cross-functional risk 

registers and quarterly board-CISO workshops; and adoption of a maturity 

model (e.g., NIST or ISO 27001) with publicly disclosed governance metrics. 

Without such mechanisms, the cultural and strategic integration of digital 

security remains unenforceable. 

B. Digital Security Policy Integration 

Strategic oversight must be operationalized through a clearly defined 

digital security policy aligned to the corporation’s goals and objectives. The 
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policy should define scope, risk tolerance, performance indicator and resource 

allocation93 while remaining adaptable to technological threats.94  

Effective policy integration also requires attention to human factors and 

organizational culture in addition to technical controls. Though 

implementation details are beyond the scope of this paper, risk categorization 

based on infrastructure criticality, network architecture, cloud exposure and 

user vulnerabilities95 illustrates how policy must reflect holistic yet 

differentiated threat landscapes. 

C. Operational Governance and Accountability 

Board-level strategy must translate to standardized operational processes. 

A standard process refers to a series of connected tasks96, like conducting daily 

scans for viruses, reviewing firewalls, updating security patches, and ensuring 

security measures conform to regulatory standards to accomplish a specific 

business objective or fulfil a policy goal.97 This would necessitate regular 

training of the employees to ensure they remain abreast of updated security 

and compliance practices. Further, clearly defined accountability and 

oversight are important to ensure digital risks are sufficiently minimized.98 

With technology pervasive throughout business operations, the responsibility 
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of securing a business environment is no longer limited to the CISO.99 The 

role of executive leadership and management oversight plays a critical role in 

institutionalizing standards, enforcing accountability, and steering 

technological risk management processes with clarity and consistency.100 

D. Compliance Management 

The rapid expansion of digital regulation reflects a growing recognition 

that technological risk implicates investor protection and fiduciary 

accountability. Regulatory bodies like SEBI,101 SEC102, EU,103 have 

introduced disclosure and governance obligations to enhance accountability 

and transparency in digital risk management for effective investor 

protection.104  

In India, SEBI mandates disclosure of any cybersecurity attack, data 

breach or loss of data 105 and assigns the risk management committee to lay 
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down an effective framework for identifying digital security-related threats.106  

Active enforcement has been taken against regulated entities, demonstrating 

that digital security lapses are treated as governance failures. For instance, a 

penalty of ₹ 5 crores was imposed by SEBI on a wholly owned subsidiary of 

BSE for failing to comply with digital security norms.107 Similarly, the 

director’s fiduciary duty to work in the interest of the stakeholders has been 

actively read into to include the duty to protect the company against potential 

digital security threats,108 resulting in senior officials being forced to resign 

after a non-compliance or digital incident.109  

Failure to institute reasonable safeguards such as conducting Data 

Protection Impact Assessments (‘DPIAs’), maintaining board-level data 

oversight, and implementing robust breach-notification and incident-response 

procedures may amount to a breach of that duty110 and expose directors to 

personal liability, including monetary penalties and other sanctions under 

applicable corporate, regulatory and data-protection regimes.111 
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Therefore, corporations are encouraged to review and strengthen their 

disclosure protocols, conduct an in-depth assessment of digital security risk, 

develop robust incident response plans, allocate resources toward a digital 

security system, empower employee training, and establish clear channels of 

communication to ensure compliance with the applicable obligations.112 

E. Closing the Regulatory Loopholes 

Despite proliferating regulatory interventions, doctrinal integration 

between corporate law and digital governance remains fragmented. India’s 

regulatory response includes CERT-In directives113, cyber security audit 

mandates114 and sector-specific frameworks. While these measures enhance 

procedural safeguards, their largely directory nature and occasional ambiguity 

limit coherence.  

The Companies Act, 2013, also provides for a strong doctrinal anchor. 

Along with section 166 of the Companies Act, which recognises the statutory 

fiduciary duty of directors, while Rule 28(1) of the Companies (Management 

and Administration) Rules, 2014, which places the onus on the directors, along 

with other officers, to ensure the maintenance and security of electronic 

records, complements the section. However, Indian judicial interpretation of 

these duties in digital security contexts remains underdeveloped.  
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Comparative experience underscores the potential exposure. 

Shareholder’s lawsuits in the wake of high-profile breaches at companies such 

as Yahoo, Target, FedEx, Equifax, among others, have resulted in significant 

settlement amounts115 highlighting digital risk management failure as 

governance failure. Similar developments are emerging in Indian context116 

have also emerged in the Indian context. From a doctrinal standpoint, existing 

corporate governance protections remain underutilised.  

The doctrinal protections, like the Business Judgment Rule117 and statutory 

protection for an independent director118 which provides a presumptive shield 

for directors acting in good faith and with reasonable care have yet to be 

meaningfully tested in digital governance disputes.119 Though scholars and 

policy bodies have advocated importing equitable fiduciary duties analogous 

to trust law to impose higher standards on data fiduciaries, this remains 

speculative, without legislative articulation or judicial acceptance120.  
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Strengthening these efforts, the Digital Personal Data Protection Act 2023 

(DPDP Act) marks a significant legislative shift by imposing statutory duties 

on data fiduciaries121 and mandating board-accountable data protection 

officers.122 The subsequent rules123 operationalize breach notification, audit 

standards and cross-broader safeguards, thereby embedding privacy in the 

corporate governance structure.124 Yet broad exemptions and expansive rule-

making discretion raise concerns about accountability. Moreover, compliance 

mechanisms like DPIAs, audit trails, and formal DPO appointments risk 

becoming formalistic125 in the absence of substantive board engagement.   

Sectoral reforms have also been introduced by Indian regulators like 

SEBI,126 IRDAI,127 and RBI128 to further institutionalize cybersecurity 

through board-approved policies, mandatory audits and incident reporting 

obligations. However, inconsistencies in reporting timelines and emerging 

challenges like AI-driven risk, algorithmic opacity, and systemic bias remain 
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act/> accessed 22 February 2026. 
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127 Insurance Regulatory and Development Authority of India (IRDAI), Information and 
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insufficiently addressed, creating space for regulatory arbitrage and doctrinal 

uncertainty. 

V. CONCLUSION 

The digital transformation of corporations has shifted the landscape of 

corporate governance from a narrow focus on financial disclosure and 

regulatory compliance to a broader strategic imperative that includes digital 

security.129 With the proliferation of emerging technologies, the paper asserts 

that digital security can no longer be a technical silo but an integrated board-

level governance concern. Further, the paper, along with a call for a holistic 

shift in the corporation culture with regard to digital security, also highlights 

the fragmented regulatory approach taken in the country. With a recent report 

showing 89% of the major corporations are undertaking digital and AI 

integration130, there is a constant need for research in this area. Future research 

could explore the development of algorithm-specific governance frameworks 

that address the accountability and transparency challenges posed by AI-led 

decision-making. Additionally, empirical studies on board-level digital 

literacy and its correlation with digital security resilience across industries in 

India could offer valuable insights. Whatever the results may be, there is 

unanimity that contemporary corporate governance cannot be devoid of digital 

resilience.  
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